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Abstract

Randomized smoothing is currently considered
the state-of-the-art method to obtain certifiably
robust classifiers. Despite its remarkable perfor-
mance, the method is associated with various se-
rious problems such as “certified accuracy wa-
terfalls”, certification vs. accuracy trade-off, or
even fairness issues. Input-dependent smooth-
ing approaches have been proposed with inten-
tion of overcoming these flaws. However, we
demonstrate that these methods lack formal guar-
antees and so the resulting certificates are not justi-
fied. We show that in general, the input-dependent
smoothing suffers from the curse of dimension-
ality, forcing the variance function to have low
semi-elasticity. On the other hand, we provide a
theoretical and practical framework that enables
the usage of input-dependent smoothing even in
the presence of the curse of dimensionality, under
strict restrictions. We present one concrete design
of the smoothing variance function and test it on
CIFAR10 and MNIST. Our design mitigates some
of the problems of classical smoothing and is for-
mally underlined, yet further improvement of the
design is still necessary.

1. Introduction

Deep neural networks are one of the dominating recently
used machine learning methods. They achieve state-of-the-
art performance in a variety of applications like computer
vision, natural language processing, and many others. The
key property that makes neural networks so powerful is
their expressivity (Giihring et al., 2020). However, as a
price, they possess a weakness - a vulnerability against
adversarial attacks (Szegedy et al., 2013; Biggio et al.,
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2013). The adversarial attack on a sample xq is a point z;
such that the distance d(x, x1) is small, yet the predictions
of model f on zy and x; differ. Such examples are often
easy to construct, for example by optimizing for a change
in prediction f(z) (Biggio et al., 2013). Even worse, these
attacks are present even if the model’s prediction on z is
unequivocal.

This property is highly undesirable because in several sen-
sitive applications, misclassifying a sample just because it
does not follow the natural distribution might lead to seri-
ous and harmful consequences. A well-known example is
a sticker placed on a traffic sign, which could confuse the
self-driving car and cause an accident (Eykholt et al., 2018).
As a result, the robustness of classifiers against adversar-
ial examples has begun to be a strongly discussed topic.
Though many methods claim to provide robust classifiers,
just some of them are certifiably robust, i.e. the robustness
is mathematically guaranteed. The certifiability turns out
to be essential since more sophisticated attacks can break
empirical defenses (Carlini & Wagner, 2017).

Currently, the dominant method to achieve the certifiable
robustness is randomized smoothing (RS). This clever idea
to get rid of adversarial examples using randomization of
input was introduced by Lecuyer et al. (2019) and Li et al.
(2019) and fully formalized and improved by Cohen et al.
(2019). Let f be a classifier assigning inputs z € RN
to one of the classes C' € C. Given a random deviation
e ~ N(0,02I), the smoothed classifier g, made of f, is
defined as: g(x) = argmax P(f(x+¢€) = C), for C € C.
In other words, the smoothed classifier classifies a class that
has the highest probability under the sampling of f(z + €).
Consequently, an adversarial attack 2’ on f is less danger-
ous for g, because g does not look directly at «’, but rather
at its whole neighborhood, in a weighted manner. This way
we can get rid of local artifacts that f possesses — thus the
name “smoothing”. It turns out, that g enjoys strong robust-
ness properties against attacks bounded by a specifically
computed /o-norm threshold, especially if f is trained under
a Gaussian noise augmentation (Cohen et al., 2019).

Unfortunately, since the introduction of the RS, several seri-
ous problems were reported to be connected to the technique.
Cohen et al. (2019) mention two of them. First is the usage
of lower confidence bounds to estimate the leading class’s
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probability. With a high probability, this leads to smaller
reported certified radiuses in comparison with the true ones.
Moreover, it yields a theoretical threshold, which upper-
bounds the maximal possible certified radius and causes
the “certified accuracy waterfalls”, which significantly de-
creases the certified accuracy. This problem is particularly
pronounced for small levels of the used smoothing variance
o2, which motivates to use larger variance. Second, RS
possesses a robustness vs. accuracy trade-off problem. The
bigger ¢ we use as the smoothing variance, the smaller
clean accuracy will the smoothed classifier have. This mo-
tivates to use rather smaller levels of ¢. Third, as pointed
out by Mohapatra et al. (2020a), RS smooths the decision
boundary of f in such a way that bounded or convex regions
begin to shrink as o increases, while the unbounded and
anti-convex regions expand. This, as the authors empirically
demonstrate, creates a imbalance in class-wise accuracies
(accuracies computed per each class separately) of g and
causes serious fairness issues. Therefore the smaller val-
ues of o are again more preferable. See Appendix A for a
detailed discussion.

Clearly, the usage of a global, constant o is suboptimal. For
the samples close to the decision boundary, we want to use
small o, so that f and g have similar decision boundaries
and the expressivity of f is not lost (where not necessary).
On the other hand, far from the decision boundary of f,
where the probability of the dominant class is close to 1, we
need bigger o to avoid the severe under-certification (see
Appendix A). All together, using a non-constant o () rather
than constant o, a suitable smoothing variance could be
used to achieve optimal robustness.

To support this reasoning, we present a toy example. We
train a network on a 2D dataset of a circular shape with
the classes being two complementary sectors, one of which
is of a very small angle. In Figure 1 we show the differ-
ence between constant and input-dependent o. Using the
non-constant o (z) defined in Equation 1, we obtain an im-
provement both in terms of the certified radiuses as well
as clean accuracy. For more details see Appendix A. Even
though there are some works introducing this concept (see
Appendix C), most of them lack mathematical reasoning
about the correctness of their method or fairness of their
comparison, which, as we show, turns out to be critical.

The main contributions of this work are fourfold. First,
we generalize the methodology of Cohen et al. (2019)
for the case of the input-dependent RS (IDRS), obtaining
useful and important insights about how to use the
Neyman-Pearson lemma in this general case. Second and
most importantly, we show that the IDRS suffers from
the curse of dimensionality in the sense that the semi-
elasticity coefficient r of o(x) (a positive number such that
| log(c(0)) — log(o(1))| < rllxg — 1| Voo, 21 € RY)

in a high-dimensional setting is restricted to be very
small. This means, that even if we wanted to vary o(x)
significantly with varying z, we cannot. The maximal
reasonable speed of change of o(z) turns out to be almost
too small to handle, especially in high dimensions. Third, in
contrast, we also study the conditions on o (z) under which
it is applicable in high-dimensional regime and prepare
a theoretical framework necessary to build an efficient
certification algorithm. We are the first to do so for o(z)
functions, which are not locally constant (as in (Wang et al.,
2021)). Finally, we provide a concrete design of the o (x)
function, test it extensively and compare it to the classical
RS on the CIFAR10 and MNIST datasets. We discuss to
what extent the method treats the issues mentioned above.

2. IDRS and the Curse of Dimensionality

Let C be the set of classes, f : RN — C a classifier
(referred to as the base classifier), ¢ : RV — R a non-
negative function and P(C) a set of distributions over C.
Then we call Gy : RV — P(C) the smoothed class prob-
ability predictor, if G¢(x), = P(f(x + ¢) = C), where
€ ~ N(0,0(x)?I) and g; : RN — C is called smoothed
classifier if gf(v) = argmaxy Gy(x), for C € C. We
will omit the subscript f in g often, since it is usually clear
from the context to which base classifier the g corresponds.
Furthermore, let A := g(z) refer to the most likely class
under the random variable (A (x,02I)), and B denote
the second most likely class. Define py = Gy(x), and
pp = Gy(x), as the respective probabilities. It is impor-
tant to note that in practice, it is impossible to estimate p 4
and pp precisely. Instead, p4 is estimated as a lower confi-
dence bound (LCB) of the relative occurence of class A in
the predictions of f given certain number of Monte-Carlo
samples n and a confidence level «v. The estimate is denoted
as p4. Similarly to Cohen et al. (2019) we use the exact
Clopper-Pearson interval for estimation of the LCB. The
same applies for p 5. We work with lo-norms denoted as || z||.
When we speak of certified radius at sample x(, we always
mean the biggest R > 0 for which the underlying theory pro-
vides the guarantee g(zo) = g(z1) Va1 : ||zo — 21| < R.

First of all, we summarize the main steps in the derivation
of certified radius around z( using any method that relies on
the Neyman-Pearson lemma (e.g. by Cohen et al. (2019)).

1. For a potential adversary z; specify the worst-case
classifier f*, such that P(f*(N(zo,0%I)) = A) =
pa, while P(f*(N(x1,02%I)) = B) is maximized.

2. Express Gy (z1)p = P(f*(N(z1,0°1)) = B)asa
function depending on z;.

3. Determine the conditions on z; (possibly related to
lzo — 1)) for which this probability is < 0.5. From
these conditions, derive the certified radius.
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Figure 1. Motivating toy experiment. We use constant o = 0.6
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and input-dependent o(z) equal in average to the constant o. Left:

Dataset and the variance function depicted as circles with the radius equal to o(x) and centers at the data points. Middle: Zoomed in part
of the dataset and decision boundaries of the smoothed classifiers with constant o (red) and input-dependent o (x) (green). Note that we
recover a part of the misclassified data points by using a more appropriate smoothing strength close to the decision boundary. Right:
Certified accuracy plot. The waterfall effect vanishes since the points far from the decision boundary are certified with a correspondingly

large o (x).

Cohen et al. (2019) proceeds in this way to obtain a tight
certified radius R = $(® *(pa) — ® ' (p5)). Unfortu-
nately, their result is not directly applicable to the input-
dependent case. Constant o simplifies the derivation of
f* that turns out to be a linear classifier. This is not the
case for non-constant o(x) anymore. Therefore, we gen-
eralize the methodology of Cohen et al. (2019). We put
pp = 1 — p4 for simplicity (yet it is not necessary to as-
sume this, see Appendix B.5). Let z( be the point to certify,
x1 the potential adversary point, 6 = z1 — x¢ the shift and
oo = o(xg), o1 = o(xy) the standard deviations used in
o and x1, respectively. Furthermore, let ¢; be a density
and P; a probability measure corresponding to A (x;, 021),
i €{0,1}.

Lemma 2.1. Out of all possible classifiers [ such that
G¢(z0) 5 < pB = 1 —pa, the one, for which G ¢(x¢ + 9) 5
is maximized predicts class B in a region determined by the
likelihood ratio:

where 1 is fixed, such that Py(B) = pg. Note that we use
B to denote both the class and the region of that class.

We use this lemma to compute the decision boundary of the
worst-case classifier f*.

Theorem 2.2. If o9 > o1, then set B is an N-
dimensional ball with the center at S~ and radius
R := R-(09,01,0,N,r), defined in Appendix F:

o2
Ss =z + %5.
0p — 01
If o9 < o3, then set B is the complement of an
N-dimensional ball with the center at S. and radius

ClassB

ClassA

ClLASS A

Figure 2. Decision regions of the worst-case classifier f*. Left:
oo > o1 Right: 0¢ < 01.

R, := R.(0¢,01,0,N,r), expressed in Appendix F:

As we depict in Figure 2, both resulting balls are centered
on the line connecting z(, 1. Moreover, the centers of the
balls are always further from zg, than x; is from x( (even
in the case og < o). In both cases, it depends on p4 (since
r is fixed such that Py(B) = pp) and the ball can, but
might not cover zg and/or x1. Note that if 0y = o1, which
can happen even in input-dependent regime, the worst-case
classifier is the half-space described by Cohen et al. (2019).

To compute the probability of a ball under an isotropic
Gaussian probability measure is more challenging than the
probability of a half-space. In fact, there is no closed-form
expression for it. However, this probability is connected to
the non-central chi-squared distribution (NCCHSQ). More
precisely, the probability of an /V-dimensional ball centered
at z with radius  under N'(0,I) can be expressed as a
cumulative distribution fucntion (cdf) of NCCHSQ with
N degrees of freedom, non-centrality parameter ||z||* and
argument r2. With this knowledge, we can express Py (B)
and P, (B) in terms of the cdf of NCCHSQ as follows.
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Theorem 2.3.
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where the sign < or > is chosen according to the inequality
between oo and o1, and x% is the cdf of NCCHSQ with N
degrees of freedom.

Note that both Theorem 2.2 and Theorem 2.3 work well
also for & = 0 (see the proofs in Appendix F). In this case,
we encounter a ball centered at g = x; and all the cdf
functions become cdf functions of central chi-squared.

We expressed the probabilities of the decision region
of the worst-case class B using the cdf of NCCHCSQ.
Now, how do we do the certification? We start with the
certification just for two points, x( for which the certified
radius is in question and its potential adversary x;. We
ask, under which circumstances can x; be certified from
the point of view of . To obtain P; (B) as a function of
x1 as in step 2 of the certified radius derivation scheme
from page 2, we first need to fix P1(B) = 1 — pa = p5.
Having x¢, 1, pa and o9 > o1, we obtain such R, that
Po(B) = x4 [18]%03/(03 — )% B2 =1 pa =pp
simply by putting it into the quantile function. This
way we get R®=x% 0]°08/(08 —07)*1 —pa .
In the next step we substitute it directly into
Py(B) =x% l6]*01/(0§ — 01)? R?05 /0% . This way,
we obtain P; (B) and can judge, whether P;(B) < 1/2 or
not. Similar computation can be done if 0y < ;. Denote
a := ||d]|. We express P; (B) more simply as a function of
a for oy > o1 as

§>(a) =Py (B) =

2 2 2
2 01 2 0p 2 90 2
——a®, — ——a",1—
N T ER
and for oy < 07 as
£<(a) =P (B) =
2 2 2
g g, g,
1—+2 1 g2 %0 2 0 o2
R ) A

With this in mind, if we have zg, x1,pa, 09, 01, then we
can certify x; w.r.t g simply by choosing the correct sign
(<, >), computing £ ([lzo — z1]) or & (|0 — 1]) and
comparing it with 0.5. The sample plots of these £ functions
can be found in Appendix B.

Now, we are ready to discuss the curse of dimensionality.
The problem that arises is that having a high dimension

N and oy, o; differing a lot from each other, £ functions
are already big at 0, even for considerably small pp. For
fixed ratio o/ and probability pp, £(0) increases with
growing dimension N and soon becomes bigger than 0.5.
This, together with monotonicity of the £ function yields that
no x; can be certified w.r.t. xg, if 0, o1 are used. The more
dissimilar the o and o are, the smaller the dimension N
needs to be for this situation to occur. If we want to certify
1 in a reasonable distance from g, we need to use similar
00,01. This restricts the variability of the o(z) function.
We formalize the curse of dimensionality in the following
theorems. We discuss more why the curse of dimensionality
is present in Appendix B.2.

Theorem 2.4 (curse of dimensionality). Let xg, 1, pa, 0o,
o1 and N be as usual. The following two implications hold:

1. If o9 > 01 and

o? o?  2log(l—pa)
8 08 * o3 N ’

then x1 is not certified w.r.t. x.

2. Ifog < 01 and

- o? N—1 2log(l—pa)
log A2~ 419
% 2N o N N

then x1 is not certified w.r.t. x.

Corollary 2.5 (one-sided simpler bound). Let zq, 1, pa,

09, 01 and N be as usual and assume now oo > o1. Then,

i

' Iy
o1 —log(1 —pa
—< 1-2 ——=
oo N

then x1 is not certified w.r.t xg.

Note that both Theorem 2.4 and Corrolary 2.5 can be ad-
justed to the case where we have a separate estimate pp and
donotputpg = 1 —p4 (see Appendix B.5). We emphasize,
that the bounds obtained in Theorem 2.4 are very tight. In
other words, if the ratio o1 /0y is just slightly bigger than
the minimal possible threshold from Theorem 2.4, £ (0)
becomes smaller than 0.5 and similarly for £ (0). This is
because the only two estimates used in the proof of The-
orem 2.4 are the estimates on the median, which are very
tight and constant with respect to NV, and the multiplicative
Chernoff bound, which is generally considered to be tight
too and improves for larger N. The tightness is depicted
in Figure 3, where we plot the minimal possible threshold
o1/0o given by Theorem 2.4 and minimal threshold for
which &5 (0) < 0.5 as a function of N.

To get a better feeling about the concrete numbers, we pro-
vide the theoretical threshold values from Theorem 2.4 in
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o and ; being variances used in two ﬁaﬂdom test samples,

j 0= 1 ljisrestrictedtogotoOak= N: For detailed
explanation, see Appendix B.4.

3. How to Use IDRS properly

As we discuss above, usage of the IDRS is challenging.
How can we obtain valid, mathematically justi ed certi ed
Figure 3.Plots depicting tightness of results of Theorem 2.4. Inradiuses? Fix some desigiix). If (x) is not trivial, to get
both gures, the biggest possible threshold af o for which & certi ed radius akq, we need to go over all the possible
the condition in Theorem 2.4 is satis ed (theoretical threshold)adyversaries, in the neighborhood of, and compute 1
and the numerically computed threshold for whiek(O) exceeds  gnd <> (a). Then, the certi ed radius is the in mum over
the threshol_d 0.5 (practical threshold) are depictegdt: Plot for ko ’xlk for all uncerti ed x; points. Of course, this is a
Pa =0:9, Right: Plot forpa = 0:999, priori infeasible. Fortunately, thefunctions possess a prop-
erty that helps to simplify this procedure. For convenience,
Table 1.Theoretical lower-thresholds for = ¢ for different data we extend the notation ofsuch that (a; 1) additionally
dimensions and clags probabilities. The ImageNet spatial size is denotes the dependence on thevalue.
assumed to be 3x256x256, while CIFAR10 spatial size is 32x32x3Theorem 3.1. Let X, X1, pa, o be as usual and denote

and MNIST spatial size is 28x28x1. kxo X1k byR. Then, the following two statements hold:
[ pa [ 0:9 [ 0:99 | 0:999 | 0:99993] 1. Let , o. Then, forall 5 : ; , o, if
CIFAR10 || 0.973| 0.961| 0.953| 0.945 )
ImageNet|[ 0.997 [ 0.995| 0.994| 0.993 2.let 1 o. Then forall . 1 2  off

<(R; 2)> 05, then < (R; 1) > 0:5.

Theorem 3.1 serves as a monotonicity property. The main
gain is, that for each distand® from Xxo, it is suf cient

to consider just two adversaries — the one with the biggest
Results from Table 1 are very restrictive. Assume we have a1 (if bigger than () and the one with the smallest (if
CIFAR10 sample wittpa = 0:999. For such a probability, smaller than o). If we cannot certify some point; at the
constant = 0:5is more than suf cient to guarantee the distanceR from X, then we will for sure not be able to
certi ed radius of more than 1. However, in the non-constantcertify at least one of the two adversaries with the most
regime, to certiffR 1, we rst need to guarantee thab  extreme  values.

sample within the distapce of 1 froRp uses ; < 0:953 o. This, however, does not suf ce for most of the reason-
To even strengthen this statement, npte thaF one needs Rle (x) designs, since it might be still too hard to
guarantee ; to be even much closer tg in practice. Why?
The results of Theorem 2.4 lower-bound thieinctions at 0.
However, since functions are strictly increasing (as shown
in Appendix F), one usually needg and ; to be much
closer to each other to guarantd@) being smaller than
O:5ata 0. This not only forces the(x) function to have
really small semi-elasticity but also makes it problematic to
de ne a stochastic (x). For more, see Appendix B.2.

Table 1. If 1= ¢ is smaller than the threshold, we are not
able to certify any pair okg; X1 using o; 1.

determine the two most extreme values at some dis-
tance fromxg. Therefore, we assume thafx) is semi-
elastic with coef cientr. Then we have a guarantee that
(xo) exp( ra) (X1) (Xo) exp(ra) holds. Thus,
we bound the worst-case extremgs for every distanca.
Using this, we guarantee the following certi ed radius.

Theorem 3.2. Let (x) be anr-semi-elastic function and

X0, pa, N, o as usual. Then, the certi ed radius ap
To fully understand how the curse of dimensionality affectsguaranteed by our method is

the usage of IDRS, we mention two more signi cant effects. _ _

First, with increasing dimensign the average distance becRrixg)=sup R 0: > (R:_ oexp( rR)) < (_)-5
tween samples tends to grow adl . This enables bigger <(R; oexp(R)) < 0:5
distance to change(x). On the other hand, the average it the underlying set is empty, which is equivalent to
level of, (x) (like  0:12,0:25;:::) needs to be adjusted ,, (5 (that might occur in practice, as we use a lower

also as N with increasing dimension. The bigger aver-poyundp, instead of, ), we cannot certify any radius.
age level of (x) we use, the more is the semi-elasticity -

of (x) restricted by Theorem 2.4 and Theorem 3.2. All Note that Theorem 3.2 can be adjusted to the case where we
together, these two effects combine in a nal trend that forhave a separate estimgig and do notpups =1  pa
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(see Appendix B.5). Since the bigger the semi-elasticityl999) datasets, we analyze series of different experimen-
constant of (x) is, the worse certi cations we obtain, it tal setups, including experiments with an input-dependent
is important to estimate the constant tightly. Even with atrain-time Gaussian data augmentation. We present a di-
good estimate of, we still get smaller certi ed radiuses in rect comparison of our method with the constamhethod
comparison with using the(x) exactly, but that is a prize using evaluation strategy from (Cohen et al., 2019) (all
that is inevitable for the feasibility of the method. other experiments, including ablation studies, and the dis-
The algorithm is then very easy - we just pick suf- cussion.on the hyperparameter selection are presented in
Aéopendlx E). Here, we compare (Cohen et al., 2019)'s eval-

ciently dense space .Of po_ssmle re.1d|uses and deuarmlnuations for = 0:12;0:25; 0:50 with our evaluations, set-
the smallest, for which eithers (R; oexp( rR)) or

< (R; oexp(rR)) is larger thar0:5. The only non-trivial tng b 1 = 0:05,0.02 k . 20, m . 5; 15 (for
. : CIFAR10 and MNIST, respectively), applied on models
part is how to evaluate thefunctions. For small values of . . : : .
. o trained with Gaussian data augmentation, using constant
R, theexp( rR) is very close to 1 and from the de nition - .
: o . : : standard deviation roughly equal to the average test-time
of functions it is obvious that this results in extremely

big inputs to the cdf and quantile function of NCCHSQ. To tir(:g gtrafjé}zrgzv'i a't:igL grz‘zlg'.Iggsgzlgée:&;gf;;zm_
avoid numerical problems, we employ a simple hack wher A e ; ' 5
we assume thresholds fog such that foR small enough, %r MNIST & =0:1240:258 0:517. In this way, the lev

; els of (x) we use in the direct comparison are spread from
these thresholds are used insteadgéxp( rR)). Unfortu the values roughly equal to (Cohen et al., 2019)'s constant

nately, the numerical stability still disables the usage of this . . 7
method on really high-dimensional datasets like ImageNet. to higher values. The results are depicted in Figure 4.

For more details on implementation, see Appendix D. From Figure 4 we see that we outperform the constafior
small levels of , such a9:120r 0:25. On higher levels of ,
4. The Design of (x) and Experiments we are, in general, worse (see explanation in Appendix B.3).

The most visible improvement is in mitigation of the trunca-
The only missing ingredient to nally being able to use tion of certi ed accuracy (certi ed accuracy waterfall). To
IDRS is the (x) function. As we have seen, this func- comment on the other two issues, we providdles 2 and 3
tion has to be -semi-elastic for rather smalland ideally  with the clean accuracies and class-wise accuracy standard
deterministic. Yet it should at least roughly ful Il the re- deviations, respectively. These results are the averages of 8
quirements imposed by the motivation — it should possesmdependent runs and in Table 2, the displayed error values
big values for points far from the decision boundary of are equal to empirical standard deviations.

and _rat_her small for points cl_ose to it Afjhermg to theseFromTabIes 2 and 3we draw two conclusions. First, it is
restrictions, we use the following function:

0 0 11 not easy to judge about the robustness vs. accuracy trade-off,
1 X because the differences in clean accuracies are not statis-
(x)= pexp@ @= kx xik mAA (1) tically signi cantin any of the experiments (not even for
K xi 2N (x) CIFAR10 and = 0:25, where the difference is at least
pronounced). However, the general trend in Table 2 indi-
cates that the clean accuracies tend to slightly decrease with
the increasing rate. The decrease is roughly equivalent to

if a sample is far from all other samples, it will be far from the drop in accuracy for the case when we just use constant

the decision boundary, unless the network over ts to this during evaluation with its value set to the averagg).

sample. On the other hand, the dense clusters of samplé@ that case, the certi ed radiuses would be also roughly

are more likely to be positioned near the decision boundar)?q?tﬁl '3 aver?ge, %l;t ourSs WOlrJ]IC? iﬂ" e?cggn:zrda I\?isfi Sﬁverfe
since such clusters have a high leverage on the network crtl ed accuracy drop. >econd, the standard deviations o

weights, forcing the decision boundary to adapt well togf?h?aleilr?ns-:\;vc!tsgfiﬁzusrﬁgfksiﬁWhLCehnztraT:\éi:r?:ng(;%%gaeiilrj]:e
the geometry of the cluster (for more insight on the relation P gp q

between the geometry of the data and distance from decisiofr?'rness’ don't signi cantly change after applying the non-

boundary see, for example, Baldock et al. (2021)). To us&onstant RS.
such a function, however, we rst prove that it is indeed
r-semi-elastic. 5. Related Work

Theorem 4.1. The standard deviation function(x) de ned
in equation 1 ig -semi-elastic.

for p being abase standard deviation the required semi-
elasticity, fx;g; the training setNy(x) the k nearest
neighbors ok andm the normalization constant. Intuitively,

Since the vulnerability of deep neural networks against ad-
versarial attacks has been noticed by Szegedy et al. (2013);

We test our IDRS and(x) function extensively. For both BI99i0 etal. (2013), a lot of effort has been put into mak-
CIFAR10 (Krizhevsky, 2009) and MNIST (LeCun et al., ing neural nets more robust. There are two types of solu-
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Figure 4.Comparison of certi ed accuracy plots for Cohen et al. (2019)'s method and our work.

Table 2.Clean accuracies for both input-dependent and constamaluation strategies on CIFAR10 (C) and MNIST (M).

[ | dataset] =0:12 | =0:25 | =0:50 |
r =0:01, 4 increased C 0:852 0:002 0:780 0:013 0:673 0:008
r =0:00 C 0:851 0:006 0:792 0:004 0:674 0:018
r =0:01, 4 increased M 0:9912 0:0003 | 0:9910 0:0006 | 0:9881 0:0003
r =0:00 M 0:9914 0:0004 | 0:9907 0:0004 | 0:9886 0:0005

Table 3.Class-wise accuracy (i.e. how many points of a certain class are correctly classi ed divided by the size of this class) standard

deviations for both input-dependent and constaavaluation strategies on CIFAR10 (C) and MNIST (M).

[ | datasetf =0:12] =0:25] =0:50|
r =0:01%,  increased C 0.076 0.099 0.120
r =0:00 C 0.076 0.097 0.122
r =0:0%,  increased M 0.00775 | 0.00777 | 0.00930
r =0:00 M 0.00751 | 0.00778 | 0.00934

tions — empirical and certi ed defenses. While empirical & Carlini (2018); Athalye et al. (2018), among others).

defenses suggest heuristics to make models robust, cerR
ed approaches additionally provide a way to compute a

mathematically valid robust radius.

One of the most effective empirical defensadyersarial

methods (for instance by Carlini & Wagner (2017); Athalye

mong many certi ed defenses (Tsuzuku et al., 2018; Anil
etal., 2019; Hein & Andriushchenko, 2017; Wong & Kolter,

2018; Raghunathan et al., 2018; Mirman et al., 2018; Weng
et al., 2018), one of the most successful yet is RS. While
training (Goodfellow et al., 2014; Kurakin et al., 2016; Lecuyer et al. (2019) introduced the method within the
Madry et al., 2017), is based on a intuitive idea to use advercontext of differential privacy, Li et al. (2019) proceeded

sarial examples for training. Unfortunately, together withvia Rényi divergences. Possibly the most prominent work
adversarial training, other promising empirical defenseon RS is that of Cohen et al. (2019), where authors fully
were subsequently broken by more sophisticated adversariaktablished RS and proved tight certi cation guarantees.

Later, a lot of authors further worked with RS. The work
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of Yang et al. (2020) generalizes the certi cation providedand therefore claim invalid results, or results of questionable
by Cohen et al. (2019) to certi cations with respect to the comparability and practical usability. It seems that input-
generall, norms and provide the optimal smoothing dis-dependent randomized smoothing has limited potential of
tributions for each of the norms. Other works point outimprovement over the classical, constariRS. Moreover,
different problems or weaknesses of RS such as the curse diie to numerical instability, the computation of certi ed ra-
dimensionality (Kumar et al., 2020; Hayes, 2020; Wu et al.diuses on high-dimensional datasets like ImageNet remains
2021), robustness vs. accuracy trade-off (Gao et al., 2020) do be an open challenge.

a shrinking phenomenon (Mohapatra et al., 2020a), whic

yields serious fairness issues (Mohapatra et al., 2020a). On the other hand, we prepare a ready-to-use mathemat-

ically underlined framework for the usage of the input-
The work of Mohapatra et al. (2020b) improves RS furtherdependent RS and show that it works well for small to
by introducing the rst-order information abogt In this  medium-sized problems. We also show, via extensive exper-
work, authors not only estimatgx), but alsor g(x), mak- iments, that our concrete design of thi) function reason-

ing more restrictions on the possible base mofleteat  ably mitigates the truncation issue connected to constant-
might have created. Zhai et al. (2020) and Salman et al. RS and is capable of mitigating the robustness vs. accuracy
(2019) improve the training procedurefoto yield better  one on simpler datasets. The most intriguing and promising
robustness guaranteesgpfSalman et al. (2019) directly use direction for the future work lies in the development of new
adversarial training of the base classifer Finally, Zhai (x) functions, which could treat the mentioned issues even
et al. (2020) introduce the so-calledft smoothingwhich ~ more ef ciently.

engples to compute_ gradu_an;s dweptly foand construct a This improvement is necessary to make IDRS able to sig-
training method, which optimizes directly for the robustness . ; . .
ni cantly beat constant smoothing, as it happens in our toy

of g via the gradient descent. example in Appendix A. The difference between CIFAR10
To address several issues connected to randomized smoo#émd MNIST and the toy dataset is thgtx) from equation 1

ing, there have already been four works that introduce thé well-suited for the toy dataset's geometry, but not to the
usage of IDRS. Wang et al. (2021) dividRY into sev- same extent for the geometry of images. One possible rea-
eral regionR;;i 2 f 1;:::;K g and optimize for ;;i 2 son is that this (x) does not correspond to the distances

the regionR;. Yet this work partially solves some problems cause the euclidean distances between images do not align
of randomized smoothing, it also possesses some practicaiith the “distances in images' content”. We believe, how-
and philosophical issues (see Appendix C). Alfarra et alever, that improvements in(x) design are possible and we
(2020); Eiras et al. (2021); Chen et al. (2021) suggest tdeave the investigation in this matter as an open and attrac-
optimize for locally optimal i, for each samplg; fromthe  tive research question. One way to go is to de ne a metric
test set. A similar strategy is proposed by these works iron the input space that would better re ect the geometry of
the training phase, with the intention of obtaining the basemages and convolutional neural networks.
modelf that is most suitable for the construction of the
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A. The Issues of Constant Smoothing
A.1l. Toy Example

To better demonstrate our ideas, we prepared a two-dimensional simple toy dataset. This dataset can be seen in Figure 5.
The dataset is generated in polar coordinates, having uniform angle and the distance distributed as a square root of suitable
chi-square distribution. The classes are positioned in a circle sectors, one in a sector with a very sharp angle. The number of
training samples is 500 for each class, number of test samples is 100 for each class (except demonstrative gures, where we
increased it to 300). The model that was trained on this dataset was a simple fully connected three-layer neural network with
RelLU activations and a maximal width of 20.

A.2. Undercerti cation Caused by the Use of Lower Con dence Bounds

As we mention in Section 1, one can not usually obtain exact valups ahdpg . However, it is obvious, that for vast
majority of evaluated sampleg, < pa andpg > pg. Given the nature of our certi ed radius, it follows thHat< R,
whereR denotes the certi ed radius coming from the certi cation procedure wittandps_, while R here stands for the
certi ed radius corresponding to true valugs; ps - o

It is, therefore, clear, that we face a certain level of under-certi cation. But how serious under-certi cation it is? Assume the
case with a linear base classi er. Imagine, that we move the pdintther and further away from the decision boundary.
Thereforepa! 1. At some point, the probability will be so large, that with high probability,;ralamplings in our
evaluation ofps will be classi ed asA, obtainingfa = 1 - the empirical probability. The lower con dence boupg is
therefore bounded by havinfi, = 1. Thus, from some point, the certi cation will yield the samg regardless of the true
value ofpa . So in practice, we have an upper bound on the certi ed raRiirsthe case of the linear boundary. In Figure 7
(left), we see the truncation effect. Using= 1, from a distance of roughly 4, we can no longer achieve a better certi ed
radius, despite its theoretical value equals the distance. Similarly, if we x a distancEah decision boundary and vary

, for very small values of , the value of  1(pa) will no longer increase, but the values ofwill pull R towards zero.
This behaviour is depicted in Figure 7 (right).

We can also look at it differently - what is the ratio betweent(pa) and l(piA) for different values opa? Since

1
R = (pa) andR = L(pa), the ratio represents the “undercerti cation rate”. In Figure 6 we plqt% as a
function ofpa for two different ranges of values. The situation is worst for very small and very big valygs d¢f the case
of very big values, this can be explained due to extreme nature &f For small values opa , it can be explained as a
consequence of a fact, that even small difference betwgemdpa will yield big ratio between *(pa) and  (pa)
due to the fact, that these values are close to 0. o o

If we look at the left plot on Figure 8 we see, that the certi ed accuracy plots also possess the truncations. Above some
radius, no sample is certi ed anymore. The problem is obviously more serious for small value®ofthe right plot of
Figure 8, we see, that samples far from the decision boundary are obviously under-certi ed. We can also see, that certi ed

Figure 5.The toy dataset.
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Figure 6.The ratio between certi ed radius if using lower con dence bounds and if using exact values for the case of linear boundary.

Figure 7.Left: Certi ed radius as a function of distance in linear boundary case. The truncation is due to the use of lower con dence
bounds. The parameters are= 100000; = 0:001;, = 1. Right: Certi ed radius for a poin at xed distance 1 from linear
boundary as a function of used The undercerti cation follows from usage of lower con dence bounds.

radiuses remain constant, even though in reality they would increase with increasing distance from the decision boundary.

All the observations so far motivate us to use rather large valuesrobrder to avoid the truncation problem. However, as
we will see in the next sections, using a largearries a different, yet equally serious burden.

A.3. Robustness vs. Accuracy Trade-off

As we demonstrate in the previous subsection, it is be useful to use large valués mfevent the under-certi cation. But

does it come without a prize? If we have a closer look at Figure 8 (right), we might notice, that the accuracy on the threshold
0, i.e. “clean accuracy”, decreases amcreases. This effect has been noticed in the literature (Cohen et al., 2019; Gao
et al., 2020; Mohapatra et al., 2020a) and is caltdalistness vs. accuracy tradeoff

There are several reasons, why this problem occurs. Generally, changiranges the decision boundarygodind we might

assume, that due to the high complexity of the boundafy, tfie decision boundary gfbecomes smoother. Ifis too

large, however, the decision boundary will be so smooth, that it might lose some amount of the base classi er's expressivity.
Another reason for the accuracy drop is also the increase in the number of samples, for which the evaluation is abstained.
This is because using big values ofmakes more classes “within the reach of our distribution”, makingpthandp, small.

If pa < 0:5and we do not estimafes butsetpy =1  pa, then we are not able to classify the sample as dlasget we

cannot classify it as a different class either, which forces us to abstain. To demonstrate these results, we computed not only



Intriguing Properties of Input-Dependent Randomized Smoothing

Figure 8.Results of certi cation on toy datasdteft: Certi ed accuracy for different levels of. Right: Certi ed radiuses and decision
boundary ofg visualized directly on test set.

[ | Accuracy | Abstention rate] Misclassi cation rate|]

=0:12 0.814 0.038 0.148
=0:25 0.748 0.086 0.166
=0:50 0.652 0.166 0.182
=1:00 0.472 0.29 0.238

Table 4. Accuracies, rates of abstentions and misclassi cation rates of (Cohen et al., 2019) evaluation for different levels of

the clean accuracies of (Cohen et al., 2019) evaluations but also the abstention rates. Results are depicted in the Table 4.

From the table, it is obvious, that the abstention rate is possibly even bigger cause of accuracy drop than the “clean
misclassi cation”. This problem can be partially solved if one estimggdogether withp too. In this way, using big

yields generally small estimated class probabilities, but giace pg, the problemati@s  pa occur just very rarely.
Another option is to increase the number of Monte-Carlo samplings for the classi cation decision, what is almost for free.

Yet another reason for the decrease in the accuracy is the so-sltlalling phenomenomvhich we will discuss in the next
subsection.

In contrast with the truncation effect, the robustness vs. accuracy trade-off motivates the usage of smaller vatues of
order to prevent the accuracy loss, which is de nitely a very serious issue.

A.4. Shrinking Phenomenon

How exactly does the decision boundarygathange, as we change th@ For instance, if is a linear classi er, then the
boundary does not change at all. To answer this question, we employ the following experiment: For our toy base classi er
f on our toy dataset, we increasand plot the heatmap 6fg, together with its decision boundary. This experiment is
depicted on Figure 9. As we see from the plots, increasinguses several effects. First of all, the heatmap becomes more
and more blurred, what proves, that stronger smoothing implies stronger smoothness.

Second, crucial, effect is that the bigger thehe smaller the decision boundary of a submissive class is. The shrinkage
becomes pronounced from= 1. Already for =4, there is hardly any decision boundary anymore. Generally,hs ,

g will predict the class with the biggest volume in the input space (in the case of bounded input space, like in image domain,
this is very well de ned). For extreme values of sigma, fhaewill practically just be the ratio between the volumefofind

the actual volume of the input space (for bounded input spaces).

Following from these results, but also from basic intuition, it seems, that an undesired effect becomes presemeases
- the bounded/convex regions become to shrink, like in Figure 9, while the unbounded/big/anti-convex regions expand. This
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Figure 9.Heatmaps and decision boudnary of base classi er (top left) and the smoothed classi er for increasing levefsof
increases, the classi er is more smooth and the decision boundary recedes.

is calledshrinking phenomenorfMohapatra et al., 2020a) investigate this effect rather closely. They de ne the shrinkage
and vanishing of regions formally and prove rigorously, that & , bounded regions, or semi-bounded regions (see
(Mohapatra et al., 2020a)) will eventually vanish. We formulate the main result in this direction.

Theorem A.1. Let us haveK the number of classes and the dimendibnAssume, that we have some bounded decision
regionD for a speci ¢ class roughly centered around 0. Further assume, that this is the only region Wher% the class is

classi ed. LetR be a smallest radius such thBt Bg(0). Then, this decision region will vanish at most for EpNjK

Proof. The idea of the proof is not very hard. First, the authors prove, that the smoothed region will be a subset of the
smootheBr (0). Then, they upper-bound the vanishing threshold of such a ball in two steps. First, they show, that if O
is not classi ed as the class, then no other point will be (this is quite an intuitive geometrical statemeBtk (DNdnas

the biggest probability undéd (x; 21)if x  0). Second, they upper-bound the threshold founder whichB g (0) will

have probability belovy(l (since they use slightly different setting as (Cohen et al., 2019)) faXthe 21). Using some
insights about incomplete gamma function, which is known to be also the cdf of central chi-square distribution, and some
other integration tricks, they obtain the resulting bound. O

Besides Theorem A.1, authors also claim many other statements abound shrinking, including shrinking of semi-bounded

regions. Moreover, they also conduct experiments on CIFAR10 and ImageNet to support their theoretical ndings. They

also point out serious fairness issue that comes out as a consequence of the shrinkage phenomenon. For increasing levels of
, they measure the class-wise clean accuracy of the smoothed classi és.thained with Gaussian data augmentation

(what is known to be a good practice in randomized smoothing), usin@:12, the worst classat has test accuracy of

67%, while the best clagsutomobileattains the accuracy of 92%. The gures, however, change drastically, if we sk

instead. In this case, the worst predicted clzstshas accuracy of poor 22%, whishiphas reasonable accuracy 68%. As

authors claim, this is a consequence of the fact that samplest afe situated more in bounded, convex regions, that suffer

from shrinking, while samples athipare mostly placed in expanded regions of anti-convex shape that will expand as the
grows. In addition, the authors also show, that the Gaussian data augmentation or adversarial training will reduce the

shrinking phenomenon just partially and for moderate and high valuestbis effect will be present anyway.

We must emphasize, that this is a serious fairness issue, that has to be treated before randomized smoothing can be fully used
in practice. For instance, if we trained a neural network to classify humans into several categories, fairness of classi cation
is inevitable and the neural network cannot be used until this issue is solved.
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| Dimension] (v) [ r | Accuracy]]

2 0.5 - 0.943
2 0.4 0.2 0.96
2 0.5 0.2 0.943
6 0.5 - 0.946
6 0.4 0.1 0.963
18 1.0 - 0.86
18 0.8 0.05 0.886
60 1.0 - 0.83
60 0.8 0.03 0.85
60 1.0 0.03 0.83
180 2.0 - 0.713
180 1.9 0.01 0.726
400 2.0 - 0.623
400 1.95 | 0.005| 0.623

Table 5.Clean accuracies of different evaluations of our toy experiment.

Similarly as the robustness vs. accuracy trade-off, this issue also motivates to use rather smaller vaMéessefe, that it
is not possible to address all three problems consistently because they disagree on whether to use smaller, or bigger values
of

A.5. Experiments on High-dimensional toy Dataset

In this subsection, we present the results of our motivational experiment on a synthetic dataset. Before reading this section,
please read our main text, because we will use the necessary notation of the paper.

The dataset we evaluated our method on is a generalization of the dataset visualized on Figure 1. The data points from one
class lie in a cone of small angle and the points are generated such that the density is higher near the vertex of the cone
(which is put in origin). Points from other class are generated from a spherically symmetrical distribution (where points
sampled into the cone are excluded) with density again highest in the center (note, that the density peak is more pronounced
than in the case of normal distribution, where the density around the center resembles uniform distribution). This dataset
is chosen so that the(x) function designed in Equation 1 well corresponds to the geometry of the decision boundary.
Moreover it is chosen so that the conic decision region will shrink rather fast with increasifige motivation of this

example is to show that if the(x) function is well-designed, our IDRS can outperform the constant RS considerably.

The setup of our experiment is as follows: We evaluate dimendlors?2 ; 6; 18; 60; 180,400 The used for constant
smoothing is = 0:5;0:5; 1:0; 1.0; 2:0; 2:0 respectively. The, used i0:4;0:5forN =2,0:4forN =6,0:8for N = 18,
0:8; 1:0for N =60, 1:9for N = 180 and1:95for N = 400. The rates are = 0:2; 0:1; 0:05; 0:03; 0:01; 0:005respectively.
The training was executed without data augmentation (because samples from different classes are very close to each other).
Moreover, we have set maxima(x) threshold for numerical purposes, because some samples were outliers and were way
too far from other samples (and if théx) is way too big, the method encounteres numerical problems). In this case we set

(x) 5 p, but we are aware that also much bigger thresholds would have been possible. We present our comparisons in
Figure 10 and Table 5.

From both the Figure 10 an Table 5 it is clear that the IDRS can outperform the conghtonsiderably, if we use
really suitable (x) function. We manage to improve signi cantly the certi ed radiuses without losing a single correct
classi cation. On the other hand, in cases whege< , we outperform constant both in clean accuracy and in certi ed
radiuses. This example is synthetic and designed in our favour. The main message is not how perfect our desigs, of
but the fact, that if (x) is designed well, the IDRS can bring real advantages, even in moderate dimensions.
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Figure 10.Certi ed accuracy plots of our multidimensional toy experiments.
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B. More on Theory
B.1. Generalization of Results by Li et al. (2019)

In our main text, we mostly focus on the generalization of the methods from (Cohen et al., 2019). This is because these
methods yield tight radiuses and because the application of Neyman-Pearson lemma is beautiful. However, the methodology
from (Li et al., 2019) can also be generalized for the input-dependent RS. To be able to do it, we need some auxiliary

statements about thegRyi divergence.

Lemma B.1. The Renyi divergence between two one-dimensional normal distributions is as follows:

- 2 1
D (N( 3 DINC(o; = L5+ s tlog
1

provided, that 2 :=(1 ) 2+ 2 0.
Proof. See (Van Erven & Harremos, 2014). O

Note, that this proposition induces some assumptions on lpws; should be related. Ifo > 1, then the required
inequality holds foranyt & > 0.If o< q,then isrestricted and we need to keep that in mind.

common space for pairs with the same index. Then, assuming product space with pradysibra, we have the following
identity:

D (P. P2 P niiQ1 Q2 Q n)= D (PijiQi):

Proof. See (Van Erven & Harremos, 2014). O

Using these two propositions, we are now able to derive a formula&ayRlivergence between two multivariate isotropic
normal distributions:

Lemma B.3.
kxo X1k2 log —

+ N N log -2
27+2 (¢ D 1 1 9T

D (N (xi; DN (xo; §1))=

Proof. Imporant property that is needed here is, that isotropic gaussian distributions factorize to one-dimensinal independent
marignals. In other words:

N(x1; 21)= N(x11; ) N (X12; 2) N (Xin; )
and analogically fok,. Therefore, using Lemma B.2 we see:
AR 2 X\I 2y 2
D (N(xa; TDjN (xo; g1))= D (N(xui; DIN (Xoi; 5)):
i=1
Now, it suf ces to plug in the formula from Proposition B.1 to obtain the required result:

(Xai X2i)2+ 1

D (N (xi; 21)jiN (xqi; 21)) log

22 1 I
. )2 log —
— 5 (Xll );2|) . + 1 Iog 0
2i+2 (g5 1) 1 1 1

Now it suf ces to sum up over and the result follows. O
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To obtain the certi ed radius, we also need a result from (Li et al., 2019), which gives a guarantee that two measures on the
set of classes will share the modus if therfigi divergence between them is small enough.

two biggest probabilities in distributioR. LetMq(a;b) = 252 andM;  (a;b) = (&2 )T If

D (QjjP) log(1 2Mi(pa;ps)+2M1  (pa;pPs));

then the distribution® and Q agree on the class with maximal assigned probability.

Proof. This lemma can be proved by directly computing the minimal requiredo be able to disagree on the maximal

For details, consult (Li et al., 2019). O

Having explicit formula for the Bnyi divergence, we can mimic the methodology of (Li et al., 2019) to obtain the certi ed
radius:

Theorem B.5. GivenXo; pa;pPs; o;N, the certi ed radius squared for alt; such that xed ; is used is:
22+2 (3 D o N9 T

0
N log — N
1 9 - 1

R%2= sup

2S ;4 |

log(1 2Mi(pa;ps)*+2M1  (Pa;ps))

i
whereS ;. , = Ry,if o> j1andS ., = 0+t~ if o< ;.
1 0

Proof. Letus x x; and assume, that2 S . ,. Then, due to post-processing inequality for Renyi divergence, it follows
that

D (f(xa+ N(0; FI)jif (xo+ N(0; 81))) D (xa+ N(0; fI)jixo+ N(0; 1))

kXo X;|_|(2 |Og 1 0
= + N N log —
22+2 (2 D 1 1 9

Due to Lemma B.4, it suf ces that the following inequality holds smme 2 S . ,:

kXo X1k2 |0g 1 0
+ N N log —
22+2 (3 D 1 I

log(1 2Mi(pa;ps)*+2M1  (pa;ps)):

This can be rewritten w.r.kxg  X1k2:

2842 (3 D 0 0 N9 T

k k?
Xo X1 1 L 1

log(1 2M1(pa;ps)+2M1  (pa;ps))

The resulting certi ed radius squared is now simply obtained by taking maximumkayer x;k?s.t.9 2 S . , such
that the preceding inequality holds. O
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Note, that this theorem is formulated assuming, that exceyd,ime use ; everywhere. It would require some further
work to generalize this for genera(x) functions, but to demonstrate the next point, it is not even necessary. Looking at the
expression, we can observe that

log —

0
log . N 1
depends highly oN and even for a ratio o# close to 1, we already obtain very strong negative values for high dimensions.
The expressiotog(l 2M1(pa;ps) +2 M 1 (pa;ps)) is far less sensitive w.mda and for large dimensions of it is
easily “beaten” by the rst expression. Therefore, the higher the dimemsia) the biggepa or the closerto 1 th&
has to be in order to obtain even valid certi ed radius (not to speak about big). This points out that also the method of (Li
et al., 2019) suffers from the curse of dimensionality, as we know it must have done. This method is not usefi for big
because the conditions @a; o; 1 are so extreme, that barely any inputs would yield a positive certi ed radius. This fact
is depicted in the Figure 11.

Figure 11.The certi ed radius as a function of dimension. Paremeterpare 0:99; o =1; 1 =0:8

The key reason why this happens if done vienRi divergences is that while the divergence

D (N (x1; 21)jjN (xo; &1)) grows independently of dimensionles,  x1k grows, it drastically increases for big

even ifx; = Xg! This re ects the effect, thatif 6 1, then the more dimensions we have, the more dissimilar are

N (x1; 21)andN (xo; 21)). We can think of it as a consequence of standard fact from statistics that the more data we have,
the more con dent statistics against the null hypothegis 1 will we get if the null hypothesis is false. Since isotropic
normal distributions can be actually treated as a sample of one-dimensional normal distributions, this is in accordance with
our multivariate distributions setting.

B.2. The Explanation of the Curse of Dimensionality

In the Section 2 we show that input-dependent RS suffers from the curse of dimenisonality. Now we will elaborate a bit more
on this phenomenon and try to explain why it occurs. First, it is obvious from the Subsection B.1, that also the generalized
method of (Li et al., 2019) suffers from the curse of dimensionality, becauseéting Bivergence between two isotropic
Gaussians with different variances grows considerably with respect to dimension. This suggests that the input-dependent RS
might suffer from the curse of dimensionality in general. To motivate this idea even further, we present this easy observation:

Theorem B.6. DenoteR¢ to be a certi ed radius given fopy and ¢ at xg assuming the constang and following the
certi cation of (Cohen et al., 2019). Assume, that we do the certi cation for each by assuming the worst case-classi er

1The “C” in the subscript of certi ed radius might come both from “constant” and “Cohen et. al.”
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as in Theorem 2.2. Then, for ary, any function (x) and anypa, the following inequality holds:

R Rc

Proof. Fixx; and 1. From Theorem 2.2 we know that the worst-case clas$i etie nes abalB suchthaPy(B) =1 pa.
From this it obviously follows, that the linear classi &r and the linear spade, that assume constang also forx;
and is the worst-case forp such thatPy(B;) =1  pa is not worst-case for the case of using instead. Therefore,
P1(B)) Pi(B).

Moreover, letP$ be a probability measure corresponding\t¢xs; ol ), i.e. the probability measure assuming constant
o- Itis easy to see th&§ (B,) > 0:5 () P1(B;) > 0:5because the probability of a linear half-space under isotropic
normal distribution is bigger than half if and only if the mean is contained in the half-space.

Assume, for contradiction th& > R ¢. From that, it exists a particular, such thaP$ (B|) > 0:5 > P;(B), because
otherwise there would be no such point, which would caiseR ¢ . HoweverP§ (B)) > 0:5 =) Py(B) > 0.5, thus
P:(B)) > P1(B) and that is contradiction. O

This theorem shows, that we can never achieve a better certi ed radiguaging o and having probabilityp, than that,
which we would get by (Cohen et al., 2019)'s certi cation. Of course, this does not mean, that using non-coistant
useless, sinceg can vary. The question is, how much do we lose using non-constartt get a better intuition, we plot the
functions < and - under different setups in Figure 12, together wagt{B,) from the proof of Theorem B.6. From the top
row we can deduce that dimensibinhas a very signi cant impact on the probabilities and therefore also on the certi ed
radius. We particularly point out the fact, that even0); < (0) can have signi cant margin w.r.t. to the probability coming
out of linear classi e Already forN = 90, we are not able to certifga = 0:99for rather conservative value of. From
middle row we see, that decreasinp can mitigate this effect strongly. For instance, fgr=1; 1 = 0:95the difference
betweerP,(B) andP.(B,) is almost negotiated. Bottom row comparega); < (a) and the respective linear classi er
probabilities. We can see, that the cage< 1 might cause stronger restrictions on our certi cation (yet we deduce it just
form the picture).

What is the reason for (a); < (a) being so big even at 0? The problem is following: Assurpe ;. If Xg = X3, the
worst-case classi er coming from Lemma 2.2 will be a lltentered right ato, such thaPo(B) =1  pa. If we look

atP;(B), we see, that we have the same ball centered directly at the mean, but the variance of the distribution is smaller.
Using spherical symmetry of the isotropic gaussian distribution, this is equivalent to evaluating the probability of a bigger
ball. If we x - and look at the ratio of probabilitie%% with increasingN , the curse of dimensionality comes into the
game. FoN = 2, the ratio is not too big. However, N = 3072, like in CIFARL1O0, this ratio is far bigger. This can be

intuitively seen from a property of chi-squaF;e distribution (which is present in thexgasex, ), that while expectation is

- 2
N, the standard deviation is “just” 2N, i.e. \&Lz()”' OasN! 1
N

B.3. Why Does the Input-dependent Smoothing Work Better for Small Values?

As can be observed in Section 4 and Appendix E, the biggergle we use, the harder it is to keep up to standards of
constant smoothing. An interesting question is, why is the usage of sgrall helpful for the input-dependent smoothing?

Assume xed ,say ,= = 0:12 The theoretical bound on the certi ed radius given 100000 Monte-Carlo samplings and
0.001 con dence level using constant smoothing is about 0.48. Hairyy 0:12, we cannot expect much bigger certi ed
radius. Therefore, if we follow Theorem 3.2, the valuegxjf( rR) andexp(rR) in the critical distance 0:5 will be
much closer to 1, than the valuesefp( rR) andexp(rR) ifwe used , = = 0:50instead, where the critical values
of R could be much bigger than 0.5. Therefore, the “gainPiiB) imposed by the curse of dimensionality, compared
to P1(B) assuming constantwill not be that severe yet. This means, that the loss in certi ed radius caused by the curse
of dimensionality will be much less pronounced on the “active” range of certi ed radiuses (those for which the constant
smoothing still works), compared to using big= . To support this idea, we demonstrate it on Figure 13, where we
depict the certi ed radius as a function of distance from decision boundary, assfinbinge a linear classi er, using

b= =0:12and ,= = 0:50for comparison.

Notice the similarity with Rnyi divergence, which also has positive value everxfor x; if o 6 1 and then grows rather
reasonably with distance.
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Figure 12 Plots of > (a); < (a) for different setups. Coding for parameters[iss; 1;N;ps] Top: > (a) left, < (a) right, varying
values ofN . Center: On the left, » (a) for varying 1, on the right » (a) for varyingps . Bottom: - (a) and < (a) compared.

B.4. How Does the Curse of Dimensionality Affect the Total Possible Variability of (x)?

Fix certain type of task, say RGB image classi cation with images of similar object, but consider many possible resolutions
(dimensiondN ). Given two random images from the test sef;(x1), what is the biggest reasonable valug dixo)= (x1)
1j? Theoretically, the expression is bounded byp( rkxo x31k) 1j, given thatr is the semi-elasticity constant of

(%). However, the average distance between two samples from a test set of constant size, but increasing dimension scales
as N. Therefore, with constamt, this upper-bound increases.

The increasing distance between samples is, therefore, a countereffect to thelglﬁse of dimensionality. In simple words, we
have “more distance to changéxp) to (Xx1)”. Even if ther decreased just ds= N, the increasing distances would

cancel the effect of the curse of dimensionaity and as a result, the maximal reasonable yalug)sf (x1) 1j would

remain roughly constant w.r.tN. However, we need to take into account another effect. As the dimension increases,
also the average distance of samples from the decision boundary increases. This is because the distances in general grow
with dimension and if we assume that the number of intersections of a line segment begveertx; with the decision
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Figure 13.Comparison of certi ed radius as a function of distance for constant and input-dependent smoothing, Eeft:= 0:12,
right: p = =0:50.

boundary of the network remains roughly constant then the average distance from the decision boundarypg%\nmxas

In order to compensate for this,ﬁ/vg need to adjust the basic levgkyf(which we later call , and can be understood as
the general offset of our(x)) as' N too. This is because the maximal attainable certi ed radius given xed con dence
level and the number of Monte-Carlo samples is a constant multiplé>of.

However, with increased, we need to decrease the semi-elasticity rateorder to obtain full certi cations (see also
Appendix B.3 for intuition behind this).

As a sketch of proof, we provide a simple computation, which tells us the approximate asymptotic behavior of
i (X0)= (x1) 1j.ByTheorem 2.5 it holds:
s

p— I
exp( rc N) 1 2 %:
if we want to be able to predict a certi ed radiuscoa N (though this is just a necessary condition. For suf ciency, the LHS
must be much closer to 1). After simple manipulation, we obtain:
! r

P
log(ps) _ log(ps) .
N cN '

r !
log(ps )
N

1 1
r —p—Ilog 1 2 —p—( 1)2
2c N g 2c N( )

So the rate scales 4sN. Now we have:

j (X0)= (x1) 1 j exp( rkxo x1k) 1 exp(rkxo xik) 1

p— [0
exp( Icol\?(ps)cpm 1 il%g(ps):

B.5. Does the Curse of Dimensionality Apply in Multi-class Regime?

In the main text, we presented a setup, wifgras setto bel pa. This is equivalent to pretending that we have just 2
classes. By not estimating the proper valuggfwe lose some amount of power and the resulting certi ed radius is smaller
than it could have been, did we have fige as well. This is most pronounced for datasets with many classes. The natural
question, therefore, is, whether we could avoid the curse of dimensionality by properly estimafggttiuether withpa .

The answer is no. The problem is that the the theory in Section 2 already implicitly works with the estipataaf form

of 1 pa. The theory would work also with any other estimatggf Assuming constargs , instead of constana , as we

did in Section 2, will, therefore, yield the same conclusions. Moreover, there is neither theoretical, nor practical reason, why
shouldpg decrease with increasing dimension.
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This insight even applies to the question of the usage of input-dependent RS in practice. The asqgmptlon pa is no
more important in Section 3 than in Section 2. Therefore, we can apply our method alsofgrab&ained directly by
Monte-Carlo sampling for the clags (or by any other estimation method).

C. Competitive Work

As we mention in Section 1, the idea to use input-dependent RS is not new. It has popped out in years 2020 and 2021 in at
least four works from three completely distinct groups of authors, even though none of these works has been successfully
published yet. We nd it necessary to comment on all of these works because of two orthogonal reasons. First, it is a good
practice to compare our work with the competitive work to see what are pros and cons of these similar approaches and to
what extend the approaches differ. Second, we are convinced, that three of these four works claim results, which are not
mathematically valid. We nd this to be a particularly critical problem in a domain such as certi able robustness, which is

by de nition based on rigorous, mathematical certi cations.

C.1. The Work of Wang et al. (2021)

In this work, authors have two main contributions — rst, they propose a two-phase training, where in the second phase,
for each sample;, roughly the optimal ; is being found and then this sampleis being augmented with this as an
augmentation standard deviation. Authors call this mefiretrain to netune Second, they provide a speci c version of
input-dependent RS. Essentially, they try to overcome the mathematical problems connected to the usage of non-constant
(x) by splitting the input space in so callesbust regionsR;, where the constant, is guaranteed to be used. All the
certi ed balls are guaranteed to lie within just one of these robust regions, making sure that within one certi ed region,
constant level of is used. Authors test this method on CIFAR10 and MNIST and show, that the method can outperform
existing state-of-the-art approaches, mainly on the more complex CIFAR10 dataset.

However, we make several points, which make the results of this work, as well as the proposed method less impressive:

* The computational complexity of both their train-time and test-time algorithms seems to be quite high.

* The nal smoothed classi er depends on the order of the incoming samples. As a consequence, it is not clear,
whether the method works well for any permutation of the would-be tested samples. This creates another adversarial
attack possibility - to attack the nal smoothed classi er by manipulating the test set so that the order of samples is
inappropriate for the good functionality of the nal smoothed classi er.

« Even more, the fact, that the smoothed classi er depends on the order of the would-be tested samples makes it necessary,
that the same smoothed classi er is used all the time for some test session in a real-world applications. For instance, a
camera recognizing faces to approve an entry to a high-security building would need to keep the same model for its
whole functional life, because restarting the model would enable attackers to create attacks on the predictions from the
previous session. This might lead to signi cant restrictions on the practical usability of this method.

C.2. The Works of Alfarra et al. (2020) and Eiras et al. (2021)

In these works, similarly as in the work of (Chen et al., 2021), authors suggest to optineizehtest pointx for such a
(x), that maximizes the certi ed radius given by (Zhai et al., 2020), which is an extension of (Cohen et al., 2019)'s certi ed
radius for soft smoothing. The optimization fofx) differs but is similar in some respect (as will be discussed).

Besides, all three works further propose input-dependent training procedure, for wkichthe standard deviation of
gaussian data augmentation is also optimized. Altogether, both authors claim strong improvements over all the previous
impactful works like (Cohen et al., 2019; Zhai et al., 2020; Salman et al., 2019). The only signi cant difference between the
works of (Alfarra et al., 2020) and (Eiras et al., 2021) (which have strong author intersections) is that in (Eiras et al., 2021),
authors build upon (Alfarra et al., 2020)'s work and move from the isotropic smoothing to the smoothing with some speci ¢
anisotropic distributions.

As mentioned, authors rst deviate from the setup of (Cohen et al., 2019) and turn to the setup introduced by (Zhai et al.,
2020), i.e. they use soft smoothed classi@ide ned as

Gr(X)c = E N (0; 2)F(X+ )c:
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The key property of soft smoothed classi ers is that the (Cohen et al., 2019)'s result on certi ed radius holds for them too.
Theorem C.1(certi ed radius for soft smoothed classi ers) et G be the soft smoothed probability predictor. xebe s.t.

G(x)a Ea Eg G(X)s:
Then, the smoothed classi gris robust atx with radius

Ea)* ‘(1 Ee)).
3 ;

R=5( YEa)  ‘(Ee))=
where ! denotes the quantile function of standard normal distribution.
Proof. Is provided in (Zhai et al., 2020). O

Note, that it is, similarly as in the hard randomized smoothing version of this theorem, essential to provide lower and upper
con dence bounds foG(x)a andG(x)g , otherwise we cannot use this theorem with the required probability that the
certi ed radius is valid. Denot&(x; ) to be the soft smoothed classi er usingn x. Authors propose to use the following
theoretical (x) function:

(x)zarg)moaxi( HG(G (x)a) HG(x%: (X)B)): @)

It is of course not possible to optimize for this particular function since it is not known. It is also not feasible to run the
Monte-Carlo sampling for each, because that is too costly and moreover due to stochasticity, it would lead to discontinuous
function. Treatment of this problem is probably the most pronounced difference between the works of (Alfarra et al., 2020)
and (Chen et al., 2021).

arraetal., use the following easy observatiNn(0; ;1). Assume we have; i ;1M gbe
Alf l., 2020 he followi b iNnO; 21 N (@©O;1). A h i2f1 Mgb

P
i.i.d. sample fromN (0;1). Obviously,G(x; (X))a Mi F(x+ i)a; since this is just the empirical mean of the

1=
theoretical expectation. Then, Expression 2 can be approximated as:
! I

1 1
(x)=argm0ax§ ! M F(x+ i)a ! M F(x+ i)s 3
> i=1 i=1

Here,M is the number of Monte-Carlo samplings used to approximate this function. Note, that this function is a random

maximum of this function, authors furhter propose to use simple gradient ascent, which is possible due to the simple
differentiable form of Expression 3. This differentiability is one of the main motivations to switch from hard to soft
randomized smoothing. Now, we are able to state the exact optimization algorithm of (Alfarra et al., 2020):

Note, that being done in this way, this algorithm can be viewed as a stochastic gradient ascent. After obtaining),
authors further run the Monte-Carlo sampling to estimate the certi ed radius exactly as in (Cohen et al., 2019), b(twith
instead of some global. Using this algorithm, authors achieve signi cant improvement over the (Cohen et al., 2019)'s
results, particularly getting rid of the rst problem mentioned in Appendix A, the truncation issue. For the results, we refer
to (Alfarra et al., 2020). We will now give several comments on this algorithm and this method.

To begin with, in this optimization, authors do not adjust the estimated expectations and therefore don't use lower con dence
bounds, but rather raw estimates. This is not incorrect, since these estimates are not used directly for the estimation of
certi ed radius, but it is inconsistent with the resulting estimation. In other words, authors optimize for a slightly different
function than they then use. The difference is, however, not very big apart from extreme valijeswdfiere the difference

might be really signi cant.

To overcome slightly this inconsistence, authors further (without comment) use clamping&x the) andEg ( i) on the
interval[0:02; 0:98]. l.e. if Ea( ) > 0:98, it will be set to0:98 and this is also taken into account in the computation of
gradients. This way, authors get rid of the inconvenient issue, tij, 1, thenEa( «) 1for , 0, what might
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Algorithm 1 Data dependent certi cation (Alfarra et al., 2020)
function OPTIMIZESIGMA(F;X; ; o;M;K):

sample 1;:::; m N (0;1)
M
(k)= ,\,%i:l':(x+ i)
Ea( k) =maxc ( «)c
EAB( k)=maxcsa ( k)c
R( k)= 4( “Eal W) YEs ( )

k+1 k+t r (R(«)

- K
return

cause very big value of Y(Ea( «)), yielding strong inconsistency with what would be obtained, if lower con dence
bound was used instead.

However, the clamping causes even stronger inconsistence in the end. Note@hgdhiif 1, then the true value of
Ea( «) would be really close td, yielding high values of (Ea( «)). This value would be far better approximated by
the lower con dence bound than with the clamping, since the lower con dence bound oM forl00000and = 0:001

is more thar0:9999 while the clamped value is jubt98. This makes small values of highly disadvantageous, since
5 Oas! 0yet L(Ea( «)) is being stuck on  1(0:98). In other words, this way authors arti cially force the
resulting (x) to be big enough, s.E( (x))a  0:98. This assumption is not commented in the article and might result in
intransparent behaviour.

Second of all, authors us@ = 1 for their experiments. This can be interpreted as using batch size 1 in classical SGD. We
suppose that this small batch size is suboptimal since it yields an insanely high variance of the gradient.

Third of all, during the search for(x), it is not taken into account, whether the prediction is correct or not. This is, of
course, a scienti cally correct approach, since we cannot look at the label of the test sample before the very nal evaluation.
However, it is also problematic, since the function in Expression 2 might attain its optimum in siigh, avhich leads to
misclassi cation. This could have been avoided if constamtas used instead.

To further illustrate this issue, assurRéx) = 1(B1(0)), i.e. F(x) predicts class 1 if and only Kxk 1, otherwise
predicts class 0. Assume we are certifying 0 and assume thaf, in Algorithm 1 is initialized such that class 0 is already
dominating. Then, we will have positive gradient, R( ) in all steps, becaude( ;) is obviously non-increasing, so

in , while - strictly increasing in . This way, the \ will divergetol forK 1 . However, poink Ois classied
as class 1, yielding misclassi cation which is, moreover, assigned very high certi ed radius.

This issue is actually even more general - the function in Expression 2 does in most cases (assuming in nikN¢gion
possess global maximum, because usually

lim 5 YG(X; (X))a) HG( (x)e))=1:

This can be seen, for instance, easily forfe) = 1(B1(0)), but it is the case for any hard classi er, for which one region
becomes to have dominating area as the radius around>spgees to in nity. This is because, if some region becomes to
be dominating (for instance if all other regions are bounded), thgrows, while HG(x; (X)a) HG(x; (X)B)
either grows too, or stagnates, making the whole function strictly increasing with suf ciently high slope.

This issue also throws the hyperparaméteunder closer inspection. What is the effect of this hyperparameter on the
performance of the algorithm? From the previous paragraph, it seems, that this parameter serves not only as the “ scaled
number of epochs”, but also as some stability parameter, which, however, does not have theoretical, but rather practical
justi cation.

Another issue is, that the function in Expression 2 might be non-convex and might possess many different local minima,
from which not all (or rather just a few) are actually reasonable. Therefore, the Algorithm 1 is very sensitive to initialization
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Figure 14.The theoretical certi ed radius as in Expression 2. The function is monotonically increasing on ifitet@0] and will
further be increasing too.

0-

However, probably the biggest issue of all is connected to the impossibility result showed in Section 2, which shows, that
the Algorithm 1 actually yields invalid certi ed radiuses. Why it is so?

First of all, we must justify, that our impossibility result is applicable also fordgbftrandomized smoothing. This is
because classi ers of type(x)c = 1(x 2 Rc¢) for Rc being decision region for clag3 are among applicable classi ers

s.t. G(x; )a = Ea. With such classi ers, however, there is no difference between soft and hard smoothing and moreover
Ea pa from our setup. This way we can construct the worst-case classt emsxactly as in our setup and therefore the

same worst-case classi ers and subsequent adversarial examples are applicable here as well. In other words, for xed value
of soft smoothed5(Xx; )a = Ea we can denotpa = Ea and nd the worst-case hard classi & de ned as indicator of

the worst-case ball, which will yiel#g  P;(B) from Theorem 2.3 in some queried poiit

As we have seen in previous paragraphs, the result{rg yielded in Algorithm 1 is very instable and stochastic - it

depends heavily oR; ¢;K; ;M andof course;j;i 2f 1;:::; M gfor each iteration of the for cycle. Now, for instance

for CIFAR10 andps = 0:99, we have the minimal p055|ble rat+é equal to more thaf:96. It is hard to believe, that such

instable, highly stochastic and non-regularized (excepifor) method will yield (x) suf ciently slowly varying such

that within the certi ed radius arounxl, there will be nax; for which ; deviates more than by this strict threshold from
o- This is even more pronounced on ImageNet, where the minimal possible%aiﬁcabove 0.99 for anpa OrEax.

Even without the help of curse of dimensionality, we can construct a counterexample for which the algorithm will not yield
valid certi ed radius. Assume agai(x) = 1(B1(0)) and assume modest dimensMr= 2. Assume we try to certify
pointxe  [50; 0]. Then, the theoretical-dependent function from Equation 2 is depicted on Figure 14.

We can see, that the resultingxy) will be as big as our regularizeks and in Algorithm 1 will allow. Therefore, if we

run the algorithm foK high-enough, surely the resulting certi ed radius will be far bigger than 50. However, if we certify
the pointxg  [0; 0] and we start with o = 0:25, for instance, then the-dependent certi ed radius in Expression 2 will
be decreasing in thisy, yielding (xg) < 0:25, which will result in classi cation of class 1. This poif@; 0] lies within

the “certi ed” range of[50; 0], yet it is not classi ed the same, because, obvioys, 0] is classi ed as class 0. This is
therefore a counterexample to the validity of (Alfarra et al., 2020)'s certi cation method and their results.

Note that even though our counterexample is a bit “extreme” and one could argue that in practice such a situation would not
occur, we must emphasize, that this counterexample is constructed even without the help of the curse of dimensionality.
In practice, it fully suf ces, that foxy and some certi ed radiuR in Xq, there existx; within the range of this certi ed
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radius, s.t. 1 is quite dissimilar to . If such situation occurs, thed® surely isnot a valid certi ed radius.

RemarkC.2 In the latest version of their work, the authors themselves point out the issue outlined here. To overcome this
issue, the authors further propose the following x. Let test sebhef, . The samples are being processed consecutively
from 1 tod. After obtaining a radiuR; for a samplex;, they “reserve” the ball arourxi with radiusR; so that every point

falling in this ball from now on will be classi ed the same classxasThey also adjust a newly-computed certi ed radius

R; of a samplex; so that the ball arouns;; doesn't intersect with any previously reserved ball i <j . If the sample falls

into the already reserved region, the prediction on this sample is being forced to be the prediction of the sample in the region,
and the certi ed radius is set such that the ball around the new sample is a subset of a ball reserved by the old sample.

Let us note that this x by far does not solve the issues. Technically, it partially gets rid of the mathematical invalidity
of certi ed radiuses, since now we at least have a guarantee that within the session for which we store all the previous
test samples, there will be no direct violations of the certi cates. However, this x brings many other subtle and serious
problems.

« Similarly as in Wang et al. (2021) it does depend on the order of incoming samples, creating possibilities for new
adversarial attacks. To compare fairly, one would need to compare this method taking the worst possible certi ed
accuracy result from all orderings of the test set.

< This method requires storing all the previously checked test samples, which might be a really big burden in some
inference-heavy applications such as autonomous driving, but also many others.

« The classical randomized smoothing or also our framework provide guarantees which are session-agnostic. In other
words, given a xed model and a xed variance function (x) (possibly constant), the certi ed radius for a sampge
holds anywhere in the world at any time, on any device. Yet the model of Alfarra et al. (2020) requires synchronization
of all the testing devices and if this synchronization is not provided then the guarantees hold just locally. Imagine our
cell phones use some xed classi er. If the phones were not synchronized, then within the certi ed radiusxgound
provided by one phone, there might be an adversarial example in some other phone.

» Probably the biggest issue is that the method uses a formula for the computation of certi ed radiuses which completely
loses its meaning when the guarantees are actually based just on the x. The Cohen et al. (2019)'s formula for certi ed
radius is completely tailored for constant smoothing and used in this way it is just a random formula. A very simple
and naive method would outperform everything existent. It just suf ces to classifyfwithg created with very small,
constant and then give constant certi ed radius to all the samples, computed such that given the size of the test set
(which is known for instance in scienti c comparisons) and the average distances between closest samples, we would
choose radius which is just small enough to statistically not create intersections of certi ed regions. For instance for
CIFAR10 and 10000 test samples, certi ed radiuses of 4 or 5 would be completely safe and wouldn't create possibly
any intersections. However, it is clear that such a method doesn't make sense.

Why this method is so appealing at the rst sight? The problem is that in practical comparisons on CIFAR or MNIST, there
are no clashes of certi ed regions. That would not be the case if the test sets would be bigger. The average distance from the
closest neighbor goes a%g whered is the number of samples.

One could argue that there might be something as “blessing of dimensionality”. The distances between samples grow with
dimension and so the chance of clashes is smaller and smaller and thus extremely big amounts of test data would be needed
to create some problems. However, this is not correct reasoning since with growing dimension, also the regroinescto

provide appropriately big certi ed radiuses. From this point of view, the amount of test samples necessary to create troubles
is roughly constant with respect to dimension and depends just on the topology of the data distribution.

C.3. The Work of Chen et al. (2021)

The methodology of (Chen et al., 2021) is rather similar to that of (Alfarra et al., 2020). The biggest difference consists in
the optimization of Expression 2.

Instead of stochastic gradient descent, they use more sophisticated version of grid search - swttgledstart fast

each of the runs, it runs g -while cycle, where in each stgpitincreases? = §+jsto 2, = §+(j +1)sand
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Algorithm 2 Instance-wise multiple-start FGSS (Chen et al., 2021)
function OPTIMIZESIGMA(F;X; o;M;K; T ):

sample ;:::; m N (Ol 3l)
p— _ P
(lko=xyg F&+)
o i=1 b
éAéJk o) Fgnaxc (e g
RC Tk oh= "Ik o YEA( Kk 0))
mk = R( Tk o)
while Iy 2 [1; T] do
sample 1;:::; w0 N (0; (I + sk) 3l)
P M
(Tk+sco)=5 Fx+ )
pi i=1 pi
E\Arg I« + sk o) 5gnaxc (" lk+ Sk ¢)c
ROG*+sc 0= hkpsk o HEAC i+ s o)
if RC e+ s« o) R( Ik o) then
e e +5Sk
mg = R(" Ik + s« o)
else
break
(X)= max mg
9

return (x)

checks, whether the-dependent empirical certi ed radius in Expression 3 increases or not. If yes, they continye until
is above some threshold, if not, they break and report as the ; from the inner step where while cycle was broken.

multiple-start fast gradient sign search algorithm looks as follows:

It is not entirely clear from the text of (Chen et al., 2021), how exactlyar& sampled, but it is written there, that the
interval forl is [1; 16]and forsitis ( 1;1). Moreover, the authors don't provide the code and from the text, it seems, that
they don't use lower con dence bounds during the evaluation of certi ed radiuses, what we consider to be a serious mistake
(if really the case). However, we add some comments to this method regardless of the lower con dence bounds.

Generally, this method possesses most of the disadvantages mentioned in Section C.2. They use the same function for
optimization, the Expression 2 and its empirical version 3. This means, that the method suffers from having several local
optima, having no global optimum in general (and in most cases with limit in nity). Similarly like before, here is also no
control over the correctness of the prediction, i.e. many or all local optima might lead to misclassi cation.

On the other hand, in this paper authors Mse= 500 (the effective batch size), which is de nitely more reasonable than
M =1 asin (Alfarra et al., 2020). Furthermore, they use multiple initializations, making the optimization more robust and
improving the chances to obtain global, or at least very good local minimum.

However, the main problem, the curse of dimensionality yielding invalid results is even more pronounced here. Unlike the
“continuous approach” in (Alfarra et al., 2020), here authors for egcdample just some discrete grid (more complex, since
there are more initializations) of pc&sj)le values ¢X). For instance, i6 = 1, then the smallest possible ratio between two
consecutivé's in the Algorithm 2is° 15=4  0:97, making it impossible to certify some w.r.t. Xq if for boths = 1 and

lo 6 I; on ImageNet and also for a lot of samples on CIFAR10. Of course, the fact thaandomly sampled frore 1;1)

makes this counter-argumentation more dif cult, but it is, again, highly unlikely that this highly stochastic method without
control over (x) would yield function with suf ciently small semi-elasticity. Therefore also the impressive results of (Chen

et al., 2021) are, unfortunately, scienti cally invalid.
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Algorithm 3 Pseudocode for certi cation and prediction of my method based on (Cohen et al., 2019)
# evaluateg at Xq
function PREDICT(; o;Xo;n; ):
counts SampleUnderNois&(X o; n; o)
Ca; € two top indices ircounts
Na;Ng counts (ca);counts (€g)
if BinomPValuéna;na + ng;0:5) then return €,
else return ABSTAIN

# certify the robustness @f aroundxg
function CERTIFY(f; o;Xo;no;n; ):
countsO SampleUnderNois&(X o; no; o)
Ca top index incountsO
counts SampleUnderNois&(x o; n; o)
pa  LowerConfBoundcounts [€a];n;1 )
if pa > 1=2then return prediction &4 and radius ComputeCerti edRadius( r; N; p a ; num.steps)
else return ABSTAIN *

function COMPUTECERTIFIEDRADIUS( o;1; N; p a; NumM.steps)
radiuses linspace(nunspace) o
for Rin radiuses do
1 oexp( rR)
12 oexp(rR)
xi _bigger s (R; 11)

xi _lower <(R; 12)
if maxfxi _bigger ;xi _lower g> 0:5then BREAK
return R

D. Implementation Details

Even though our algorithm is rather easy, there are some perks that should be discussed before one can safely use it in
practice. First, we show the actual Algorithm 3.

Note that the functiol@omputeCertifiedRadius is a bit more complicated than depicted in Algorithm 3. We don't
use a simple for-loop, but rather quite an ef cient search method.

Theoretically speaking, this algorithm works perfectly. However, in practice, it is a bit problematic. The issue is, that since
we use 1; and 1, which are extremely close tq, for small tested radiusds, the NCCHSQ functions will get extremely

high inputs, making the results numerically instable. To prevent this, we use a simple trick. Since the more extsime

we assume in evaluation at particular distaR¢¢he worse for us, we can prevent numerical issues simply by puttirg ¢

and 1 > ¢ tobe maximal and minimal useds in our evaluation, i.e. the true used will beminf ; gexp( rR)gand

maxf 1; oexp(rR)g. This way, we avoid numerical issues, because we cangput; to be s.t.—1— is not too big and

in the same time maintainting the correct certi cation thanks to the Lemma 3.1. The problerﬁ)s of this workarounds are rst
that it decreases the certi cation power, since it assumésthat are even worse than the theoretically guaranteed worst-case
possibilities and second, more importantly, that it requires some engineering to design thedesigns. It is submoptimal

to put one constant value for these thresholds, because the numerical problems occur at different ratio threskolgfoof
different class probabilitigsa andthe dimensioN . This requires to design a speci ¢(pa) and 1 (pa) functions for each
dimensionN which we want to apply. For instance, we us€pa) = 0:9993 + 0:001 log,o(Pg), and t(pa) =1= t(pa)

for CIFAR10, while for MNIST we use {(pa) = 0:9988 + 0:001 log,(Ps), and 1(pa) = 1= ((pa). To design such
functions, one needs to plptot _real _probability _of _a_ball _with _fixed _variances _as_fcn _of _dist

function, which computes thefunctions, for particulaN and several values @, and look, whether it computes correctly.

As an example, we provide such a plots for well and ill working setups on Figure 15.

Another performance trick is to not evaluatéor eachR;, whereR; is i-th grid point of evaluation, but rather evaluate
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Figure 15Well and ill working function
plot _real _probability _of _a_ball _with _fixed _variances _as_fcn _of _dist ,
which computes the functions. The coding i o; 1;N;pal.

sequentiallyR;-, i.e. just everyi2-th point, until we reach value 0:5 and then to search just the interyél 1)?;i?],
wherei is the rstiteration for which - (Rj2; ;) 0:5.

E. More to Experiments and Ablations

Before we present our further results, we must emphasize that our certi cation procedure is barely any slower than that of
(Cohen et al., 2019). More speci cally, given 100000 iterations of monte-carlo sampling, certi cation of one sample using
(Cohen et al., 2019)'s algorithm on CIFAR10 takesl5 seconds on our machine, while certi cation of a sample using our
Algorithm 3 takesl5 20seconds depending on thg; r setup. If at least one of, andr is not small, then our method

runs practically instantly. If both parameters are small, then one evaluation can take up to 5 seconds depending on the exact
value of parameters and on thg. Note, that this part of the certi cation is dimension-independent and therefore can runin

the same time also on much higher-dimensional problems.

Besides the actual certi cation, we have to compug) for each of the test examples. This part of the algorithm is being
executed before the actual certi cation and usually takes around 1 minute on our machine and on CIFAR10.

Allin all, even in the really worst-case scenario, our method runs at is@stimes longer than the old method on CIFAR10.

On MNIST, the ratio between our run and the original run is higher, since MNIST is smaller-dimensional problem. However,
since our part of evaluation is practically independent of the setup (except the valugarafr, which, however, can yield

just some upper-bounded amount of slow-down), our algorithm does not bring any added asymptotic time complexity.

E.1. How to Choose the Hyperparameters?

Our design of (x) function de ned in Equation 1 uses several hyperparameters. Thesefarghe ratem for the scaling,
p for the base sigma ardfor thek-nearest neighbors. How do we choose these hyperparameters?

Them parameter depends on our goals. We can set it so {htachieves lowest values at by setting it so that it is
roughly equal to the minimal distance frdimearest neighbors across, for instance, training samples. Other possibility is
to set it so that it is roughly equal to the average distance kamarest neighbors, to ensure that the averdgg will
roughly correspond to the,.

Thek parameter needs to be set with two objectives in mind. Firstly, it would be unwise to set it too small, because then the
distance fronk nearest neighbors would be too noisy. On the other hand, we don't want it too high, because then it will not
be changing fast enough with changing the positior.cFhe suitable value can be obtained by looking at histograms of
average distances froknearest neighbors and choosing khfer which the histogram is enough scattered, but it is not too
small.
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Figure 16.Comparison of certi ed accuracy plots for (Cohen et al., 2019) and our work. For each plot, the same bade isaded for
evaluation.

[ [ =0:12] =0:25] =0:50]
r=0:00 | 0.831 | 0.766 | 0.658
r=0:005] 0830 | 0.766 | 0.654
r=0:01 || 0.828 | 0.762 | 0.649
r=0:015] 0.826 - -

Table 6.Clean accuracies for Cohen's models and our non-constantmodels.

I | =0:12] =0:225] =0:50]
r =0:00 0.084 0.108 0.131

r =0:005 0.086 0.112 0.135
r=0:01 0.088 0.119 0.142

Table 7.Standard deviations of class-wise accuracies for different levelsaofr .

Ther parameter needs to be chosen so that we can have some signi cant advantage over constant smoothing, but it cannot
be too big, because otherwise the curse of dimensionality would apply. The value can be decided either by trial and error, or
by plotting the certi ed radius given linear classi er, or from Theorem 2.4, setting the rate low-enough so that within the
expected certi ed radius range, the rati? can't move anywhere near the theoretical thresholds implied by Theorem 2.4.

The , isthe base and should be used according to the level of smoothing variance we want to use. More discussion on
this can be found in (Cohen et al., 2019).

E.2. Comparison with Cohen et al. (2019)'s Methodology on CIFAR10 Datasets

Here, we compare (Cohen et al., 2019)'s evaluations fer0:12; 0:25; 0:50 with our evaluations directly on models trained
by (Cohen et al., 2019), setting = ,r = 0:005 0:01and0:015for , = =0:12 k =20 andm = 5. In this way,
the levels of (x) used in direct comparison will rise from the values roughly equal to (Cohen et al., 2019)'s constant
higher values. The results are depicted in Figure 16.

Note, that this evaluation is being done on the models trained directly by (Cohen et al., 2019) and therefore the variance
of Gaussian data augmentation is not entirely consistent with the optimal variance that should be used for non-¢onstant
which should be either the samgx) or constant, but in average equal ttx). The results are similar as in the Section 4.

Note, that for , = = 0:50, the curse of dimensionality becomes most pronounced, as explained in Appendix B. Further,
we provide the Tables 6, 7, where the clean accuracies and class-wise standard deviations are displayed.

The results are, again, similar as in the section 4.
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Figure 17.Comparison of certi ed accuracy plots for (Cohen et al., 2019) and our work, MNIST. For each plot, the same badeimodel
used for evaluation. The tertir stands fottrain-time rate will be discussed later and can be ignored now.

[ [ =0:12] =0:25] =0:50]
r=0:00 || 09913 | 0.9910 | 0.9888
r=0:005| 009914 | 09912 | 0.9885
r=0:01 || 09914 | 0.9910 | 0.9887
r=0:02 || 09914 | 0.9912 | 0.9876
r=0:05 || 09914 | 0.9906 | 0.9836

Table 8.Clean accuracies for Cohen's models and our non-consta)tmodels on MNIST.

[ [ =0:12] =0:25] =0:50]
r=0:00 | 0.677 | 0.729 | 0.909
r=0:005| 0.659 | 0.735 | 0.905
r=0:01 || 0.659 | 0.722 | 0.9318
r=0:02 || 0.659 | 0.713 | 0.960
r=0:05 | 0715 | 0.796 | 1.159

Table 9.Standard deviations of class-wise accuracies for different levelsaofir . The printed values are multiples of 100 of the real
standard deviations.

E.3. Comparison with Cohen et al. (2019)'s Methodology on MNIST Datasets

Here, we present similar comparison as in Subsection E.2, but on MNIST and with models trained by us. Again, the setup
is similar as in the Section 4. We compare , = 0:12; 0:25; 0:50 with test-time rates = 0:005 0:01; 0:02; 0:05and
train-time level of again equalto = . Itis important to note, that we use different normalization constairt the

MNIST case. In CIFAR10, we s@h = 5, in MNIST, the suitablen is 1:5. This way we assure, that the smallegx)

values in the test set will roughly equal the= . The certi ed accuracy plots are depicted on Figure 17. We also add the
clean accuracy table and class-wise clean accuracies standard deviation table (8, 9).

All the results are, again, very similar to those presented in Section 4, even though the gain in certi ed accuracies is
marginally worse, since our evaluations run on models trained with in average smaller train-time data-augmentation standard
deviation , =

E.4. Investigation of the Effect of Training with Input-dependent Gaussian Augmentation

It has been shown by many works, that apart from a good test-time certi cation method, also the appropriate training plays a
very important role in the nal robustness of our smoothed clasgj.efAlready (Cohen et al., 2019) realize this and propose

to train with gaussian data augmentation with constarithey experiment with different levels ofduring training and
conclude that training with the same level othat will be later used in the test time is usually the most suitable option.

The question of best-possible training to boost the certi ed robustness didn't stay without the interest of different researchers.






