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Abstract. Statistical model checking estimates probabilities and ex-
pectations of interest in probabilistic system models by using random
simulations. Its results come with statistical guarantees. However, many
tools use unsound statistical methods that produce incorrect results more
often than they claim. In this paper, we provide a comprehensive overview
of tools and their correctness, as well as of sound methods available for
estimating probabilities from the literature. For expected rewards, we
investigate how to bound the path reward distribution to apply sound
statistical methods for bounded distributions, of which we recommend the
Dvoretzky-Kiefer-Wolfowitz inequality that has not been used in SMC so
far. We prove that even reachability rewards can be bounded in theory,
and formalise the concept of limit-PAC procedures for a practical solution.
The MODES SMC tool implements our methods and recommendations,

which we use to experimentally confirm our results.

1 Introduction

Check for
updates

Statistical model checking (SMC) [83] estimates quantities of interest by sam-
pling a large number k of random runs from a compact executable model of a
probabilistic system. Typical quantities of interest are reachability probabilities
and expected rewards, to query for e.g. reliability or performance measures [12].
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A sound statistical model checker delivers results guaranteed to be probably
approzimately correct (PAC), i.e. it returns a confidence interval I with |I] < 2e
(“e-approximately correct”) such that the probability for I to contain the (un-
known) true value z is higher than a given confidence level v (“probably correct”).

When applied judiciously, SMC can perform extremely well [82] and easily beat
probabilistic model checking (PMC) [10,11] tools that rely on exhaustive state
space exploration as well as partial exploration tools [5,53,64] in competitions
when PAC results are allowed [26]. It is widely implemented in tools such as
C-sMmc [31], CosMmos [15], F1G [22], HYPEG [73], MODES [24] of the MODEST
TOOLSET [46], MULTIVESTA [43,79], PLASMA LAB [60], PrIsM [55], SBIP [69], or
UpPAAL SMC [37]. It has been applied to case studies ranging from hardware [63,
77] over biology [84] to cybersecurity [23,57]. New SMC tools such as SMC
STORM [56] are now being developed in industrial contexts.

However, as we detail in Table 1, many existing and new SMC implementations
either are unsound (i.e. they do not deliver PAC guarantees), or inefficient
(i.e. they use statistical methods that need unnecessarily many samples). The
unsoundness is often due to computing confidence intervals via approaches that
rely on the central limit theorem, while the inefficiency is notably due to the
widespread use of the Okamoto bound [70] for estimating probabilities.

Our contribution is a comprehensive treatment of the problem of efficiently
obtaining sound SMC results when estimating probabilities as well as expected
rewards. We review the statistical methods available for probabilities in Sec. 3,
which forms the basis for Table 1. For expected rewards, in Sec. 4, we provide a
novel fully sound approach for the instantaneous and cumulative cases, prove that
sound SMC is possible for reachability rewards in theory, and give a practically
useful method. We implemented our methods and recommendations in the MODES
SMC tool (Sec. 5) to experimentally confirm our findings in Sec. 6.

SMC for reachability probabilities comes down to estimating binomial
proportions, a well-studied problem in statistics. Sound methods for expected
rewards, on the other hand, have been an open problem. Here, we need to
estimate the mean x of the path reward distribution p, whose shape is unknown
and which can have unbounded support. For this problem, no PAC statistical
methods exist. Thus, to obtain a sound SMC approach for expected rewards,
we must (1) use structural information to soundly reduce to case of bounded
support [a,b] to then (2) employ an appropriate statistical method for this case.

We review the methods available for Step 2 in Sec. 4.1, recommending the
use of the Dvoretzky-Kiefer-Wolfowitz inequality (DKW) [39]. This inequality
provides a very strong and versatile result that allows the derivation of useful
confidence intervals for the mean even for conservative values for a and b, yet
has been curiously ignored in the SMC community so far.

For Step 1, we distinguish two cases in Sec. 4.2: First, for (step- or time-
bounded) cumulative and instantaneous rewards, we can derive safe and
practical values for a and b given an upper bound on 7y,,;, the highest reward
assigned to any state, which can typically be obtained from the model’s syntax.
For (unbounded) reachability rewards, we introduce bounding sets that provide
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a means to ignore very large path rewards while introducing an error of at most
¢’ < . We prove that a bounding set can be obtained for every finite discrete-time
Markov chain (DTMC), given only bounds on certain parameters of the DTMC
which can typically be derived syntactically, too. Yet, the resulting bounding set
is not practical, thus serving only as a proof of the possibility of sound SMC
for reachability rewards. In practice, we propose to use the DKW to obtain
guaranteed lower bounds that provably converge to x as k — oc.

Our focus is on estimating probabilities and undiscounted expected rewards given
either k or an absolute error €. We briefly comment on hypothesis testing where
appropriate, referring the reader to dedicated works on hypothesis testing in
SMC like Reijsbergen et al.’s [76] for more details, cautioning that they may not
emphasise soundness. Undiscounted rewards are standard in verification while
discounting is ubiquitous in machine learning. It is easy to obtain good bounds
[a,b] on discounted rewards and thus apply the methods we review in Sec. 4.1
efficiently. For rare events [78] or very large expected rewards, one may want to
specify a relative error € - x; we mention some methods specific for this case.
We consider SMC as in the original papers by Younes and Simmons [83]
and Hérault et al. [49], motivated by the state space explosion problem which
PMC faces for finite-but-large models of realistic applications, and the lack of
scalable PMC approaches for non-Markovian models like stochastic automata
(IOSA) [36] or HPnGs [68]. Thus, we sample runs from a (mostly) black-box
model using O(1) memory to estimate global quantities of interest. This is in
contrast to “model-based SMC” [1,8,65], which aims to apply PMC-like methods
to black-box systems with simulation access by learning a model, in particular
its transition probabilities, requiring memory quadratic in the number of states.

Related soundness. The formal methods community values trustworthy results
with clear guarantees on possible analysis errors. For example, after finding
that the common stopping criterion of the value iteration algorithm can lead to
arbitrarily wrong results [20,44], the problem was addressed in many settings [6,9,
14,40,47,54,75]. Yet, in SMC, the issue of soundness has received little attention.
Only recently, a survey of sound and unsound methods for estimating probabilities
appeared [65], which our recommendations in Sec. 3 are based on.

2 Background

We write 1,4 for the indicator function of pred: Lpreq(x) = 1 if pred(z) else 0.
A probability distribution over a countable set S is a function p: S — [0, 1] such
that > g p(s) = 1. Its support is spt(p) = {s € S| u(s) > 0}.

Models. The assumption of SMC is that models are given in a higher-level
formalism—like HPnGs [68], IOSA [36], JANI [25], MODEST [19,45], or the PRISM
language [55]—that allows behaviours to be randomly sampled without having
to create an in-memory state space. Their semantics are some form of Markov
process; we focus on the special case of DTMCs to simplify the presentation. All
our methods immediately apply in the general setting or can be extended.
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Definition 1. A discrete-time Markov chain (DTMC) is a tuple (S, R, T, sr) of
a finite set of states S, a reward function R: S — Rx(, an initial state s; € S,
and a transition function T: S — Dist(S) mapping each state to a probability
distribution over successor states. A (finite) path 7 (7g,) is (a prefiz of) an
infinite sequence ™ = Sg 81 ... € S¥ such that so = sy and Vi: T(s;)(si+1) > 0.

A DTMC induces a probability measure P over sets of paths that, intuitively,
corresponds to multiplying the probabilities along the path (see e.g. [13, Chp. 10]).
Abusing notation, we also use 7 or mgy, to refer to the set of a path’s states. We
write 7[i] for s;, the path’s (i 4 1)-th state, and idz(7,S’) = min{i e N | s; € §'}
for the index of the first state in S’ C S on 7, with idz(m,S") =0 if NS =@
We write e, = max{R(s) | s € S} for a DTMC’s maximum reward and
Pmin = min({T(s)(s') | 5,8 € S} \ {0}) for its minimum probability. We
assume that, from only the higher-level formalism’s syntax, we can efficiently
obtain bounds |S| > |S|, Timaz = Tmaz, and 0 < P, i < Pmin-

Properties. Every property to be model-checked can be cast as the expected
value E(X) w.r.t. P of a random variable X that maps paths to values in Rxg.
We consider the following kinds of properties, some of which take a step bound
c € N or a set of goal states G C S specified as part of the model:

Py EEAT. lonrsa) (reachability probability)
;CC; L EAT. Lige(r,c)<c) (bounded reach. probability),
< EE\T Y R(x[i])) (cumulative reward),

Eoq R\ Y™ 4 R(x[i])) (reachability reward)
ESL ¥ EO me{zdm(w G-t R(xli])) (bounded and reach. reward),

E_. = E(\7. R(r[d])) (instantaneous reward),

E_¢¥E ()\ 7. R(rn[idz(m, G)])) (reach-instant reward)

Rewards are obtained upon entering states. F, and F_g are defined to be oo
if P({ | idz(m,G) = 0o }) > 0 [41]. The properties marked | are bounded; all
others are unbounded. The former are typical for SMC, required by e.g. PLASMA
LAB [60, Table 1] and SMC STORM [56, Sect. 2.1]. Unbounded reachability
probabilities and rewards, on the other hand, are standard in PMC and dominate
model collections like the Quantitative Verification Benchmark Set (QVBS) [48].

Statistical model checking. At its core, SMC is Monte Carlo simulation [2,52,
59]: randomly generate a predetermined number k of paths, or simulation runs,
that give rise to samples X {15 , X, of the random variable X; then compute the
empirical mean X a1 Zl 1 XZ7 and perform a statistical evaluation to obtain a

confidence interval I = [I,u] 2 X at predetermined confidence level ~y.

Simulation. How to obtain simulation runs is specific to each higher-level for-
malism. We only assume that a method sample(M, prop) exists that, given a
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model M, implements the random variable X of property prop, i.e. that (pseu-
do-)randomly generates a path mp, through M’s semantics according to P that
is long enough to evaluate X and returns X (7g,). For bounded properties, the
“long enough” criterion is straightforward: just generate paths of length c.

To end a simulation run for P, q, we must determine whether it entered a
bottom strongly connected component (BSCC) without goal states. For E, ¢ and
E_¢ to be finite, we must determine whether a non-goal BSCC exists. BSCCs
can be detected statistically by sampling given some structural information (such
asp ) [7]. Yet this requires storing a set of visited states that can be as large
as S, breaking the O(1) memory property of SMC. Additionally, some fraction of
1 —~ must be devoted to all these tests (see e.g. [35]). However, most verification
models—such as those in the QVBS—are structured so that (i) for reachability
probabilities, all BSCCs contain only one state, and (ii) the goal state sets in
reachability rewards are reached with probability 1, which allows for an efficient
but limited stopping criterion. We follow this assumption in this paper.

Statistical evaluation. If we repeat the SMC procedure m times to obtain confi-
dence intervals I, . .., I,,, we find some of them might be incorrect, i.e. E(X) ¢ I;
for some i; occasionally obtaining an “incorrect” result is the nature of a statistical
approach based on sampling. The (a priori) probability for a correct result is the
coverage probability poy(k) = limy, ;o “%2=, where cov,, denotes the amount of
correct confidence intervals. We call an SMC procedure sound if it is guaranteed
to provide probably approxzimately correct (PAC) results: Given k and confidence
level 7, it has peoy(k) > v while producing intervals of width |I| < 2e. Then, the
midpoint of this interval is e-close to the true mean of X with high probability.
Sound SMC results are obtained by employing an appropriate statistical
(evaluation) method (SM) that relates k (or the concrete X;), v, and € to ensure
the PAC requirement, with two values given and the third under control of the
SM. We consider two settings: The fixed-k setting, where « and k are given
while ¢ is determined by the SM, and the sequential setting, where v and ¢ are
given so that the SM must determine k. In the latter, & can precomputed from -~y
and €, or it can be determined by a truly sequential SM that continuously checks
whether enough samples have been gathered to be «-confident of an interval I
with |I] < 2e. We always assume 7 to be given, a typical value being v = 0.95.

3 Sound SMC for Probabilities

For probabilities, i.e. P, and POSCC,, each simulation run is a Bernoulli trial with
outcome X; € {0,1}. Thus, the SM samples from a binomial distribution with
success probability p. After k samples, it observed kg = Zle X, successes and
has empirical mean p = % =X. Constructing a y-confidence interval around p
is a well-studied problem in statistics, resulting in many SMs for this task. We
often abbreviate § = 1 — v for readability.

Meggendorfer et al. [65, Sec. 3] survey SMs in the context of “model-based
SMC?” for Markov decision processes, where individual transition probabilities are
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estimated to “learn” the model. Methods for this specific case also apply to SMC
for reachability (and other “qualitative” 0/1 properties) in DTMCs. Hence, we
recap their survey of SMs, extending it with examples and plots. Moreover, [65]
only considers the fixed-k setting, whereas we also discuss the sequential setting
and hypothesis testing. Our survey is the basis for the tool comparison in Sec. 5,
where we show that existing tools use unsound and/or inefficient methods.

3.1 Unsound Methods

Denote by peow(k,p) the coverage probability that the SM at hand attains given
success probability p. Many of the commonly used SMs for binomial proportions
only guarantee an average coverage probability of -, i.e. fol Deov(k,p)dp > .
This is not in line with the frequentist definition of a confidence interval and not
sufficient for sound SMC, producing too many incorrect results for certain values
of p. We instead require that inf;:() Deov(k,p) > 7.

As per [65], unsound methods include those based on the central limit theorem
(CLT), in particular the textbook Wald interval, the Wilson score interval, the
Agresti-Coull interval [3], the Arcsine interval, and the Logit interval.

The Wilson score interval with continuity correction (Wilson/CC) [67] comple-
ments the CLT by adding adjustment terms to improve coverage. However, New-
combe already observed slightly below-nominal coverage [67, Table II], and [65]
confirms the insufficient coverage for high confidence levels and p close to 0 or 1.

Sequential setting. Given ¢ instead of k, Chow and Robbins [33] show that the
coverage of constructing a Wald interval after every sample and terminating once
this interval has half-width < ¢ goes to 7 as € — 0. For any concrete ¢ > 0,
however, coverage > v may not be achieved and thus this procedure is not sound
for SMC. Reijsbergen et al. [76] adapt it to perform hypothesis testing with some
extra parameters that reduce, but do not eliminate, the chance for incorrect
results. The sequential methods proposed by Chen [30] are empirically sound, i.e.
they appear to produce sound results in practice, but soundness is not proven
1

for p close to %, and even for p away from 3 only as a one-sided version.

3.2 Sound Methods

Okamoto bound. In 1959, Okamoto [70] proved that, for binomial proportions,
Pp—p>e) < e=2k* We want § < P(|p — p| > ¢), giving

i n%
2k 2e2

by distributing § symmetrically. Thus the interval Ik, = [p — &, p + €] always has
coverage > v when ¢, k, and ¢ satisfy the above inequalities. This bound is also
referred to as Hoeffding bound [50] after his more general inequality, see Sec. 4.1.

SIS}

2
$ <2 & e s k>

Clopper-Pearson interval. The “exact” binomial interval by Clopper and Pear-
son [34] guarantees coverage > v for all p. One of several ways to compute it is

Icp =[B(6/2,ks,k —ks+1),B(1 —6/2,ks + 1,k — k)]
where B(p, «, ) is the p-quantile of the Beta(a, 8) distribution.
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Blyth-Still-Casella and Wang. The approaches of Blyth-Still-Casella [29] and
Wang [81] are also sound and produce shortest intervals in a specific sense, but
are intricate to implement and computationally very expensive.

Sequential setting. The Okamoto bound provides €, k, or ¢ given the other two;
thus it applies to the sequential setting, too. For the Clopper-Pearson interval,
we use the recent result that its number of required samples is maximal when
p= % [65]. Based on this worst case, we can precompute the smallest k where
the interval width is < 2¢ and perform a fixed-k evaluation.

3.3 Discussion

Recipes for sequential SMs. The minimum k may depend on p; e.g. for Clopper-
Pearson, lower k suffice for p close to 0 or 1. A truly sequential method could
exploit this. Any fixed SM can be converted to truly sequential in the Chow-
Robbins style by checking after every sample if half-width < ¢ is met, resulting
in methods like “sequential Clopper-Pearson”. They however are not sound as
in general sample mean p and precision |I| are correlated [51].

We may first spend a fraction of the “error budget” d to get a rough interval
estimate of p, and then calculate the number of samples required (given the
remaining part of §) based on the worst case in this interval, e.g. the value closest
to % for Clopper-Pearson as in [21]. Jégourel et al.’s two-step approach [51]
similarly uses the Massart bound which improves on Okamoto’s if p is known
to be away from % While sound and better than precomputation, these are
two-step (generalisable to n-step), not truly sequential, approaches.

Frey [42] calculates a §* a priori so that, if a confidence level of v* =1 — §*
is used in each iteration of a Chow-Robbins-style sequentialisation of a sound
fixed SM, the overall coverage probability soundly comes out to . However,
computing such a §* becomes very hard already for small k (around 100-1000).
The ADASELECT [38] and EBSTOP [66] algorithms are sequential methods for
the relative error setting, recently generalised by Parmentier and Legay [71].

Ezample 1 (Soundness). To evaluate SMs for probabilities, we can directly
compute their coverage probabilities for binomial distributions (see [27, App. C]).
To give a visual comparison of coverage probabilities highlighting the concern
for soundness, we fix confidence level v = 0.9 and calculate the coverage proba-
bilities for various methods in Fig. 1. The top row shows pey (50, p) as achieved
by the unsound Wald, the sound-but-inefficient Okamoto, and the sound-and-
recommended Clopper-Pearson interval. Indeed, the Wald interval does not attain
coverage > 0.9 for many values of p, while the others do. Similarly, the bottom row
concerns the truly sequential setting with € = 0.05 and shows that the coverage
probabilities for the unsound Chow-Robbins and sequential Clopper-Pearson
methods are sometimes below 7. For Chen’s method, we confirm its empirical
but unproven soundness.

Ezample 2 (Sample Efficiency). We also observe that Okamoto significantly
overshoots the desired confidence, which increases the number of samples it
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Fig. 1. Coverage for fixed (top, k¥ = 50) and sequential methods (bottom, £ = 0.05).

requires. Indeed, Iop always needs fewer samples than oy, experimentally [65,
Sec. 3.3]. For example, with v = 0.95 and £ = 0.01, we get a minimum k of 18 445
for Okamoto, independent of p or p. For Clopper-Pearson, we get a worst-case k
of 9701; for k given and p closer to 0 or 1, we would in turn get much smaller €.

Hypothesis testing. All methods that produce sound confidence intervals I = [I,u]
can be turned into sound hypothesis tests for deciding whether p ~ p, for a
threshold p; and ~ € { <, > }: assuming ~ is <, answer yes if u < p;, no if [ > py,
and unknown otherwise. A dedicated and efficient method for hypothesis testing
is the sequential probability ratio test (SPRT) [80]. It is sound if we consider its
indifference region (an interval [p — &;, p + &;] where the SPRT is allowed to give
wrong answers) to fulfil the role of the € error in our PAC requirement.

Our recommendation is to implement the Clopper-Pearson interval for P, g
and Pfg in the fixed and sequential settings as it is proven sound and sample-
efficient. In the sequential setting, a two-step approach can be considered. The
Okamoto bound, employed by most tools using a sound method (Sec. 5), needs
too many samples and produces overly conservative intervals: it should not be
used for estimating probabilities. We highlight that our recommendations are
independent of the underlying system dynamics and thus apply to SMC in general.

4 Sound SMC for Expected Rewards

For unbounded expected rewards, each simulation run is a sample from an un-
known path reward distribution p with outcomes in [0, 00). Given k samples, we
want a PAC guarantee for the expected value Foq. In general, no SM can guar-
antee coverage for unknown distributions with unbounded support. Intuitively, k
gives the SM an indication of how likely it is to have missed some paths; with
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O 6 o)

Fig. 2. High reward with low probability Fig. 3. Unbounded path rewards

bounded support (e.g. for probabilities), this allows to quantify the uncertainty
and thus . With unbounded support, outcomes with extremely low probability
can dominate the expectation if they are even more extremely large. We discuss
the general case in [27, App. A] and here provide an illustrative example.

Ezample 3. The DTMC in Fig. 2 has E_g;, ;,3 = c. If k is significantly lower than
n, however, the SM likely only sees paths to to and—if it is not sound—returns
a confidence interval with an upper bound far below c.

When spt(u) C [a,b], a number of sound SMs exists, which we survey below.
Then, in Sec. 4.2, we avoid the general impossibility of the unbounded case in
two ways. First, we exploit structural information about the DTMC to reduce to
the bounded case. Second, we introduce a novel perspective by considering a new
notion of statistically converging lower bounds.

4.1 Statistical Methods for Bounded Distributions

The textbook confidence interval for the mean of an unknown distribution is the
normal interval: Inorm = X +256/ V'k, where & is the empirical standard deviation
and zs the (1 — £)-quantile of the standard normal distribution. (Obtaining 2
via the Student’s-t distribution with k — 1 degrees of freedom instead may work
better for smaller k.) While asymptotic statement of Chow and Robbins about
the normal interval also holds in the general, non-binomial setting, these methods
are not sound. For example, on the DTMC of Fig. 2 with n = 1000, ¢ = 1
and k = 500, we experimentally found Iy, for v = 0.95 to have a coverage
probability of only ~ 0.39 < 0.95. Knowing bounds [a, b] on the distribution’s
support, however, the sound methods we list below in this section are available.

Hoeffding’s inequality. The Okamoto bound of Sec. 3.2 is a special case of

Hoeffding’s inequality, which actually bounds the sum of independent (not
necessarily i.d.) bounded random variables [50]. It states that

N _ _2ke?
P(X —E(X)>¢e)<e t-?
and accordingly € > (b — a)y/(In2/s)/2k for the two-sided case by distributing &
equally. Note that Chernoff bounds [32] can be used to derive this inequality.
Bennett’s and Bernstein’s inequalities. Bennett’s inequality can provide tighter
bounds on a sum of random variables than Hoeffding’s by taking the variance
0? into account [16]. However, not knowing the distribution, we do not know o?
either. We could insert bounds, a simple one being ¢ < %(b—a)?. Then, however,
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Bennet’s inequality is strictly worse than Hoeffding’s [65, App. B]. Bernstein’s
inequality [17,18] is a relaxation of Bennet’s that is easier to compute, but yields
even wider intervals. Thus, in our setting, Hoeffding’s inequality is preferable.

Dvoretzky-Kiefer- Wolfowitz(-Massart) inequality (DKW). The DKW [39, 62]
relates the cumulative distribution function (cdf) F(z) = P(X < z) of the
unknown distribution z to the empirical cdf F (x) = % Zle 1x,< as follows:

111>(supmR 1B(z) — F(z)| > s) < 92k’

DKW is about thresholds, i.e. in our setting the probability of exceeding a
certain reward. It characterizes a confidence band in which the real cdf lies
with high probability. This can be used to derive bounds on the expected value
by computing the expected values of the best- and worst-case cdfs within the
confidence band. Formally, let C be a confidence band containing an uncountable
set of cdfs; then with probability at least 1 — 2e~2k we have

mnE(Y | Y ~ F) <E(X) <maxE(Y | Y ~ F).

FeC FeC
The cdfs minimising or maximising the expectation can be easily computed, as
they are the upper and lower bound of the confidence band, respectively:

F(x)min{l,ﬁ(xH\/R} F(x)max{(),ﬁ'(x) ;klng}

Fig. 4 illustrates the DKW® for [a,b] = [-3, 3], with 10
F' the smooth orange line, F the light blue step
function in the center, and the outer purple step
functions being F (to the left, with a higher prob- os
ability for smaller outcomes) and F (to the right).
All steps of F are the same as those of E except
that we “map” the largest \/(In2/s)/2k fraction of °
steps to the lower bound (i.e. at x = a). Similarly, oo
F shifts probability mass into the upper bound b. In x

the worst case, the expectations of F or F coincide Fig. 4. The DKW cdfs
with Hoeffding, but provide a tighter confidence interval when few samples have
an extremal value of a or b. Applying DKW is therefore especially advanta-
geous when one of the a priori bounds a and b is very loose and samples are far
above/below it. The best case is obtained when all samples coincide, where the
width of confidence interval halves when using DKW as opposed to Hoeffding. In
any case, the DKW interval is always contained in the Hoeffding interval.

0.8

0.4

Proposition 1. For given confidence level v and set of samples from a distribu-
tion with bounds [a, b], let [lg, uq] and Iy, up) be confidence intervals given by DKW
and Hoeffing’s inequality, respectively. Then I, < lg < uqg < up and ZZ:EZ < 2.

DKW is also used by Phan et al. [58,72] with a view towards machine learning
applications, who attribute its application to expected rewards to Anderson [4].

& Fig. 4 is based on file commons.wikimedia.org/wiki/File:DKW_bounds.svg (CCO).
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Sequential setting and hypothesis testing. Hoeffding’s inequality applies in the
sequential setting in the same way as the Okamoto bound. For DKW, we could
precompute k based on the worst case, but this coincides with Hoeffding. As
mentioned, the Chow-Robbins scheme remains applicable and unsound. The
ADASELECT algorithm we mentioned in Sec. 3.3 also works soundly for bounded
distributions when a relative error is desired. For hypothesis testing, the SPRT in
principle also applies to bounded distributions, and will in general perform better
than the DKW for testing a single threshold. The latter’s advantage is that it
provides an entire confidence band around the cdf and thereby allows deriving
the expected reward as well as probability bounds on all reward thresholds at
once. In this way, the DKW can also be used to tackle quantile problems.

Our recommendation for estimating a bounded distribution is to use DKW in
the fixed-k setting and resort to Hoeffding’s inequality when given ¢.

4.2 Bounding Expected Rewards

For a full sound SMC procedure for expected rewards, it remains to find the
bounds [a, b] on the path rewards. As rewards are non-negative, a = 0 is a safe
lower bound (though larger a may give lower ¢ or k), leaving b to be determined.

Instantaneous and cumulative rewards. We know 7,,,., an upper bound on
the maximum state reward (Sec. 2). For instantaneous reward properties E_. and
E_g, a path’s reward is at most maxscs R(s), making b = 7,4, the tightest safe
upper bound we can give. For step-bounded reward properties F<. and Efé, we
can upper-bound the reward of a path @ = sg ... by b = (¢+1) Tz > Do R(5:).
Exploiting specific structures in higher-level languages may yield tighter bounds.

Reachability rewards. For unbounded reachability rewards Fs g, we need to
bound the accumulated path reward until visiting a state in G, i.e. PR(w) =

S2i48(mG) R(x[i]). We assume E(PR) to be finite, but PR can still be unbounded:

Ezample 4. Consider the very simple DTMC in Fig. 3. We have B, = > o, i+
(1/2)" = 2, but the reward of a single path is unbounded, since every reward v € N
is obtained with positive probability (1/2)".

This is not a degenerate case, but occurs whenever there exists a cycle with
non-zero rewards. Consequently, we cannot directly apply the SMs from Sec. 4.1.
Nevertheless, we can give meaningful estimations, by requiring additional knowl-
edge or by relaxing the constraints on the result.

Bounding large values. As we cannot bound PR, we aim to bound the effect that
large values have on E(PR). Let us work in a general setting, as follows:

Definition 2. Let (2, F,P) be a probability space, X: 2 — Rxq¢ a random
variable with finite expectation, and B € F. We call B an e-bounding set if
(i) [FX dP < e (with B= 2\ B), and (i) Vw € B: X (w) € [a,b].
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(Concretely, X could be PR.) If B is a bounding set, then we can rewrite

E(X) :/XdIP:/XdIP+7XdP</Xd]P’+5.
2 B B B

Observe that [, X dP = E(X?), where X7 (w) = X(w) if X € B else 0. Since
we chose B such that X (w) € [a,b] for all w € B, XB clearly is bounded and we
can apply our previous methods to obtain a statistical estimate of X 2. Inserting
in the above equation then yields a bound on the overall expectation of X.
One possible choice for B would be {w | |X(w)| < t} for a sufficiently
large t. Such a t exists for any random variable with finite expectation by
positivity and additivity of P (when E(X) = [, X dP < oo we necessarily have
limy_y o0 f (X5} X dP = 0). However, without further assumptions we cannot
derive such a ¢ or any other kind of bounding set just by sampling. Thus, in the
following we exploit that DTMCs give some structure to the random variable.

Geometric path lengths. While the value of PR in Ex. 4 can be arbitrarily large,
as long as the expectation E(PR) is finite, this only happens with vanishingly
low probabilities. This is the case for DTMCs (and many other Markov systems,
see Remark 1) in general: Intuitively, the number of steps until G is reached is
(roughly) geometrically distributed.

Lemma 1. Let € > 0. Choose q such that
E'Fmax'(l_(p >‘S|>q<q_q(p

—min —min

Then B = ¢Se1SIG = {r | idz(n,G) < q-]S|} is a bounding set.

41 (p,,, ) < -

—min

Proof (Sketch). Every state s has a path of length at most |S| to the goal G
by assumption. Such a path has probability at least (pmin)‘s | and reward at
most |S| - rmax. Considering | S| steps as an “episode”, we can geometrically lower
bound the probability to reach G after ¢ episodes, and use this to upper bound
the reward. See [27, App. B.1] for the full proof.

Corollary 1. Given bounds @ >15], 0 < P, < Pmin; and Tag = Tmax, We
can give PAC guarantees on E, .

Remark 1. Due to the worst-case over-approximation involved, ¢ is extremely
large even for very small DTMCs and is thus not a practical solution. For example,
a DTMC with 5 states, pmin = 0.05, and 7,4, = 1 with a desired bound € = 1
requires ¢ > 10%. The value (pmin)_‘s I is closely related to the mizing time of a
DTMC, see e.g. [61], which, in our setting, intuitively upper bounds the time
until a goal state is reached with high probability. While often a coarse bound,
there exists DTMCs for which it is tight [44, Fig. 3]. Determining better bounds
on the mixing time (and thus ¢) requires knowledge of the DTMC’s state space
and transitions, which SMC explicitly does not have access to. For Markovian
systems other than DTMCs, the geometric path lengths construction can also
be used, provided we can obtain similar bounds; we conjecture that a sufficient
condition is that the system is finite and goal states are reached almost surely.
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Lower bounds. The inability to practically bound b means that we cannot gain
confidence in an upper bound on E, . However, since rewards are non-negative,
we cannot miss any extreme “negative” events. Thus we at least want to derive
meaningful lower bounds. Since 0 trivially is a correct lower bound, we need
a definition of bounds being “close” to the true value. We propose the novel
definition of limit-PAC lower bounds: they are not only (i) sound, but additionally
require that (ii) given enough samples, they (unknowingly) become e-close.

Definition 3. Let X be a random wvariable. A procedure A yields limit-PAC
lower bounds on E(X) if, for any confidence v, the following two conditions
hold: (i) For a collection of independent samples = drawn from X, we have
P(A(Z,v) <E(X)) > ~. (ii) For any precision € > 0, there exists a threshold ko
such that for a collection of independent samples = drawn from X with |Z| > ko,
we have P(E(X) —e < A(Z,v) < E(X)) > 1.

Remark 2. Classical procedures such as normal intervals do not provide limit-
PAC bounds. While they may satisfy condition (ii) and provide enough coverage
to satisfy condition (i) in the limit, they can be unsound for many sample sets =
that are not “sufficiently close to the limit.”

We describe a procedure “DKW-E-Lower” which provides limit-PAC lower bounds:
For a given set of samples = with k = |Z|, set xx = +/(In2/1 —+)/2k (using x
instead of € to avoid a clash of notation) and compute the empirical average
over =, however setting the largest xj fraction of samples to 0. This is equivalent
to computing the expectation of the minimising cdf F'(x) provided by the DKW
(with width xy), as explained in Sec. 4.1.

Theorem 1. For any non-negative, finite-expectation random variable X, DK W-
E-Lower gives limit-PAC lower bounds on E(X).

Proof (sketch, full proof in [27, App. B.2]). Condition (i) holds by the DKW
with coverage > 7 due to our choice of xi. For condition (ii), note that for every
€/2, we can find some bounding set { X > ¢t }. Then for large enough =, the
difference between the actual expected value and the output of DKW-E-Lower
on [0,¢] can be bounded by /2 as in the bounded case (see Sec. 4.1), and on
[t,00) the difference is also bounded by ¢/2 by definition of bounding sets.

Corollary 2. DKW-E-Lower gives limit-PAC lower bounds on Esq.

Note that Theorem 1 directly extends to any random variable with a known
lower bound, i.e. X € [a,00), by considering X’ = X — a. Then X’ > 0 and any
limit-PAC estimation of X’ also yields one for X, as E(X) = E(X’) 4 a. Similarly,
for X € (—o0,a] we can give limit-PAC upper bounds.

5 Implementation

State of the art. In Table 1, we collect the results of an extensive survey of the
SMs used by default in all current SMC tools we are aware of. It is based on
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Table 1. Default statistical methods used in state-of-the-art SMC tools

Tool For probabilities p € [0, 1] For rewards r € [a, b]
Name Ref. fixed k seq. € fixed k seq. €
C-SMC (31] Okamoto — — —
CosMos [15] Clopper-Pearson Chow-Robbins Hoeffding Chow-Robbins
Fic [22]*  Wilson w/o CC seq. Student’s-¢ — —
HyPEG [74] — seq. Student’s-¢ — —
MODES (prev.) [24]* Okamoto Chen Normal  Chow-Robbins
MULTIVESTA [43] — Chow-Robbins — Chow-Robbins
Prasma LaB [60]* Okamoto Okamoto Hoeffding Hoeffding
PRISM [55]* Student’s-t seq. Student’s-¢ Student’s-t seq. Student’s-t
SBIP [69] Normal Okamoto — —
SMC STORM  [56] — Chen — Chow-Robbins

UpPAAL SMC  [37]* Clopper-Pearson seq. Clopper-P. Student’s-t —

MODES v3.1.281 Clopper-Pearson Clopper-Pearson DKW Hoeffding

the information available in their tool papers (column Ref.); for those marked
“*k7 we also tested a current version or consulted its documentation® for more
accurate information. The “seq.” prefix for a method indicates a Chow-Robbins-
like procedure using an interval different from Wald’s/the normal approximation-
based one. We highlight the provably sound methods in boldface. Entries “—”
indicate that the tool does not appear to support that setting.

We see that, in the fixed setting for probabilities, 5 of 8 tools choose a
sound method, although three of those use the inefficient Okamoto bound; in the
sequential setting, only 2 of 10 tools use a sound (but inefficient) method. For
expected rewards, CosMOs and PLASMA LAB apply Hoeffding’s inequality when
there is an obvious upper bound b, with COSMOS using information from its
higher-level formalism (e.g. a system’s finite capacity bound when estimating the
average number of clients) for this purpose. In the general setting, in particular
for their respective variants of reachability rewards, CosmMos will build a normal
interval instead while PLASMA LAB will return the estimate X only, without
error bounds. Overall, no tool implements a sound and efficient method for
probabilities in the sequential setting, nor for rewards in the fixed setting; those
tools that use Hoeffding for rewards only do so for very specific cases.

Sound SMC in MODES. We have implemented the recommendations we make
w.r.t. SMs for probabilities and the new methods we propose for soundly handling
expected rewards in the newest version of the MODES statistical model checker as
shown in the last row of Table 1. In particular, MODES uses the k-precomputation
based on the Clopper-Pearson interval in the sequential setting for probabilities,
and the DKW in the fixed setting for expected rewards, improving upon the
state of the art in soundness and sample efficiency. MODES supports PO%, P, g,

9 We used F1c 1.3, the previous version of MODES from the MODEST TOOLSET v3.1.265,
Prism 4.8.1, UpPAAL SMC 5.0.0 with its online documentation as of 2024-10-09, and
the PLasMA LAB 1.4.4 documentation from the Web Archive as of 2019-11-01.


https://docs.uppaal.org/language-reference/query-semantics/smc_queries/ci_estimation/
https://web.archive.org/web/20191101134206/http://plasma-lab.gforge.inria.fr/plasma_lab_doc/1.4.4/html/index.html
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fé, and E, ¢ properties. For Ef(c; properties, it computes the upper bound as
b= (c+1):Tpas For Esq, it uses our new DKW-E-Lower method by default.
MODES also implements the Wilson/CC, Wald/normal, and Student’s-¢ intervals,
the Okamoto bound, Chen’s methods, the Chow-Robbins approach, and the
SPRT. Via a command-line parameter, the user can provide a preference list of
these methods; for each property being analysed, MODES chooses the first in the
list that can be applied to it. By default, it prefers sound over unsound and then
efficient over less efficient methods, resulting in the first choices as in Table 1.

6 Experimental Evaluation

To evaluate SMs for probabilities, we can directly work with the binomial distri-
bution as in Ex. 1. With expected rewards, however, the shape of the (unknown)
reward distribution matters. We thus use our implementation in MODES on mod-
els from the QVBS [48] to evaluate the coverage probability, performance, and
effectiveness of the methods we propose in Sec. 4 in a realistic setting. The code
and scripts for reproduction are available online [28].

Experimental setup. We used MODES version 3.1.273'C. We chose all DTMC and
Markov decision process (MDP) models from the QVBS that contain an expected-
reward property (except those that just ask for an expected number of transitions),
excluding only the artificial haddad-monmege model plus bluetooth and oscillators,
which MODES cannot handle for technical reasons (the former having multiple
initial states, which MODES does not support'!, and the latter’s syntax being too
large to parse and compile!?). We turn the MDP into DTMC by applying the
PrisMm language’s DTMC semantics, which resolves all nondeterministic choices
uniformly at random. The models are parametrised; we use up to four parameter
valuations each, including the smallest and largest ones included in QVBS. A
triple (model, parameter values, property) is a benchmark instance.

We consider all Efé and F, o properties included with the models, the only
Efé property being in the resource-gathering model. To be able to study the DKW
and Hoeffding methods, we manually turn all E, s into Efé by experimentally
determining a small ¢ that does not change the value of the property up to the
third significant digit.!®> This in essence constitutes a manually-derived bounding

19 MODES 3.1.273 implements all methods as described in Sec. 5, but uses Wilson/CC
for probabilities by default. Version 3.1.281 defaults to Clopper-Pearson as in Table 1.

11 Supporting multiple initial states, while natural for a PCTL model checker like PRISM,
would require an SMC tool to perform a separate analysis starting from each initial
state and thus defeat the scalability of SMC.

12 The oscillators model explicitly encodes a large flat state space in the higher-level
PRrisM language’s syntax, overwhelming MODES’ parser that assumes its input to
compactly encode a potentially large state space for SMC to sample runs from.

13 We obtain reference results from the QVBS, if available, or via SMC with k = 5 - 10°.
We determine a c as follows: Use SMC with k = 10° and some step bound ¢ to obtain
a value. If the three most significant digits of this value are equal to the reference
result, stop and report c. Otherwise, increase ¢ and repeat. All choices of ¢ greater
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set except we truncate rewards instead of setting them to 0. [27, App. D.1] lists
the resulting 44 instances (including the values of c¢).

Coverage probabilities. While the normal interval and Chow-Robbins are unsound,
it was not clear if this manifests on real models under typical £ and . To
investigate this, we implemented an empirical coverage test inside MODES: Given
a benchmark instance, a confidence -y, step bound k, and a number m, it executes
SMC with fixed k for m times, each time computing a 7y-confidence interval. It
counts w, the number of times the reference result was wrong, i.e. not in the
computed confidence interval. Thus, we obtain the empirical coverage probability
as Peoy = %, and compute a “meta” confidence interval [l oy, Ucop] around it
using Clopper-Pearson.

In Table 2, we report the result Table 2. Coverage over 44 instances (y = 0.95)
of using this empirical coverage test

X SM Ueov<Y  Peov<Y MiNPeoy Z Peov
choosing v = 0.95, £k = 1000, and
Normal 10 31 0.908  0.946
m = 5000. We report the number  Student’s-t 9 32 0.902  0.947
of benchmark instances where the  Hoeffding (k) 0 0 1 1
. ) ) ) DKW 0 0 0.999  1.000
respective SM attained insufficient
. - Chow-Robbins 16 24 0.723  0.937
coverage (peov < 7y) in a statistically  foefiding () 0 o 1 1

significant way (ueop < 77), as well
as the minimum min p.,, and average @ p.,, of the 44 coverage probabilities.
Detailed results are in [27, App. D.2]. Hoeffding’s inequality and the DKW
produced only sound results as expected, although Hoeffding timed out (> 10
minutes) 39 times in the sequential setting. The unsound methods produce
incorrect results much more often than they claim, with the insufficiency even
being statistically significant in almost a quarter of the benchmark instances.

Performance. We next evaluate the perfor- 1ot o°
mance of the two sound SMs available when )
[a, b] is known. The runtime spent on the
calculations involved with the SMs that we
consider is negligible compared to that for
generating sample paths. We thus compare ‘ ,
the performance of Hoeffding’s inequality ~ 107" § B4 a

and the DKW via the half-width e of the B

interval returned given fixed k¥ = 500000.  14-2 | 73 !

The results are shown as a scatter plot in ‘ ‘ ‘
Fig. 5, where every point (x,y) (blue for 107* 107" 10° 10!
DTMCs, orange for MDPs) is the result of Fig. 5. Sound ¢ given k
one benchmark instance, stating that using Hoeffding
Hoeffding’s inequality resulted in € = x while the DKW gave € = y. Note the
logarithmic scale; points on the dotted diagonals mark 2x differences. We see
that, as expected, the DKW consistently produces smaller intervals; the geo-

metric mean of the ratios % over all 44 instances is 1.72, close to the

10 7

than the output of this procedure allow to approximate the result with precision 1073,
in particular since in all QVBS models the target state is reached with probability 1.
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theoretical maximum of 2 (see Proposition 1). Our upper bounds b computed as
per Sec. 4.2 are rather loose, benefiting DKW and resulting in very asymmetric
DKW intervals with a lower bound close to the true value and an upper bound
similar to Hoeffding’s.

Effectiveness. For unknown b as in E, G prop- exp. reward

erties, we test how quickly our novel DKW- 1238 B g

¢
E-Lower method converges to the (usually 101 e
unknown) true value by applying it to our 7.7 S S N
44 benchmark instances for k = 10* with 51"
i € {2,3,4,5,6}. All results are in [27, 06 | I
App. D.3] and show behaviour similar to the oLt b | |
three benchmark instances of Fig. 6 (from 102 10% 10 10° 10° k
top to bottom: (coupon, (15,4,5), exp_ draws),
(resource-gathering, (1300, 100, 100), ezpgold), Fig. 6. DKW-E-Lower

and (egl, (5,8), messagesB)). The distance be-

tween the lower bound and the true value in most cases decreases by a factor
between 2 and 3 on each step. Over all instances and steps, on average (geometric
mean) the distance decreases by a factor of 2.6, which gives an indication of the
practical convergence rate of the DKW-E-Lower method.

7 Conclusion

We raise attention to the issue of soundness in SMC given a state of the art where
many tools use unsound statistical methods. For estimating probabilities, several
sound methods exist, which have recently been compared in [65]. We summarised
them as a reference for the SMC practitioner, and expanded upon [65] by looking
into the sequential setting as well as adding coverage probability plots that
highlight the level of (un)soundness at a glance and providing an overview of the
methods employed by tools. For expected-reward properties, only two tools had
(ad-hoc and inefficient) sound methods so far; we contribute a recommendation for
the—apparently little-known—DKW and a thorough treatment of the problem
of bounding the path reward distribution. While our proof that sound SMC is
possible for reachability rewards is currently of theoretical use only, we expect
our notion of bounding sets to be crucial for future practical solutions based on
the identification of specific structural features of a model’s state space or higher-
level description. On the practical side, we formalised the notion of limit-PAC
procedures, which we instantiate by the DKW-E-Lower method that we show
to give close bounds in practice. As immediate future work, our results can be
extended to estimating rare event probabilities, where samples are in [0,1] or
potentially unbounded depending on the rare event simulation method used. Our
contributions should transfer to continuous-time Markov chains straightforwardly.

Data availability statement. The models, tools, and scripts to reproduce our exper-
imental evaluation are archived and available at DOI 10.5281 /zenodo.14743520[28].
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