®

Check for
updates

Supermartingale Certificates
for Quantitative Omega-Regular
Verification and Control

Thomas A. Henzinger'®, Kaushik Mallik?®)@®, Pouya Sadeghi®

i

and Porde Zikeli¢? CAV
! TInstitute of Science and Technology Austria (ISTA), E\gﬂtggn

Klosterneuburg, Austria *
tah@ist.ac.at
2 IMDEA Software Institute, Madrid, Spain
kaushik.mallik@imdea.org
3 Singapore Management University, Singapore, Singapore
{pouyas,dzikelic}@smu.edu.sg

Abstract. We present the first supermartingale certificate for quanti-
tative w-regular properties of discrete-time infinite-state stochastic sys-
tems. Our certificate is defined on the product of the stochastic system
and a limit-deterministic Biichi automaton that specifies the property
of interest; hence we call it a limit-deterministic Biichi supermartin-
gale (LDBSM). Previously known supermartingale certificates applied
only to quantitative reachability, safety, or reach-avoid properties, and
to qualitative (i.e., probability 1) w-regular properties.We also present
fully automated algorithms for the template-based synthesis of LDBSMs,
for the case when the stochastic system dynamics and the controller
can be represented in terms of polynomial inequalities. Our experiments
demonstrate the ability of our method to solve verification and con-
trol tasks for stochastic systems that were beyond the reach of previous
supermartingale-based approaches.

Keywords: Supermartingales + Probabilistic verification - Stochastic
control

1 Introduction

Stochastic (or probabilistic) systems provide a framework for modeling and quan-
tifying uncertainties in computational models. They are ubiquitous in many areas
of computer science, including randomized algorithms [55], security and privacy
protocols [8], stochastic networks [30], control theory [6], and artificial intelli-
gence [33]. Many of these systems are safety critical in nature; hence formal
methods for guaranteeing their correctness have become an important topic of
research.

While the correctness of stochastic systems can be accomplished using a
variety of complementary approaches, such as abstraction-based [26,27,38,64],
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symbolic integration-based [9,32,54], or logical calculi-based methods [35,42,48],
there is a growing interest in martingale-based approaches, which do not only
guarantee correctness but also provide supermartingale certificates as locally
checkable correctness proofs for improving the trustworthiness of stochastic sys-
tem design. A supermartingale certificate is a mathematical witness that the
desired specification is satisfied. Their name is due to their usage of super-
martingale processes from probability theory [62] towards proving properties
of stochastic systems.

Recent years have seen significant theoretical and algorithmic advances
in utilizing supermartingale certificates for reasoning about stochastic sys-
tems with a wide range of specifications, such as termination and reachabil-
ity [2,11,14,15,20,39,43], safety [1,12,16,21,58,59,61], Biichi and co-Biichi (aka,
stability) [13], and cost analysis [17,47,60]. These certificates have also been
used for the synthesis and verification of controllers with respect to reachabil-
ity [29,37], safety [41,51,57,65], reach-avoid [63,66], and stability [4] objectives,
and extensions to continuous-time stochastic systems were also considered [46].
However, existing supermartingale certificates are limited to atomic specifica-
tions or to small fragments of logical specification languages. Designing a new,
bespoke supermartingale certificate for each complex automaton-based or com-
posite logical specification is not a feasible approach. Ideally, we would like to
have a systematic method for designing supermartingale certificates for an entire,
rich class of specifications, which captures all different properties that one might
care about. The recent work of Abate et al. [3] has considered this problem and
proposed a supermartingale certificate for the general class of w-regular spec-
ifications. However, their certificate is restricted to properties that hold with
probability 1, so-called qualitative specifications. To the best of our knowledge,
no supermartingale certificates for quantitative w-regular properties have been
proposed. That is, existing supermartingale certificates are insufficient for rea-
soning about whether an w-regular specification is satisfied with a probability
p € [0, 1], which would allow the fine-grained probabilistic analysis that is often
needed in practice.

In this work, we present the first supermartingale certificate for reason-
ing about the full class of quantitative w-regular specifications for discrete-time
infinite-state stochastic systems. In order to design our certificate, we use the
fact that each w-regular language can be represented by a limit-deterministic
Biichi automaton (LDBA) [24]. This allows us to reduce the problem of proving
that an w-regular specification is satisfied with probability at least p € [0,1] to
the problem of proving that some set of states in the product of the stochas-
tic system and the LDBA is reached infinitely many times with probability at
least p. Hence, we call our certificiate a limit-deterministic Bilichi supermartin-
gale (LDBSM). The design of LDBSMs builds upon and significantly generalizes
several existing supermartingale certificates for both quantitative and qualitative
reasoning about stochastic systems.

We supplement our theoretical developments with fully automated algorithms
for the verification and control of infinite-state stochastic systems using LDB-
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SMs. Our algorithms apply to the setting in which the system dynamics and the
controller can be represented in terms of a system of polynomial inequalities over
real-valued variables. We show how the verification problem (i.e., the synthesis
of a supermartingale certificate) and the control problem (i.e., the synthesis of a
controller together with a supermartingale certificate) can be reduced to solving
a system of polynomial inequalities, for which an off-the-shelf SMT solver may
be used. Not only does this give rise to the first certificate-based algorithm, but
also the first algorithm for the verification and control of general quantitative
w-reqular specifications for polynomial dynamical systems with a general form of
stochastic uncertainties. We implemented a prototype of our method and exper-
imentally evaluated it on a number of random walk examples with quantitative
w-regular specifications. Our results show that our method can reason about a
range of quantitative w-regular properties, including those that were beyond the
reach of prior works.

Finally, while our focus is on the verification and control of infinite-state
stochastic systems, our LDBSM certificates are applicable to general Borel-
measurable stochastic dynamic systems, and hence they naturally extend to
probabilistic programs with real- and integer-valued variables. Moreover, our
automated synthesis algorithm also extends to polynomial probabilistic pro-
grams, similarly to existing works on supermartingale-based verification of prob-
abilistic programs [14,16,21].

In short, our contributions are as follows:

1. Theory: Supermartingale certificates. We present limit-deterministic
Biichi supermartingales (LDBSMSs), the first supermartingale certificate for
arbitrary quantitative w-regular specifications of discrete-time infinite-state
stochastic systems.

2. Automation: Template-based certificate synthesis. We present the first
fully automated algorithms for the verification and control of polynomial
stochastic dynamical systems with respect to arbitrary quantitaitve w-regular
specifications.

2 Preliminaries

We assume that the reader is familiar with basic notions of probability theory
such as probability space, expected value, etc., which can also be found in stan-
dard textbooks on probability theory [62]. For a set S, we use D(S) to denote
the set of all probability distributions over S, and use 2° to denote the set of all
subsets of S.

2.1 Stochastic Dynamical Systems and the Problem Statement

Stochastic Dynamical Systems. A discrete-time stochastic dynamical system
(SDS) is a tuple S = (X,U,W,d, f,Init), where X C R™ is the state space,
U C R™ is the control input space, YW C RP is the stochastic disturbance space,
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d € D(W) is the stochastic disturbance distribution, f: X x U x W — X is the
system dynamics function, and Init C X is the set of initial system states. We
refer to the elements of X' as states, the elements of U as control inputs, and the
elements of W as stochastic disturbances. A path in S is an infinite sequence of
states xg,x1,... in X where xy € Init and for every ¢ > 0, there exist a control
input u; € Y and a stochastic disturbance w; € W such that x¢11 = f(2¢, ue, we).

A controller in § is a function 7 : X — U, mapping every state to a control
input. To avoid clutter, we define controllers as being memoryless, i.e., only
depending on the current state and without using any information about the
past. Our setting organically extends to finite memory controllers, which are
able to remember bounded amount of information from the past. We will use
one such finite memory controller in Sect. 2.2, which will use its memory to track
the current state of the specification automaton.

Our model of SDS subsumes the cases of SDS without control inputs (using
|U| = 1, making the control input ineffective) and without disturbances (using
[W| = 1, making the disturbance ineffective and giving rise to deterministic
dynamical systems).

Semantics of SDS. We assume that the sets X, Init C R™", U C R™ and
W C RP as well as the functions f: X XU x W — X and 7 : X — U are all
Borel-measurable. These assumptions are necessary for the semantics of SDS to
be mathematically well defined.

Under these assumptions, for every initial state xy € Init, the SDS S and
the controller 7 together define a continuous-state, discrete-time Markov deci-
sion process that takes values in the set of states X' and whose trajectories
correspond to paths in S [52]. Initially, the process starts in zg. Then, at
every time step t € Ny, the next state of the process is defined by the equa-
tion x¢11 = f(at, w(x)s, we), where wy ~ d is a stochastic disturbance sampled
from the stochastic disturbance distribution d, independently from the previous
samples.

This process gives rise to a probability space over the set of all paths in S [52].
We use Pf(;” and Ef{;ﬂ to denote the probability measure and the expectation
operators in this probability space, respectively.

Specifications. A specification ¢ in an SDS S is a set of paths in S. We write
IP’fé’T [¢] to denote the probability that a path in S randomly sampled from the
underlying probability space (over all paths) satisfies the specification p. We
will consider w-regular specifications, which constitute a broad class of prop-
erties subsuming linear temporal logic (LTL) and computation tree logics [7].
Every w-regular specification can be represented using limit deterministic Biichi
automata, which will be defined in Sect. 2.2. We will occasionally use the stan-
dard LTL notation [7] for convenience; in particular, G a will stand for “always
a,” F a will stand for “eventually a,” and aU b will stand for “a until b.”

Problem Statement. We now formally define the formal verification and con-
trol problems that we consider in this work. Consider an SDS S, an w-regular
specification ¢ in S, and a probability threshold p € [0, 1]:
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1. Verification problem. Given a controller w, prove that Pfé”[g@] > p for all
zg € Init.

2. Control problem. Synthesize a controller 7 such that Pfé” [¢] > p for all zy €
Init.

Ezample 1 (Running example: 1D random walk). For our running example, we
will use a simple 1D random walk denoted as S™, whose state space is the real
line R, input space is a singleton set { L} with a dummy input L, i.e., the system
is uncontrolled, stochastic disturbance space is W = [—2, 1] with a continuous
uniform distribution over W, system dynamics is given as

T if x > 100,

r+w otherwise,

f(x,J_,w) = { (1)

and the set of initial states is [2,3]. Although this simple SDS does not contain
control inputs in its dynamics, it will be sufficient for us to illustrate our technical
contributions; a variation of S™ with control inputs will be considered in Sect. 5.
Essentially, at every step, the random walk S™ has a higher probability of
moving towards the left than towards the right. If however, it ever crosses 100,
it becomes stationary. Consider the specification that is the set of all paths
that visit the negative half of the real line infinitely many times, formalized as
{zoz1... | Vi >0 .35 >i.x; <0} Using the standard notation of linear
temporal logic, we will write this specification as GF (z < 0). For this example,
we will refer to the set {z | z < 0} as the target.

2.2 Limit-Deterministic Bilichi Automata

To specify properties of a given SDS, we label its state space with a finite set
of atomic propositions P. A labeling function L : X — 2F maps each state
x € X to the set of atomic propositions that are true in z, and we assume that
each atomic proposition p € P has an associated Borel-measurable arithmetic
expression exp, : X — R such that for every » € X, p € L(z) iff exp,(z) > 0.
Hence, a path (z;)$2, in the SDS gives rise to an infinite word (L(x;))$2, over
the alphabet 27,

We use the classical result that for every w-regular specification ¢ defined
over a finite set of atomic predicates P, there exists a limit-deterministic Biichi
automaton with alphabet ¥ = 2¥ which accepts the same set of infinite words
over 27 as ¢ [24].

Nondeterministic Biichi Automata. A nondeterministic Biichi automaton
(NBA) is a tuple A = (Q, ginit, 2, A, F) where @ is a finite set of states, gz € Q
is an initial state, X is a finite alphabet that includes the empty word symbol
e, A: Q x ¥ — 29 is a nondeterministic transition function, and F C 29 is a
set of accepting states. An infinite word g, 01, ... of letters in the alphabet %
is accepted by A, if it gives rise to at least one Biichi accepting run in A, i.e., if
there exists a run qg, q1,... of states in @) such that gy = gjnit, for each i € Ny,
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gi+1 € A(gi,0;), and for every ¢ € Ny there exists a j > ¢ such that ¢; € F
(infinitely many visits to F).

Limit-Deterministic Biichi Automata. Limit-deterministic Biicht automata
(LDBA ) are particular types of NBAs with a restricted form of nondeterminism.
In particular, an NBA A = (Q, Ginit, 2, A, F) is said to be an LDBA, if there
exists a partition {Q,,, Q4} of the set of states @ (i.e., @ = Q,UQq and Q,NQq =
() such that for every ¢ € Qg and for every o € X, (i) the transitions from ¢
are deterministic, i.e., |A(g,0)| = 1, and (ii) there is no transition from ¢ going
outside of Qg, i.e., A(g,0) C Qq. We call @Q,, the nondeterministic part of the
LDBA and Qg the deterministic part of the LDBA.

As mentioned above, for every w-regular specification ¢ defined over a finite
set of atomic predicates P, there exists a canonical LDBA A with the alphabet
¥ = 27 accepting the same set of infinite words as . Hence, a path (z;)$°, in
S satisfies w-regular specification ¢ if and only if the infinite word (L(z;))52, is
accepted by the LDBA A. Our verification and control problems thus reduce to
ensuring that a random run in S induces an infinite word over 2 accepted by
the LDBA A with probability at least p.

Product SDS. In order to reason about paths and infinite words that they
induce in the LDBA, we consider a (synchronous) product of the SDS and the
LDBA. A product SDS of the SDS § = (X,U,W,d, f,Init) and the LDBA
A= (Q, gnit, 27, A, F) is a tuple $* = (X*,U*, W, d, f*,Init™), where

— XX = X x Q is the state space of the product SDS,

— U =U x @ is the control input space of the product SDS,

— W C RP is the stochastic disturbance space of the product SDS,

— d € D(W) is the stochastic disturbance distribution of the product SDS,
— [ X XU x W — X is the system dynamics function, and

— Init™* = Init X {ginit} is the set of initial states of the product SDS.

Similarly as before, a controller in §* is a function 7> : X* — U* mapping
every state to a control input. However, we require that for every (z,q) € X, the
corresponding control input 7> (z,q) = (u,q’) € U x Q satisfies ¢’ € A(q, L(x)).
Hence, the product SDS indeed models a synchronous product of the SDS and
the LDBA, where the controller 7> resolves nondeterminism both in the SDS
and in the LDBA. To distinghuish between the two controller components, we
write 7%(x,q) = (75(x,q),7*(x,q))). The semantics of the product SDS are
defined analogously to Sect. 2.1, with

(Teg1,qe41) = (f(fftvﬁs(xta Qt)awt)aﬂA(fftht))

for every time step t € Ny and w; sampled according to d and independent from
w; for every ¢ < t — 1. For each initial state (zq, ginit) € Init™, we denote by

IP"(s;t:;_X_t) and Ef:o’:x_t) the probability measure and the expectation operator in
the probability space of all paths in §* with controller 7>, respectively.
Finally, the following proposition will allow us to reduce our verification and

control problems to the problems of synthesizing a controller for the product
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SDS. Denote by Biichi(B) the set of all runs in §* that visit states in B C X'*
infinitely many times.

Proposition 1. Consider an SDS S and a controller w in S. Let ¢ be
an w-reqular specification over a finite set of atomic propositions P, A =
(Q,qinit,QP,A,f) be an LDBA for the specification @, and §* be the product
MDP of S and A. Then, for every controller ™ = (7, mA) in S* with 75 ==«
and for every initial state (xo, Ginit) € Init™, we have
. S, P,
Py [@} > P(£o,q.n.t) [Buchz(R X ]-")}.
Proof. Consider a controller 7% = (7%, 74) in 8* with 75 = 7. Let II be the

set of all paths in S, and II* be the set of all paths in §*. Define the map
g: I — II* via

g(l‘07$17$2, i ) = ((iL‘o,(]o), ($177TA($07 qO))7 (55277TA(1'17(11))7 s )

Now, observe that

P[] = PS7 (@20 € T (20)2 o]
= ]P’fé’r {(351)1 o € II'| (L(x;))i2, infinite word accepted by .A}
> Pf(;” {(zz) 2o €I (g(xs))52, visits infinitely many times R"™ x ]—"}

S* 7% .o
= P(wo,;nat) [Buchz(R" X .7-')},
where the inequality holds due to the first set of paths in IT containing the second
set of paths in II. This proves the proposition claim. a

The inequality in Proposition 1 is strict whenever 7 chooses a sub-optimal
resolution of non-determinisms in the LDBA A. Consider, e.g., the property FG a
(eventually always a), whose LDBA representation has three states qo, q1,¢2-
The initial state is gy, and upon seeing an a the controller 7% needs to non-
deterministically decide whether to wait at ¢g or to proceed to the accepting
state ¢;. The system can stay in ¢; as long as only a is seen, and seeing a la
forces the automaton (deterministically) to the rejecting sink go. For 75 = 7,
satisfying the specification FG a on the SDS with probability p > 0, if 74 always
chooses to stay at qp after seeing every a, then the left side of the inequality will
be p but the right side will be 0.

Rejecting States. An LDBA A = (Q, ¢init, &, A, F) induces a graph over its
states with edges defined by all possible nondeterministic transitions in the
automaton, i.e., it induces a graph G = (Q,E) with E = {(¢,¢') € Q@ x Q |
do e X.¢ € A(g,0)}.
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We denote by Qreject € @ the set x>0 x<0
of all states in the LDBA from which <0
no state in the set of accepting states =
F can be reached in the graph G. start @.
Thus, if an infinite run ¢g, q1,... in >0

the LDBA contains a state in Qreject;
then it cannot be an accepting run as  pjg 1. The specifications GF (z < 0) from
it will contain no states in F after the Example 1 represented using LDBA, which
first occurence of a state in Qreject- in this case is a deterministic Biichi automa-
To that end, we call Qreject the set of ton, where g1 is the Biichi accepting state.
rejecting states in the LDBA.

Ezample 2. The specification GF (z < 0) from the 1D random walk is shown
in the LDBA form in Fig. 1. The atomic predicates are given by (z < 0) and
(x > 0). The product state remains in the automaton state go until z > 0 is
true, and each time the target x < 0 is true, the automaton visits the state ¢,
which is the accepting state.

3 Supermartingale Certificate for w-Regular
Specifications

We now present the theory behind our novel supermartingale certificates for
quantitative w-regular specifications, which is the main technical contribution of
our work. Definition 1 formally defines the certificates and Theorem 1 establishes
their soundness. The computational aspects of the certificate will be discussed
in Sect.4. We also assume that a controller is provided as input, and in Sect. 4
we will show how to compute it when it is not provided.

In what follows, suppose the following are given: an SDS § =
(X,U,W,d, f,Init), a controller 7 in S, an w-regular specification ¢ over a set
of atomic propositions P, and a minimum probability p € [0, 1] with which the
specification should be satisfied.

3.1 Intuitive Overview

Let A = (Q, Ginit,27, A, F) be an LDBA that accepts the same set of infinite
words over 27 as the specification ¢. Our certificate is defined over the product
SDS §* of the SDS S and the LDBA A. By Proposition 1, this reduces the
problem of certifying
the specification @ is satisfied with probability > p
to the problem of certifying that
there exists a controller n* = (7,7 ) in 8% with = = =, such that

the set of states R™ x F in 8> is reached infinitely many times with probability > p.

To prove this, it suffices to show that there exists a controller 7% = (75, 74) in
S* with 5 = 7, such that the following two properties are satisfied:
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1. Safety property. There exists a set of states SI in the product SDS S§* that
contains all initial states Init x {¢o}, no rejecting states R™ X Qyeject, and such
that ST is left with probability at most 1 — p. In other words, the pair (S, p)
is a stochastic invariant [21].

2. Liveness property. A random run in the product SDS §* either visits R x F
infinitely many times or eventually leaves the set SI with probability 1.

The conjunction of the safety and the liveness properties guarantees that the set
of states R™ x F is visited infinitely many times with probability at least p.
The safety-liveness decomposition of the problem is reflected in the design
of our supermartingale certificate. In particular, our certificate V' consists of
two components Vs and Vlive called the safety certificate and the liveness
certificate, which are connected in a hierarchical fashion: the certificate V/safe
is independent of V!V® and generates the stochastic invariant SI, whereas the
certificate Ve depends on V52 to use the set ST as a “safety net” and make
sure that the liveness condition is fulfilled. A crucial aspect of this hierarchical
composition is that the two certificates agree on their choices of control inputs
and resolutions of the nondeterminisms in the LDBA at all time. From this, we
obtain a single joint controller 7% = (75, 74) in $* with 7% = 7, and formally
certify that both the safety and the liveness property specified above are satisfied.

Invariants. Supermartingale certificates need to satisfy a set of conditions in
the reachable parts of the state space, starting from the initial states. Since
computing the exact set of reachable states is in general infeasible, we define
our supermartingale certificates with respect to an over-approximation, called
a (supporting) invariant. In this section, we assume that the invariant is given,
and in Sect. 4, we will describe how to automatically compute it along with the
certificate and the controller.

Formally, a state x in the SDS S is reachable, if there exists a path zq, z1, ...
in § with z; = x for some ¢t € Ny. An invariantin S is a set of states I C X which
contains all reachable states in §. The definition of an invariant in a product
SDS S§* is analogous.

Invariants are integral components of supermartingale certificates, because
they determine within which part of the state space the certificate conditions
are required to be fulfilled; outside of the invariant, the certificates may behave
arbitrarily. Therefore, our formal definition of LDBSM certificates will include
their supporting invariants as their “domains” of operation.

3.2 Supermartingale Certificates for LDBA Specifications

To formalize the certificate components Vs, V1ive "and I, as described above,
we build upon and generalize the existing supermartingale certificates for reason-
ing about quantitative safety and qualitative recurrence (i.e., Biichi) properties.

Safety Certificates. Our safety certificate V5 draws insight from repulsing
supermartingales [21], which were introduced for reasoning about quantitative
safety. Intuitively, given some set of unsafe states U C X in an SDS S under
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a controller 7, a repulsing supermartingale for U is a function Vs : ¥ — R,
along with an invariant I, which to every system state assigns a real value that
is required to satisfy the following conditions at the states in I: (S1) at initial
states, the value of V%€ is below some negative threshold n < 0, (S2) at unsafe
states in U N I, the value of V¥ is above the threshold 0, and (S3) at states in
I in which V2 < 0, the value of V5 must strictly decrease in expectation by
€ > 0 upon every one-step execution of the SDS under the controller 7, while also
ensuring that the absolute change in its value lies within some interval of length
M > 0, and ensuring that the next state remains within 7. It was shown that, if a
repulsing supermartingale for the unsafe set exists, then the SDS stays within the
set of states SI = {x € X | V2(z) < 0}—the stochastic invariant—and thus
does not reach the unsafe set U with probability at least p > 1 — exp(gj'vj;”) [59]
(the bound of [59] is an improved version of the bound in [21]).

For us, the set of unsafe states of the product SDS §* is given by U = R"™ x
Qreject, Where recall that @ eject is the set of rejecting states in the LDBA, and our
goal is to ensure that there exists a controller 7% = (7, 74) in 8* with 78 = 7,
under which the product SDS is safe with probability at least p. To this end, we
extend repulsing supermartingales by requiring condition (S3) to be satisfied only
for some outgoing LDBA transition at a state in S*—call it condition (S3+4).
The stochastic invariant also gets generalized to the state space of the product
SDS in the obvious way: SI* = {(z,q) € X x Q | V***(x,q) < 0}. The controller

74 then picks that LDBA transition towards satisfying the quantitative safety
property.

Liveness Certificates. Our liveness certificate V'V® draws insight from the
supermartingale certificate of Chakarov et al. [13] for proving that a given set
of target states T C X in S under a given controller 7 is visited infinitely many
times with probability 1. Intuitively, a supermartingale certificate for T is a
function Vlive : ¥ — R, along with an invariant I, which to every system state
assigns a real value that is required to satisfy the following conditions at the
states in I: (L1) the value of V! is non-negative, (L2) at non-target states
outside T', the value of V!V must strictly decrease in expected value by € > 0
upon every one-step execution of the system under the controller 7, and (L3) at
target states in 7'N I, the value of V1" is allowed to increase in expectation by
at most M > 0 in every one-step execution of the system under the controller
m, while making sure that the next state does not go outside of I. If such a
certificate for the target set T' exists, then T is reached infinitely many times
with probability 1 [13].

For us, the set of target states of the product SDS §* is given by T' = R" x F,
where recall that F is the set of Biichi accepting set in the LDBA. In our LDBSM
certificate, we extend the certificate of Chakarov et al. [13] in two ways. First, we
present a supermartingale certificate for proving that, with probability 1, either
the Biichi accepting set X’ x F of the product SDS is reached infinitely many times
or the stochastic invariant set SI* is eventually left—call it condition (L3+).
This is in line with the overview in Sect. 3.1 and our requirements for a liveness
certificate. Second, in the product MDP &%, our goal is again to ensure that
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there exists a controller 7%, = (7, 74) in $* with 7% = 7, under which this
property is satisfied. This is accounted for by requiring conditions (L2) and (L3)
of the certificate of Chakarov et al. [13] to be satisfied only for some outgoing
LDBA transition at a state in S*.

The Hierarchical Composition of Safety and Liveness Certificates. The
challenge in combining the safety and liveness components lies in ensuring that
the properties implied by the two components are satisfied with respect to the
same controller 1 = (75, 74) in 8% with 75 = 7; in other words, we need to
ensure that the controllers 7, and . are the same. Otherwise, we cannot
conclude that the set of states R™ x F is reached infinitely many times with
probability at least p. In particular, we need to ensure that condition (S3+) on
one hand, and conditions (L2) and (L3+) on the other hand, are always satisfied
with respect to the same resolution of non-determinism, i.e., with respect to the
same transition ¢’ € A(g,a) in the LDBA. We will pinpoint how this is achieved

after presenting our novel LDBSM certificate in the following.

Definition 1 (LDBMS certificates). Consider an SDS S and a controller ©
in it. Let A = (Q, Ginit, 27, A,]—') be an LDBA, 8* be the product SDS of S and
A, and I C X x Q be an invariant in S™.

An LDBSM certificate is a triple V = (Ve V1ive I where Vsafe : ¥ x Q —
R and Vive : X x Q — R assign real values to each state in S, and I C X x Q
is an invariant in S*. We require that there exist n° < 0, ¢ > 0, M° > 0,
and B° € R, as well as € > 0, ML > 0, such that the following conditions are
satisfied:

(a) Initial condition of the invariant: the initial state is inside the invariant, i.e.,

V(x,q) € Init*. (z,q) € I.

(b) Initial condition of the safety certificate: the value of V2 at initial states
18 at most 775, i.e.,
Vx € Init. Vsafe(x, Ginit) < nJ. ( )

c) Safety condition of the safety certificate: the value o at reachable reject-
Safety condition of the safety certificate: the val vsafe ot reachable reject
1ng states is non-negative, 1i.e.,

V(ﬂf, Q) € (X X Qreject) N1. Vsafc(x’ q) > 0. ( )

(d) Non-negativity condition of the liveness certificate: the value of Vv is non-
negative at states in the invariant I, which over-approzimates the set of reach-
able states, i.e.,

V(z,q) € I.V™(z,q) > 0. ( )
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(e) Strict expected decrease of the liveness certificate until X x F or SI =
{(z,q) € 8 | Vs (z,q) < 0} is reached with the safety condition: we have

V(z,q) € X X (Q\ (FU Qreject)) N 1.V (2, q) <0 =

SafetyCond(x,q,a,q")

[z FanvweW. (f(z,7(z),w),q) € IA
Veate(z, q) > B [V (f (2, m(2), w), ¢')] + €5 A
\/ \/ Yw € W. /35 < Vsafe(l.’q) _ Vsafe(f(a:,ﬂ'(z),w),q') < BS + MS]
a€¥ q'€A(q,a) A

vive(z q) > ET [VIVe(f(z, n(x), w),q')] + €~

(f) Bounded expected increase of the liveness certificate in (X x F)\ ST with the
safety condition: we have

Y(z,q) € (X x F)NL.V=e(z ¢) <0 =

SafetyCond(z,q,a,q")

e Alga)=¢ | EL[VIV(f(z, m(x),w),q)] < VIV(x,q) + ML

Conditions (b), (c), and (d) in Def. 1 formalize the (S1), (S2), and (L1)
conditions that were informally introduced beforehand. Conditions (e) and (f)
combine (S3+) with (L2) and (L34 ), respectively, which are concerned about
states that are, respectively, outside of F U Qreject and inside of F. Addition-
ally, in both (e) and (f), the left hand sides of the implications require that
the state (x,q) is in the stochastic invariant SI, which is formalized by the
inequality Vs (z,¢q) < 0, and the right hand sides require the satisfaction
of (S3+) which is captured using the formula SafetyCond(zx,q,a,q’). The for-
mula SafetyCond(x,q,a,q’) encodes that the strict expected decrease and the
bounded differences conditions are satisfied at a state (x,q) of S*, upon tak-
ing the LDBA transition to ¢’ by using a. The assertion z = a guarantees
the satisfaction of a at x, ensuring the availability of the LDBA transition to
¢ € A(g,a). The clause V(2. q) > ET [Vs¥e(f(x, n(x),w), ¢’ )] + € encodes
strict expected decrease, i.e., that the value of V5 decreases in expected value
by at least €° upon one-step execution of the SDS under the controller w. The
clause Vw € W. 3% < Vste(z q)—Vs¥te(f(z, 7(x),w),q") < 3%+ M* encodes the
bounded differences condition, i.e., that for every stochastic disturbance w € W,
the change in the value of V5 is contained in the interval [3%, 3% + M¥].
Finally, the clause Yw € W. (f(z, 7(x),w),¢") € I guarantees that after the one-
step execution of the SDS under the controller 7, the new state is within the
invariant I. Moreover, the right hand sides of the implications of (d) and (e) also
respectively implement (L2) and (L3+), which are straightforward.
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The following theorem establishes the soundness of our certificate for proving
satisfaction of quantitative w-regular specifications in SDSs.

Theorem 1 (Soundness of LDBSM certificates). Consider an SDS' S and
a controller w. Let ¢ be an w-regular specification in S, p € [0,1] be a proba-
bility threshold, and A = (Q, Ginit, 2°, A, F) be an LDBA that accepts the same
language as . Let S* be the product SDS of S and A.

Suppose that there exists an LDBSM certificate V = (V3 V1ive ) with the

S _S
associated constants n°, €5, and M, such that p < 1 —exp 5155, Then, there
73
exists a controller % = (7, m4) in 8% with ©° = 7, such that for every initial

state (xq, Ginit) € Init™, we have

T SX ST X . . n
PS) M > S [Bucm(R X ]-')} > p. (2)
Proof. We first define 74 : S* — @ in order to specify the controller 7> =
(78, mA4) in S* with 7° = 7. In what follows, we fix an ordering of the states in
Q. For each (z,q) € S, we define 74 (x, ¢) as follows:

— If (z,q) € I, V*2(2,q) < 0 and ¢ € Q\(F U Qreject), We define m4(z, q) to
be ¢’ € Q of the smallest order for which the predicate on the right-hand-side
of condition ((e)) in Def. 1 is satisfied.

— If (x,q) € I, V**®(z,q) < 0and ¢ € F, we define 7 (x, q) to be ¢’ € Q of the
smallest order for which the predicate on the right-hand-side of condition ((f))
in Def. 1 is satisfied.

— If (x,q) € I, V*¥(z,q) < 0 and ¢ € Qyeject, by condition (c) in Def. 1,
if (x,q) € I then V(2 ¢) > 0. Hence, V¥¢(z, ¢) must be 0. We define
m(x,q) to be ¢ € Q of the smallest order for which there exists a letter
a € X with z =a and ¢ € A(g,a). Such ¢’ € Q is guaranteed to exist, as it
is always possible to take at least one transition in the LDBA.

— If (x,q) € I or Vs (2, q) > 0, we define 7 (z, q) exactly as in the previous
case above, i.e., (z,q) is ¢ € Q of the smallest order for which there exists
a letter @ € ¥ with z = a and ¢’ € A(q,a).

We note that fixing an order of states in () and picking a state ¢’ of the smallest
order is done in order to ensure that 74 : S — @Q is a measurable function, for
the semantics of the controller to be mathematically well defined.

We now show that the controller 7% = (75,74) with 75 = 7 and 7
defined as above satisfies the theorem’s claim. The first inequality follows from
Proposition 1, hence we only need to prove the second inequality. We show
that the certificate component V**¢ defines a repulsing supermartingale for the
unsafe set R” X Qreject [21] in the product SDS S* controlled by our controller
7% = (75, 74). To prove this, we need to show that V% and I satisfy con-
ditions (S1)-(S3) defined earlier in this section. Condition (S1) is implied by
condition ((b)) in Definition 1. Condition (S2) is implied by condition ((c)) in
Definition 1. Finally, condition (S3) is implied by conditions ((e)) and ((f)) in
Definition 1. Hence, V€ indeed defines a repulsing supermartingale for the

A
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unsafe set R™ X Qreject, and I is the respective invariant. Thus, by [59, Theo-
rem 5.1], it follows that for every initial state (z, ginit) € X', we have

s . .S

X gx safe 8- ¢
Bl [S0e({(5:0) € XX | V0 (0,0) 2 0}) | 21— e = e 20 ()

where the inequality indeed holds with respect to our controller 7% = (75, 74)
and Safe(U) denotes the set of all paths in S* that do not contain states from
some set U.

Next, we show that, under our controller 7> = (7TS,7T‘A), either the set of
states R™ x F is visited infinitely many times or the set of states SI= {(z,q) €
XX | Vsate(z q) < 0} is eventually left with probability 1. To prove this, we first
define a new product SDS S, by modifying its dynamics function f*: X'* x
U x W — X* to

X : safe
£ (q). () ) = {f (@), (), w), i V""(a,q) <0
(x,q), if Vsate(z q) > 0.

Intuitively, we are redefining the product SDS to make the complement of SI,
i.e., the set of all states at which V3 (x ¢) > 0, into a sink where the sys-
tem remains stuck forever once entered. Then, in order to prove that either
the set of states R™ x F is visited infinitely many times or the set of states
SI = {(z,q) € X* | V*e(x, q) < 0} is eventually left with probability 1, it
suffices to prove that the set of states (R™ x F) U —SI in the new product SDS
SX. s visited infinitely many times with probability 1. To show this, we prove
that the certificate component V'V® defines an instance of the supermartingale
certificate of [13] for proving that the target set (R™ x F) U —SI is reached
infinitely many times with probability 1 in the new product SDS S.%,, controlled
by our controller 7% = (75, 74). To prove this, we need to show that V'V® and
I satisfy conditions (L1)-(L3) defined earlier in this section. Condition (L1) is
implied by condition ((d)) in Definition 1. Condition (L2) is implied by condi-
tion ((e)) in Definition 1. Finally, condition (L3) is implied by conditions ((f))
in Definition 1 and by our construction of the new product SDS S, since it
ensures that the value of V' remains constant once a state in —SI is reached.
Hence, V!¢ indeed defines an instance of the supermartingale certificate of [13]
for proving that the target set (R™ x F) U —ST is reached infinitely many times
with probability 1 in S5, and it follows that in the product SDS &* we have

new?

P [Bilchz’(R” x F) U Reach(=SD)| = 1, (4)
where the equality indeed holds with respect to our controller 7% = (75, 74),
Biichi(T) denotes the set of all paths in S* that visit states in T infinitely many
times, and Reach(T) denotes the set of all paths in §* that eventually visit a
state in T'.

Combining eq. (3) and eq. (4) above, we conclude that for every initial state
(z, ginit) € X we have
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SX xX . n SX 7% R, SX X
AR [Bucm(R x ]—')] > Pl [Buchz(]R x F)U Reach(ﬂSI)} AR {Reach(ﬂSI)}
SX xX R SX X
> P [Bucm(R x F)U Reach(ﬂSI)] - (1 - [Safe(—\SI)])
>1—(1-p)=p
This concludes the proof of the theorem claim. a

Ezxample 8 (LDBSM certificates). Consider the 1D random walk from Exam-
ple 1 and 2 with specification GF (z < 0). The following constitute an LDBSM
certificate: The invariant I in ¢ is 73 + (1/2)x and in ¢ is the constant 0,
vsafe(Lqo) = V(L q) = —9 + (5/16)x, VIVe(-, q0) = (367/2) + (3/4)x,
Vive(. q) = (4747/128) — (1/256)x, with the variables n° = —8, ¢¥ = 5/32,
M% =1, g5 = —11/32, £ = 3/8, and M% = 260. It can be checked that
{Vsafe ylive 11 s a valid LDBSM that satisfies all the constraints in Defini-
tion 1.

Remark 1 (On the incompleteness of LDBSM certificates). Our LDBSM certifi-
cates are incomplete: it is possible that a certificate does not exist even though
there exists a controller that fulfills the given w-regular specification. The incom-
pleteness of LDBSM certificates follows from the incompleteness of our safety
(based on repulsing supermartingales [21]) and liveness certificates (based on
almost-sure recurrence certificates of Chakarov et al. [13]). The incompleteness
of repulsing supermartingales was discussed in Chatterjee et al. [16], and we omit
the details. An example of incompleteness of the liveness certificate is when the
target set is closed under system dynamics and cannot be left once entered. In
this case, infinitely many visits to the target is equivalent to reaching it once.
For almost-sure reachability, the liveness certificate satisfying conditions (L1)
and (L2) (see Sect.3.1) becomes a ranking supermartingale of Chakarov and
Sankaranarayanan [11]. Ranking supermartingales are sound and complete for
finite expected time reachability [31], but are incomplete for almost-sure reach-
ability.

4 Polynomial Template-Based Synthesis Algorithms

We now present our algorithms for automated verification and control of stochas-
tic dynamical systems via our LDBSM certificates. While our theory on LDBSM
certificates in Sect. 3 is applicable to general SDS and controllers, the algorithms
in this section are restricted to systems that can be specified via polynomial
arithmetic.

Assumption: Polynomial Systems. We assume that the system dynamics
function f, the controller 7, and arithmetic expressions for all atomic proposi-
tions appearing in the w-regular specification ¢ are polynomial functions over
the state, control input, and stochastic disturbance variables. More generally,
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we allow the system dynamics function f to be piecewise-polynomial. That is,
it can be of the form

fl(xvu’w)a if /\ivzll gll(x) < Oa

flz,u,w) = (5)

fe(z,u,w), if /\f\ﬁl gF(z) <0,
where all f;’s and gf ’s are polynomial functions over their input variables. Later,
we will fix d as the specified maximum degree of our polynomial templates, and
we assume that the first d moments of f(z,u, W)—with W being the random
variable representing the distribution over noise—be representible and given as
polynomials over x and u. For example, the system dynamics function in Exam-
ple 1 is piecewise linear with k = 2.

Input. Our verification and control algorithms take as input an SDS § whose
system dynamics function is piecewise polynomial, an LDBA A for an w-regular
specification ¢ defined over a set of polynomial atomic prepositions P, and a
minimum probability threshold p € [0, 1] with which the w-regular specification ¢
should be satisfied. The verification algorithm also takes as input the polynomial
controller 7.

In addition, the algorithms take as input two parameters: (1) the polynomial
degree d of polynomial templates used in the synthesis of the LDBSM certificate
and the controller, and (2) the number of polynomial inequalities ny used to
define the supporting invariant. These two parameters are formally defined in
Step 1 below.

The verification algorithm may accept polynomial supporting invariants as
inputs, and if an invariant I is provided, then the algorithm only computes V¢
and V'Ve for the fixed I. For the control algorithm, the invariant depends on the
controller, and is therefore always synthesized as a part of the certificate. For
the uniformity of presentation, we will assume that the verification algorithm is
not provided an input invariant.

Output. Both the verification and the control algorithms return as output the
LDBSM certificate V = (Ve V1ive T) as defined in Definition 1. The control
algorithm also returns the SDS controller 7 computed by the algorithm. If the
algorithms fail due to, e.g., the SMT solver timing out or returning “UNSAT)”
they return “Unknown.”

Algorithm Outline. Our algorithms employ the classical template-based syn-
thesis approach to synthesize an LDBSM certificate V' = (V¢ Vlive T (and
also the controller 7 for the control problem). This automation approach is simi-
lar to those employed in prior works on algorithmic synthesis of supermartingales
for analyzing stochastic systems and programs with respect to reachability or
safety properties [14,16,21,58].

In Step 1, both the verification and the control algorithms fix symbolic poly-
nomial templates with unknown coefficients for all objects that they need to
compute. Namely, the verification algorithm fixes templates for the LDBSM cer-
tificate V = (Vsafe Vlive 1) while the control algorithm also fixes a template for
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the controller 7. The templates for V2 V1ive and 7 are polynomial expressions,
whereas the template for I is a conjunction of ny polynomial inequalities of the
form “PJ (z,q) > 0,7 with each P} being a polynomial expression. In Step 2, the
algorlthms encode all certificate condltlons in Definition 1 as a system of quan-
tified polynomial entailments over the unknown template coefficients. In Step 3,
the resulting system of quantified polynomial entailments is solved by employ-
ing existing algorithms and efficient tooling support provided by the POLYQENT
tool [19], which reduces the problem to solving a purely existentially quantified
system of polynomial constraints for which an off-the-shelf SMT solver is used.
In the rest of this section, we provide a more detailed description of these steps.

Step 1: Setting Up Templates. The algorithms fix symbolic polynomial tem-
plates for all objects that they need to compute:

— LDBSM certificate. Suppose x1, ..., x, represent the state variables for the n
dimensions. For each LDBA state ¢ € @, we set up the polynomial tem-
plates for Vs2(. q) and V'ive(. q), as well as for polynomial expressions
P}(-,q),..., PP (-,q) over the state variables, each of polynomial degree d
and with unknown coefficients whose values are to be found out in the
subsequent steps of the algorithm. Here, the polynomial degree d and the
number n; of polynomial inequalities that define the invariant I are algo-
rithm parameters. For example, if n = 2, d = 2, and n; = 1, then
‘/—:;afe(xl,x27 ) eq,safe 2+9q,safe 2+9q,safemlm2+0q,safex1_’_eg,safex +9q,safe
‘/hve(gj17 T2,q ) _ oq hvc 2 + oq llvc 2 +eq hvcxlx2 + oq hvc 1+ og,livc +98 llVC,
and (z1,72,q) € I is expressed as Pl(z,q) > 0 where P}(a:,q) = 0% 22
9‘1’2[30% +6 21351:52 + 0‘1’[1:1 + 9‘1’[302 + 9q’1 > 0.

— Certificate parameters. The algorithm mtroduces variables 77 S, MS ﬁs
e, MY, whose values will represent the constant parameters 775 < 0,
e, M5, el M* > 0, and 3° € R from Definition 1.

—  Controller (for the control algorithm). For every LDBA state ¢ € Q, we
set up a polynomial controller (-, q) over the state variables with degree
d and with unknown coefficients. For example, if n = 2 and d = 2, then
(21,22, q) = A\ 22 + No2d + Myx120 + A2y + Mae + A, where A.-s are the
unknown coefficients.

We will use Q to denote the set of all unknown coefficients (i.e.,
Gq’gafe Gq’hve 911 ,...) in the polynomial templates for Vs Vlive [ and r,
and the variables (i.e., €%, 8%, ...). For a given set of unknowns such as €2, we

will write [Q] to denote the set of all possible valuations of the unknowns in Q.

Step 2: Constraint Collection. The goal of this step is to symbolically eval-
uate the conditions in Definition 1, and rearrange them in a way that we finally
obtain a system of polynomial inequality predicates in the prenex normal form
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Jw e [Q] . /\(Vq €Q .VreR"” Yw e R? . ®Y(q,z,w) = TY(q,z,w)), (6)

4 R:

where ®¢ and U¥ are boolean combinations of polynomial inequalities over the
variables ¢, x, and w and unknown coefficients whose values conform with w.
First, observe that the constraints (a)-(d) of Definition 1 generate constraints
that are trivially of the form R;. We explain the derivation for constraint ((e)),
the procedure for ((f)) is analogous:

(A) Prenex normal form: First, we need to take out the two quantifications
“Yw € W’ from within “SafetyCond(z,q,a,q’).” We show the process for
the clause “Vw € W. 3% < Vsale (g q) — Vsale(f(z, nn(2),w), ") < 5+ M5
call it 1, and for “Yw € W. (f(z,7(z),w),q") € I,” call it 2, the procedure
is identical. There are two possibilities:

(i)

(i)

Suppose the safety component of the LDBSM certificate V¢ and ¢'’s
invariant polynomials {P}(-,q’)}ie[l;m] are linear, i.e., d = 1, the distur-
bance in the system is additive, i.e., Vz,u,w . f(z,u,w) = g(z,u) + w
for some function g, and the domain W of the disturbance is bounded
within a given range [Wpmin, Wmax|- Then, for 71, we can altogether sup-

press “Yw € W” and replace SafetyCond(x,q,a,q’) with

z EaAVweW. (f(z,n(z),w),q) €T
AVEe(z, q) > BT [V (f (2, m(2), w), ¢")] + €7
A (BS S ‘/'safe(x7 q) _ Vsafe(g(x7ﬂ_(x))7q/) _ Vsafe(wmir”q/) S 65’ + MS)
A(BS S VI(x,q) — Ve (g(z, m(2)), ') — VS (wmax, ') < B + MT)

This transformation is sound since for every w € W, by the additivity

of the noise and by the linearity of V¢ we have Vs (f(x,u,w)) =
Vsate(g(z,u) + w) = Vate(g(x, u)) + V2 (w), which is bounded between
veate(g(z,u)) 4+ VS (wpi) and Ve (g(x,u)) + Vo€ (wpay) from the
boundedness of the noise and the linearity of V5*¢. We can use the same
idea for the clause ~s.
In general, the above restrictions could be insufficient, in which case we
resort to the following stricter requirement at the expense of added incom-
pleteness of the solution. The idea is that, instead of allowing w to depend
on the choice of a € ¥ and ¢’ € A(q, a), for 1, we require the following
the hold true:

Va €Y .Vq € A(g,a) .YweW.
(8% < V¥(z,q) = V(f (2, m(x),w),q") < B + MT).
Let the expression above be written as D(x, ) in short, and it is easy to

see that D(x,q) can be expressed in the desired form (6). We can now
write the constraint ((e)) of Definition 1 as:
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D(z,q) A

Vr e R". V™, q)<0=\/ \/
a€X q'€A(gq,a)

z EanVweW. (f(z,n(x),w),q) el
AV (5, q) > B [V f (2, 7(2), w), )] + €9
ANV (z,q) = B [VI(f (2, 7(x),w),q)] + ¥

The same idea will work for ~s.

(B) Simplifications. After moving the quantification “Yw € W” from the inside
of “SafetyCond(x,q,a,q")” to the outermost part of 2(b) and 2(c), we sub-
stitute all the variables and functions with the templates that we set up
in Step 1. For the expected value ET[V8e(f(z,7(z),w),q)], we use the
linearity of the expectation operator to break it down into a polynomial
over x whose coeflicients are functions of the moments of the distribution
over w (assumed to be given as input). For instance, since V% (z,q) is a
polynomial over z, and f(z,m(z),w) = Ca(z)w? + C1(z)w + Cy(z) where
Cs,C1,Cy are polynomials over z, it follows that Vs#e(f(x, w(2),w),q) =
Cy(x)w? 4 Cy(z)w + Co(z) where Cy, Cy, Cy are polynomials over x. This
gives us: BT [Vsafe( f(z n(x), w), q)] = Cao(x)-ET [w?] +Cy () -ET [w] +Co (),
where ET [w?] is the i-th moment of the distribution (therefore, a constant)
of the noise.

Step 3: Constraint Solving. Finally, the system of quantified polynomial
entailments collected in Step 2 is solved. This is achieved by first employing
Putinar’s theorem [53] (or Farkas’ lemma [28], if all involved polynomials have
degree 1) to translate each quantified polynomial entailment into a system of
purely existentially quantified polynomial constraints over the unknown tem-
plate variables, as well as fresh variables introduced by the Putinar’s theorem
translation. Since this step is standard in the template-based synthesis literature,
including that on the synthesis of supermartingale ceritificates [14,16,21,58], we
omit the details. The resulting system of purely existentially quantified poly-
nomial constraints over real-valued variables is then solved by using an SMT
solver. In our implementation, the application of Putinar’s theorem and reduc-
tion to SMT solving are achieved via the POLYQENT tool [19]. See [19] for
details, including on how boolean combinations of polynomial inequalities are
handled prior to applying Putinar’s theorem. It is straightforward to note that
if the encoding (6) is satisfiable, then we obtain an LDBSM certificate, and in
case of control problem, we also get a controller. Then from the soundness of the
POLYQENT tool [19] that we use to solve (6), Theorem 2 follows.

Theorem 2 (Algorithm soundness). Suppose that the verification algorithm
returns an LDBSM certificate V = (V¥ Vlive ). Then, V is an LDBSM cer-
tificate with respect to the invariant I as in Definition 1, and the SDS S under
controller m satisfies specification ¢ with probability at least p.
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Suppose that the control algorithm returns an LDBSM certificate V. =
(Vsafe vlive 1) and an SDS controller w. Then, V is an LDBSM certificate with
respect to the invariant I as in Definition 1, and the SDS S under controller w
satisfies specification @ with probability at least p. Similar to existing template-
based synthesis methods for polynomial program verification and controller syn-
thesis [5,14], the runtime complexity of our vertification and control algorithms
is in PSPACE when the polynomial degree d is treated as a constant parame-
ter. This is because the size of the final SMT query produced by our method is
O(nr * Q| xn?). As the final SMT query is a sentence in the existential theory
of the reals, the parameterized PSPACE runtime complexity follows.

5 Experiments

We implemented our algorithm as a proof-of-concept tool in Python, where
our tool automatically translates the given inputs to quantified polynomial
entailments by using the procedure outlined in Sect. 4, and then uses the tool
PoLYQENT [19] as its back end to compute solutions. POLYQENT uses Puti-
nar’s theorem [53] (or Farkas’ lemma [28] for linear systems and certificate and
controller templates) and translates the provided entailments into existentially
quantified polynomial constraints over unknown template variables, and uses off-
the-shelf SMT solvers Z3 [25] and MathSAT [10] to find satisfying assignments
of the variables. Our prototype tool is availabe at https://github.com/Ipouyall/
Omega-Regular-Stoch-Cert.

We used our tool to automatically compute LDBSM certificates for the ver-
ification of the random walk SDS S™ from Example 1, and for the control of a
modified version of S™ defined as follows. The system S:¥ has the state space R,
input space U = [—2, 2], disturbance space W = [0, 1] with a continuous uniform
distribution over W, system dynamics given as

(7)

if 100
fc(x,u,w):{m x> )

T+ u+w otherwise,

and the set of initial states [2, 3]. Both the verification and the control example
were solved with a number of different specifications as listed in Table 1. For
each specification, the general requirement is to push the state towards the ori-
gin (eventually for F a, always eventually for GF a, etc.). For the verification
problems, the disturbances in W = [—2,1] create an automatic bias towards
the origin, which ultimately helps satisfying the specifications. For the control
problems, the disturbances in W = [0, 1] create a challenge by introducing bias
away from the origin, so the controller needs to counteract with negative control
inputs at each step.

All the experiments were performed on an Apple Macbook Air with M2 chip
and 16 GB RAM, and we report the results in Table 1. In both the verification
and control problems, the SDS’s have small probabilities of violating the objec-
tives, by reaching the region x > 100 and not being able to come out afterwards.
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Therefore, existing approaches supporting only qualitative (almost sure satisfac-
tion) w-regular specifications would not work, and no single supermartingale-
based approach for quantitative specifications would support all the specifica-
tions at once. In contrast, our tool achieved 99% probability for satisfying the
specifications, and computed LDBSM certificates (and controllersfor the control
problem) within minutes.

Table 1. Experimental results for verification and control of the random walk examples.
The predicates are: a := x < 0 and b := z < 100. Each experiment was run with
polynomial degree d = 1.

Specification|Probability| Time (s)
Verification (SDS 8™)Fa 0.9999 0.35
GFa 0.9999 27.28
bUa 0.9999 6.13
GbAFa 0.9999 27.78
Gb 0.9999 28.60
FaAFb 0.9999 172.28
Control (SDS S:%) Fa 0.9999 0.39
GFa 0.9999 4.90
bUa 0.9999 18.90
GbA Fa 0.9999 46.68
Gb 0.9999 4.04

6 Related Work

Earliest known types of certificates in control theory date back to mid-twentieth
century, and were developed for certifying stability [34,36] and invariance [44] of
dynamical systems. However, back then, obtaining suitable certificates for gen-
eral nonlinear systems was largely a manual process. It was in early 2000s, when
the seminal work of Parrilo [50] first proposed the use of Positivstellensétze to
automate the process of certificate computation, which were later strengthened
and refined [49,56].

In parallel to control theory, from early 2000s, program analysis also
experienced an emergence of certificate-based approaches for proving ter-
mination of deterministic programs [22,23]. In the landmark paper by
Chakarov and Sankarnarayanan [11], ranking functions for deterministic pro-
grams were generalized to ranking supermartinagles for probabilistic pro-
grams. This has sparked interest in using supermartingale certificates for the
analysis of probabilistic programs, with signifiant advances in supermartin-
gale certificates and automated algorithms for termination [2,14,15,20,39,43],
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safety [12,16,21,58,59], Biichi and co-Biichi (stability) [13], and cost analy-
sis [17,47,60]. These results were also exported to control theory to solve the
verification and control problem for stochastic dynamical systems with logical
specifications [51,63,66].

A majority of existing supermartingale certificates for stochastic systems
only support fragments of w-regular specifications. Only recently, Abate et al. [3]
proposed a new class of supermartingale certificates for w-regular specifications
represented using Streett automata. However, their certificate is restricted to the
probability 1 satisfaction of the specification, contrary to our quantitative certifi-
cate that allows arbitrary probability thresholds to be imposed as a requirement
for satisfying the specification. It is important to note that our certificate is
incomplete, like most other existing supermartingale certificates that are avail-
able in the literature, see Remark 1.

It is important to mention that there are also other non-certificate-based
approaches to verification and control of stochastic systems. For example, there
is a long line of research that falls under the abstraction-based control paradigm,
where a given system model is abstracted to a simpler graph, so that graph the-
oretic techniques can be applied to approximately solve the original verification
and control problem [26,27,38,40,64]. Among these works, only one is known to
be able to support quantitative w-regular specifications [26], though their func-
tionalities are complementary to ours: They support general nonlinear systems
but only having additive control input and additive stochastic noise with uni-
modal, symmetric distribution. We support polynomial systems and controllers
and stochastic noise that can have arbitrary distributions.

7 Discussions

We present LDBSM certificates, the first supermartingale-based certificates for
quantiative w-regular verification and control of infinite-state stochastic systems.
LDBSM certificates are defined on the product of the system and the equivalent
LDBA representation of the given w-regular specification, and they generalize
and combine existing safety and liveness supermartingale certificates in a hierar-
chical manner to achieve soundness. We supplement the theoretical development
with a standard template-based synthesis algorithm for solving the verification
and control problems in polynomial stochastic systems.

There are several interesting future directions. First, we will explore alter-
nate methods for computing LDBSM certificates, including learning-assisted
approaches [18,66], alongside optimizing our template-based approach that relies
on off-the-shelf constraint solvers. Even the state-of-the-art constraint solvers
struggled to compute LDBSM certificates, and eliminating this tooling bottle-
neck will be a priority in future works. Second, in the same vein as the pre-
vious one, we will explore compositional approaches for LDBSM certificates
for better scalability; such approaches are well-studied for existing classes of
certificates [45,67]. Finally, we will explore completeness questions. Right now,
LDBSM certificates provide sound but incomplete solutions: if they exist, then
it follows that the specification holds, but not the other way round.
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