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Abstract

In recent years there has been a massive increase in the amount of data generated in a
decentralized manner. Ever more powerful edge devices, such as smartphones, have become
ubiquitous in most societies on earth. Through text typed, photos taken and apps used,
these devices, which we refer to as clients, generate enormous amounts of high quality and
complex data. Moreover, the nature of these devices means the data they generate is often
sensitive and privacy concerns prevent it being gathered and stored in a central location. This
presents a challenge to the modern machine learning paradigm that requires central access
to large amounts of data. Federated learning (FL) has emerged as one of the answers to
this problem. Rather than bringing the data to the model, FL sends the model to the data.
Model training takes place on device, with periodically synchronized updates, allowing data to
remain locally stored. While this approach offers significant privacy advantages it comes with
its own set of unique challenges. These include: data heterogeneity, the notion that different
devices generate data in distinct ways which can negatively impact training dynamics; systems
heterogeneity, meaning that different devices may have differing hardware specifications; high
communication costs, which are induced by the repeated transferring of models over the
network and low device computational power, which limits the use of larger models on device.

In this thesis we present a range of methods for federated learning. We focus primarily on
the challenge of data heterogeneity, though the methods presented are designed to be well
adapted to the other challenges of a federated setting, such as the constraints of limited
compute and communication overhead. We first present a method for explicitly modeling client
data heterogeneity. The approach formulates clients as samples from a certain probability
distribution and infers the parameters of this distribution from the available training clients.
This learned distribution then represents the heterogeneity present among the clients and can
be sampled from in order to create new simulated clients that are similar to the real clients we
have observed so far. Following this we present two methods for directly dealing with data
heterogeneity through personalization. Highly heterogeneous client data distributions can mean
that learning a single global model becomes suboptimal, and some form of personalization of
models to each individual client is required. Our approaches are based around hypernetworks,
which we use to generate personalized model parameters without the need for additional
training or finetuning. In the first approach we focus on generating full parameterizations of
client models using learned embeddings of client data and labels, with a hypernetwork located
on the central server. In the second approach we address the more challenging scenario where
we want to generate a personalized model for a client without any label information. The
hypernetwork is trained to generate a low dimensional representation of a client's personalized
model parameters, allowing it to be transferred to and run on the client devices. In our final
presented method, we change our focus and rather than aim to directly address the challenge
of data heterogeneity, we instead ensure we are unaffected by it. This is done in the context
of k-means clustering and we present a method for federated clustering with a focus on added
privacy guarantees.
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CHAPTER

Introduction

In recent years, due to the proliferation of ever more powerful edge devices, such as smartphones
and wearable devices, there has been an explosion in the amount of data generated in a
decentralized fashion. Both the scale, and often sensitive nature of these data, has necessitated
a major shift in how and where machine learning on such data takes place. Federated learning
(FL) [MMR™17] has emerged as the de-facto standard for privacy-preserving machine learning
in a distributed setting. Data holding devices, known as clients or users, collaboratively learn
predictive models without sharing their data directly with any other party. This is done under
the supervision of a central server. The key principle underlying federated learning is that
rather than taking the data, centralizing it on the server and training on it there, we keep data
decentralized and run training on the edge where the data is, periodically synchronizing the
training through sharing model updates with the server. While this approach offers potentially
significant privacy advantages, it comes with a number of challenges which we describe now
in detail.

Data heterogeneity is the phenomenon by which the underlying data distributions of different
client datasets can be different. To give a concrete example, two different phone users will likely
take pictures of very different things, leading to very different processes generating the image
datasets stored on their respective devices. Data heterogeneity has a major effect on learning
dynamics particularly affecting final performance of globally trained models [ZLL"18, HQB19],
as well as the speed of convergence [KKM*20, LHY"20]. Data heterogeneity can occur in
variety of ways including, but not limited to, differences between label distributions, feature
distributions or the number of samples clients have [SGT22].

Systems heterogeneity occurs due to the presence of differing types of user devices, e.g.
multiple generations of smartphones. This manifests itself primarily in that some clients
have access to significantly more compute than others, likely in terms of memory and/or
computational speed. It can lead to biases in which devices are able to participate in training,
either due to hardware constraints or by failing to compute updates in time or dropping out
due to network connectivity issues. This can impact convergence of training and/or impact
the final model performance as well as fairness of the learned models [LSZ120, KMA*21].

Communication costs in federated learning can be a major factor impacting the efficiency
and feasibility of algorithms [KMRR16, KMY*16, SWMS19]. These costs are incurred by
the transmission of statistics, typically model weights or gradient updates, between server
and client. This can lead to a trade-off between efficiency and accuracy, for instance by
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communicating less often and running fewer rounds or using smaller models. It can also
necessitate the usage of communication efficient techniques such as model compression or
sparsification.

Privacy issues can still occur despite the data being kept locally on each device. A number
of works have shown that successful attacks are possible in federated learning when no
additional privacy preserving measures are used [MSDCS19, ZLH19, GBDH20]. If privacy is
the primary focus, then other techniques, such as differential privacy [Dwo06] and secure
aggregation [BIKT16, TWM™24] are needed to enforce stricter privacy guarantees. However, as
we discuss in Section 2.4, these methods come with the cost of potentially lower accuracy and
increased communication overhead. Moreover, there is an added tension regarding algorithm
design, since getting utility out of privacy primitives might restrict the sorts of operations we
allow our algorithms to utilize, e.g. enforcing the condition that quantities seen by the server
are only expressed as summations.

In this thesis we focus primarily on the challenge of data heterogeneity, although the presented
methods are designed with the restrictions of federated learning in mind, such as communication
overhead and privacy desires. The remainder of this thesis is organized as follows.

» In Chapter 2 we introduce the required background and notation for the rest of the
thesis. We present the fundamentals of supervised and unsupervised learning and formally
introduce federated learning, discussing in more detail the aspects of personalization
and privacy.

= In Chapter 3, which is based on [SC24|, we present a method for modeling data
heterogeneity in federated learning using a mixture of Dirichlet-multinomial distributions.
The algorithm is able to infer the maximum likelihood parameters of the distribution
using the training clients. By sampling from this distribution with the learned parameters
we are then able to simulate new clients. We illustrate how this can be used to partition
server-side data in a way that better represents the heterogeneity present among the
clients, with the goal of running training simulations on the server.

» In Chapter 4 we present an approach to dealing with data heterogeneity through
personalization. This Chapter is based on [SZL24]. The key focus of our approach is
obtaining personalized models for clients without the need for additional training or
fine-tuning. This is done by training a hypernetwork, which is kept on the server, and
an embedding network, which is sent to the clients. The embedding network takes
client data as input, and outputs an embedding vector, which summarizes the client’s
data distribution. This embedding vector can then be fed into the hypernetwork, which
then outputs the full model parameters of a personalized model for that client. The
method comes with theoretical guarantees on generalization to new clients, as well as
convergence of the optimization procedure.

= In Chapter 5, which is based on [ZSL25], we again look at tackling personalization
without finetuning, this time in the more challenging setting of obtaining personalized
models for clients that do not hold any labeled data. We again follow a hypernetwork
approach. The hypernetwork now takes in a batch of (unlabeled) data, and outputs a
low dimensional parameterization of a client’s personalized model. This construction
significantly reduces the size of the hypernetwork, allowing it to be sent to, and run on,
the clients. We prove a transductive generalization bound and derive from this bound a
training objective for our method. This objective includes a regularization term that



can be computed using only unlabeled data, meaning that unlabeled clients can also
contribute to training.

= In Chapter 6, which is based on [SLS25], we switch perspectives and instead of modelling
and/or dealing with data heterogeneity directly we instead aim to be unaffected by it.
We do this in the context of federated clustering, with a particular focus on ensuring
differential privacy. The primary contribution is an initialization method that leverages
a small amount of (potentially) out-of-distribution server-side data, that is able to
output good initial centers to the k-means problem. These centers lie close enough to
the optimal ones that typically few, if any, steps of refinement using a naive version
of federated and differentially private Lloyd's algorithm, are needed. We prove, in
the setting of data sampled from a mixture of Gaussians, that our method converges
exponentially fast to the true centers.

= Finally, in Chapter 7 we conclude and provide an outlook on future work.






CHAPTER

Background

In this Chapter we present an overview of machine learning in a federated setting. We provide a
brief introduction to the fundamentals of supervised and unsupervised machine learning as well
as introducing some of the standard notation that will appear in the remainder of this thesis.
We then introduce the federated learning paradigm and highlight the challenges associated
with it. We introduce personalized federated learning, as a solution to the challenge of data
heterogeneity, and we conclude by providing background on essential privacy techniques that
appear frequently in the context of federated learning.

2.1 Fundamentals of Machine Learning

Machine learning aims to automate the process of using data to solve some desired task.
Typically training data will be utilized by a learning algorithm to gain an understanding of
patterns present within the data. This is referred to as training, and the output of this process
is a model, which will contain the learned patterns of the training data and can (hopefully)
be used to make predictions on future, previously unseen, data. In this thesis we deal with
both supervised and unsupervised learning, and we now provide a brief introduction to each of
them.

2.1.1 Supervised Learning

In supervised learning we possess both data and labels. For instance, images together with
labels detailing their contents. We denote the data space by X C R? and the label space by ).
In this thesis we deal primarily with classification tasks and denote the number of classes by C,
meaning that )Y = {1,...,C} is a discrete space. We assume there is a probability distribution
D € P(X x )) that defines the relationship between data and labels. The goal is, generally
speaking, to learn a predictive function from data to labels f : X — ) using training data
(X,Y) which is assumed to be sampled i.i.d. from the underlying distribution D. We denote
the number of samples by |X| = |Y| = m. The model f is often a parameterized function,
typically a deep neural network, with parameters § € R”. A deep neural network consists of
(possibly a large number of) functional compositions of layers. A layer [ is generally some
form of linear transformation followed by a non-linear one. For example, a fully connected
layer can be written as:
filz) = c(Wiz + bu),

5
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where o(t) = max(0,t) is applied elementwise. In this case the model parameters are
0 = (W, b)L,. Learning consists of finding a setting of the parameters 6 that performs well
on the training data, where performance is measured by a loss function £ : X x Y x RP — R,
This is therefore an optimization problem of the form:

minl S lz,y,0), (2.1)

O M exy)

which is typically solved by a gradient based optimization method, such as stochastic gradient
descent (SGD). An SGD update has the following form:

0t+1 ~ 9,5 — nVaﬂ(Gt), (22)

where 1 > 0 is the learning rate, or step size. In minibatch SGD a batch, i.e. subset, of the
training data is used to compute the gradient. A single full pass through the training data (in
batches) is called an epoch. Training typically consists of a number of epochs.

2.1.2 Unsupervised Learning

In unsupervised learning, we only have a data space X, and the goal is to uncover some
underlying properties of the data. The most popular form of unsupervised learning, and
the one that will appear in this thesis, is clustering. The goal here is, given a dataset X,
to uncover a partitioning of X into k subsets, aka clusters, so that points within clusters
exhibit similarity. We consider k-means clustering which computes a clustering by optimizing
the k-means objective. Formally, given a set of data points, X = (z1,...,x,) and any
2 < k < m, the goal of k-means clustering is to find cluster centers v, ..., that minimize
the k-means cost:

> i [ — " (2.3)
The cluster centers induce a partition of the data points: a point x belongs to cluster j, if
|z — v;|| < ||z — vy for all 7, ', with ties broken arbitrarily (but deterministically). It is well
established that solving the k-means problem optimally is NP-hard in general [Das08]. However,
efficient approximate algorithms are available, the most popular being Lloyd's algorithm [Ll082],
which is shown in Algorithm 1.  Given an initial set of centers, it iteratively refines their
positions until a local minimum of (2.3) is found. A characteristic property of Lloyd's algorithm
is that the number of steps required to converge and the quality of the resulting solution
depend strongly on the initialization. The most commonly used initialization is the k-means++
algorithm [AV07], shown in Algorithm 2. We will revisit clustering at the end of this thesis in
Chapter 6, where we deal with private clustering in a federated setting.

2.2 Federated Learning

As introduced in the previous Chapter, federated learning has emerged as the de facto approach
to doing machine learning on distributed and privacy-sensitive data. In this section we introduce
standard notation that will be used throughout this thesis as well as the standard framework
for doing federated learning. In the sections that follow we go on to introduce personalization
and privacy techniques in the context of federated learning.
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Algorithm 1 Lloyd’s Algorithm

input Data points X = {z1,...,x,,}, number of clusters k, initial centers yfo), . ylgo)
1: Set iteration counter t < 0
2: repeat

3:  Assignment step:
for i =1tom do
Assign z; to the nearest center: ¢

4
5. (®)
6: end for

;

8

9

7

—argminj_y g ||z; — V]<t)"2
Update step:

for each cluster j =1 to k£ do
(t+1) 1

Update center: v; +— gy Zizcg”:j X
10:  end for
11: t+—t+1
12: until assignments cgt), e ,07(7? do not change
output Final cluster centers vy, ..., v, and assignments ¢y, ..., ¢y

Algorithm 2 k-means++ Initialization

input Data points X = {z1,...,2,,} C R? number of clusters k

1: Choose the first center yfo) uniformly at random from X
2: for j =2 to k do
3:  for each point z; € X do
4: Compute D(z;) = minj<o; ||z; —
5. end for
6: Choose V](-O) from X with probability proportional to D(z;)
7: end for

output Initial centers 1/§0), e ,y,go)

0
|2

There are two commonly considered federated learning scenarios: cross-device federated
learning and cross-silo federated learning. Cross-device FL is usually characterized by having a
large number of clients, typically each with little data. Clients tend to have limited compute
and memory capacity and may be unreliable, and prone to dropping out during training.
The canonical example of cross-device FL is training on a large network of smartphone
devices. In contrast, in cross-silo FL we have a small number of clients, typically in the tens
or hundreds. Clients are much larger institutions, such as hospitals or banks, with ample
computational resources and larger amounts of data. While cross-device and cross-silo FL
share common attributes, such as the decentralized nature of the data and the potential
statistical heterogeneity of the clients, in other crucial aspects, such as scale of local data
and computational power, they differ significantly. As such, while methods in FL are likely
transferable between both settings, the motivations and focus might be better suited to one
setting than the other. In this thesis we will implicitly focus more on cross-device FL where, for
instance, personalization without finetuning as presented in Chapters 4 and 5 is more relevant.
Our probabilistic approach to modeling heterogeneous clients in Chapter 3 also makes most
sense when considered in a cross-device setting, since clients correspond to samples from
a (meta) distribution, and there should be a large number of these. In contrast, however,
Chapter 6 can be equally applied to cross-device and cross-silo, and we explicitly consider both
settings in our evaluation.
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Algorithm 3 FederatedAveraging - Server

input Number of clients n, fraction of clients p, number of rounds T’
1: Initialize global model weights §()
2: for each round ¢t =0,1,...,7 — 1 do
C® < (random set of pn clients)
for each client i € C® in parallel do
Server sends 6(*) to client i
0" + ClientUpdate(i, 6®)
end for
m(t) < ZiEC(t> m;
Pt+1) o Sico® %Qi(tﬂ)
10: end for
output Final global model weights 8.

e A

©

Algorithm 4 FederatedAveraging - ClientUpdate

input Client ID ¢, global model weights 6, local batch size B, local learning rate 7, number
of local epochs E
. B < (split S; into batches of size B)
. for each local epoch e from 1 to E do
for batch b € B do
0« 0 —nVib,0)
end for
end for
return 6 to server

N g RN

We now formalize the federated learning setting and introduce some of the notation that
will appear throughout the remainder of this thesis. We will use n to denote the number of
clients, aka data holding entities, in a federated learning system. We assume each client i has
access to a dataset .S; of m; datapoints sampled from a data distribution D;. We will always
allow that clients may be statistically heterogeneous, meaning that we can have D; # D;
for © # j. We also always assume the existence of a server, whose role is to coordinate
training. Federated algorithms typically follow a standard training framework that takes place
over T rounds. This approach is well illustrated by the original federated algorithm proposed
by [MMR*17] called federated averaging, shown in Algorithms 3 and 4, which aims to train a
single global model using decentralized gradient updates at the clients. The model is typically
a neural network, denoted by f : X — ), with parameters . Each round the server samples
a subset of the total n clients. We refer to this subset as a cohort. The server then broadcasts
the current model weights 6 to each client in the sampled cohort. The clients then run F
epochs of training locally on their data before sending the updated model weights back to the
server. The server receives the aggregate of the client updates, and from this updates the
global model weights.

As illustrated by federated averaging, the key tenant of FL is keeping data decentralized and
stored locally on the client, rather than centralizing it on the server. While enabling this is
the primary focus of federated learning, in practical applications the server often has access
to some of its own data. This could take the form of a proxy public dataset, synthetically
generated data or anonymized data from a subset of consenting clients. Typically, this data is
of a much smaller scale and of a different distribution to the true data that is held by the
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clients. As such, it is rarely good enough to rely on, on its own for training. However, with
additional techniques it can be useful in certain scenarios as we examine later in Chapters 3
and 6.

2.3 Personalized Federated Learning

In practice, the client data distributions may differ significantly from each other, which makes
learning a single global model suboptimal [LSTS20, KMA®*21]. Personalized federated learning
(pFL) [SCST17a] is a means of dealing with such statistical heterogeneity, by allowing clients
to learn individual models while still benefiting from each other. So while federated averaging
trained a single global model 6, in personalized FL the goal is for each client i to obtain its
own personalized model parameters ;. Existing approaches can be broadly categorized into
the following groups.

Multitask methods, as seen in [SCST17a, MNB*21, DVT*22, LHBS21, DTN20, HHHR20,
HR20, YNW*23, ZLD*23, QYW™23], learn individual per-client models, while sharing infor-
mation between clients. Often this is done through the training of global and local models
with some form of regularization towards the global model.

Meta-learning methods learn a shared model, which the clients can quickly adapt or finetune to
their individual data distributions with a small number of gradient updates [FMO20a, JKRK19,
WBAH23]. For instance, by incorporating the MAML [FAL17] objective into the training of a
global model, one explicitly seeks a model that clients can quickly personalize to themselves.

Decomposition-based methods such as [AASC19, CHMS21, BMG*19, LLL*20, CYG*23,
WZY*23] split the learnable parameters into two groups: those that are meant to be shared
between clients and those that are learned on a per-client basis. For instance, the feature
extractor could be a shared across all clients, and globally trained, while the classifier head is
unique to each client.

Clustering-based methods [GCYR20a, MMRS20a] divide the clients into a fixed number, K
of subgroups and learn individual models for each cluster. Typically this is done by iterating
between assigning clients to clusters, using which of the K models best fits each client, and
updating the models using these cluster assignments.

A key challenge that arises uniquely in the context of personalized federated learning is how to
generate a personalized model for a client that was not seen during the training process. This
is typical in cross-device FL, where the number of clients is very large and not all clients can
be accessed during training due to practical constraints for running training: device online,
plugged in and charging, not in use etc. Additionally, new clients are constantly joining the
network. In standard federated learning obtaining a model for such a client is not an issue
since the goal is to train a single global model, and, post training, this model can be deployed,
as is, on any client: present or future. However, in personalized FL, we seek some form of
personalized model, also on future clients, which necessitates a procedure to obtain it. In nearly
all the personalized FL literature this is done by some form of additional training or finetuning
of, for instance, globally learned parameters obtained during the training process. However,
this approach comes with added computational overhead, and potentially also communication
costs when personalization requires multiple interactions with the server. It can also be prone
to overfitting when client data is limited, as is often the case in personalized federated learning.
Finally it also requires the presence of labeled information on the clients. Chapters 4 and 5

9
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aim to directly tackle this challenge. The approaches presented there focus on training-free
personalization, which are applicable in the setting of clients without labels.

2.4 Privacy Techniques in Federated Learning

Privacy, in the form of data minimization, is the primary motivation for doing federated learning.
However, multiple works have shown that simply training on decentralized data without
additional privacy tools can lead to serious information leakage [MSDCS19, ZLH19, GBDH20].
This has led to the development and deployment of additional privacy preserving technologies
in federated learning. We introduce here the two most important and most popular, namely
differential privacy and secure aggregation.

2.4.1 Differential Privacy

The goal of differential privacy (DP) is to provide a privacy guarantee of the following form:
“Whether any single individual's data was used or not will not change the outcome of training
by much”. Differential privacy is the mathematical quantification of this statement. Formally,
for any €, > 0, a (necessarily randomized) algorithm A : P — S that takes as input a data
collection P € P and outputs some values in a space S, is called (¢, ) differentially private, if
it fulfills that for every S C S,

Pr[A(P) € S] < e Pr[A(P') € S| + 4, (2.4)

where P and P’ are two arbitrary neighboring datasets. We consider two notions of neighboring:
for standard data-point-level privacy, two datasets are neighbors if they are identical except
that one of them contains an additional element compared to the other. In the more restrictive
client-level privacy, we think of two datasets as a collection of per-client contributions, and
two datasets are neighbors if they are identical, except that all data points of one of the
individual client are missing in one of them. In the context of federated learning, the correct
notion of neighborhood depends on the application in question. Typically the privacy unit to
be used (data point vs client) should be that which corresponds to a human. In a cross-silo
setting that is usually a single datapoint, making data-point-level privacy appropriate, while in
cross-device a client is usually a device belonging to some individual and client-level DP is
required. Condition (2.4) then ensures that no individual data item (a data point or a client’s
data set) can influence the algorithm output very much. As a consequence, from the output of
the algorithm it is not possible to reliably infer if any specific data item occurred in the client
data or not. An important property of DP is its compositionality: if algorithms A4, ..., A;
are DP with corresponding privacy parameters (£1,01), ..., (¢4, 0;), then any combination
or concatenation of their outputs is DP at least with privacy parameters (3/_, g5, >0 d,).
In fact, stronger guarantees hold, which in addition allows trading off between ¢ and ¢,
see [KOV15]. These cannot, however, be easily stated in closed form. Due to compositionality,
DP algorithms can be designed easily by designing individually private steps and composing
them.

The two most popular mechanisms to make computational steps DP, and those that appear in
this thesis are: The Laplace mechanism [DMNSO06], which achieves (¢, 0) privacy by adding
Laplace-distributed noise with scale parameter g to the output of the computation. Here,
S is the sensitivity of the step, i.e. the maximal amount by which its output can change
when operating on two neighboring datasets, measured by the L!-distance. The Gaussian

10
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mechanism [DR14a], which instead adds Gaussian noise of variance 0% (e, d;S) = 210g(1;5+/5)52'

to ensure (g, d)-privacy. Here, the sensitivity S is measured with respect to L?-distance. The
above formulas show that stronger privacy guarantees, i.e. a smaller privacy budget (¢, ),
require more noise to be added. This, however, might reduce the accuracy of the output.
Additionally, the more processing steps there are that access private data, the smaller the
privacy budget of each step has to be in order to not exceed an overall target budget. In
combination, this causes a counter-intuitive trade-off for DP algorithms that does not exist in
this form for ordinary algorithms: accessing the data more often, might lead to lower accuracy
results, because the larger number of steps has to be compensated by more noise per step.
Consequently, a careful analysis of the privacy-utility trade-off is crucial for DP algorithms. In
general, however, algorithms are preferable that access the private data as rarely as possible.
In the context of federated learning, this means potentially limiting the number of rounds we
run, and/or employing techniques such as early stopping, for better privacy guarantees.

2.4.2 Secure Aggregation

Many of the quantities of interest in a machine learning algorithm are summations of other
terms, e.g. a minibatch of gradients in stochastic gradient descent or the mean of points in
a newly assigned cluster of Lloyd's algorithm. Secure aggregation is a technique that allows
the computation of a summation, without exposing any of the individual terms of the sum.
On a high level, it works by masking all terms with correlated random noise that sums to 0.
Thus all individual terms are indistinguishable from random noise, but still sum to the correct
quantity. In the context of federated learning, this means the server sees a summation of
client statistics, without seeing any of the individual statistics. On its own, this already adds a
layer of enhanced privacy protection, however, it is most crucial when working with differential
privacy. When differential privacy is to be ensured relative to the server, secure aggregation
allows us to avoid noising every individual summand, and rather just the final summation,
thereby saving a factor of cohort size in the noise scale.

A number of protocols have been proposed for running secure aggregation in federated
settings. These can be based on secure multi-party computation protocols using either a
single server [BIK*16, BIK™17], but requiring multiple communication rounds, or assuming
two non-colluding servers [TWM™24] with only a single round. Alternatives exist using trusted
execution environments [BEM*17, HNM*22], although these can be difficult to scale and
typically require specialized hardware. We shall not focus on the details of secure aggregation
protocols in this thesis. Instead, we simply note that a desirable design principle for federated
algorithms with a focus on privacy is ensuring that all terms used by the server can be
expressed as a summation of client statistics. That way, we allow for easy integration of secure
aggregation techniques into our methods.

11






CHAPTER

Improved Modelling of
Federated Datasets using
Mixtures-of-Dirichlet-Multinomials

3.1 Motivation and Outline

As discussed in section 2.2 running federated learning in practice faces a number of challenges
including: statistical and systems heterogeneity, high communication costs, high latency, low
client compute and scheduling difficulties that arise from practical restrictions, such as a device
needing to be charging and not in use to participate in training [KMA*21]. This makes on
device training not only technically challenging but also significantly more time-consuming
than standard centralized training. This effect is compounded by the fact that in most modern
machine learning pipelines we do not train a model just once, but rather many times, to
select the right architecture, optimization algorithm, hyperparameters (HP) etc. Running
large scale model selection and HP tuning on real clients in a federated network is often
infeasible, making it difficult to obtain good performance. One way to address this issue is
using simulations on the server. For instance, to select good model hyperparameters, which are
then used directly in live training, thereby avoiding expensive HP tuning in the true federated
network. This is possible because, in practice, it is common for the server to have some
related proxy data that can be used to simulate the real federated training. For instance this
could be public data from some related task, data from a particular subsample of consenting
clients, or client data with certain sensitive features removed. Usually, however, the server-side
data come without a client identifier, that is to say, it is a single central dataset with no
natural partitioning into distinct FL clients. The question then arises how to use these data to
create simulations that actually match the dynamics of live. The naive approach would be to
create clients from the proxy data by simply subsampling the data points in an IID fashion.
However, this approach can fail to capture client data distribution heterogeneity, and it is a
well documented fact in FL that clients having non-1ID data has a significant effect on FL
training dynamics [ZLL"18, LSZ"20, LHY"20].

In this chapter we address the challenge of partitioning centralized data in a way that reflects
the statistical heterogeneity of the true FL clients. The goal being to use this partition to
run server-side federated training simulations, see Figure 3.1. On a high level our approach
does this by choosing some categorical feature of the client data (for example the target
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3. IMPROVED MODELLING OF FEDERATED DATASETS USING
MIXTURES-OF-DIRICHLET-MULTINOMIALS
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Figure 3.1: Proposed approach to server-side simulations. From left to right: learn Mixture-
of-Dirichlet-Multinomials distribution from true federated clients (in this case 2 mixture
components); use learned distribution to partition server proxy data into simulated clients; run
server-side simulated federated model training using the simulated clients.

class) and representing each client as a histogram over this feature. We propose using a
Mixture-of-Dirichlet-Multinomials (MDM) as a probability distribution over these histograms,
meaning that each client corresponds to a single draw from this distribution. We then use the
observed client histograms to infer the parameters of our distribution by maximum likelihood
estimation (MLE) using the true FL clients. Thus we obtain a learned distribution, which we
can sample from, and these samples are histograms that look like the histograms we observed
in the true clients. It is now simple to create simulated clients from our centralized data. First
sample a histogram from our learned distribution, then subsample the centralized data so that
its histogram matches this sampled histogram. In this way we create simulated clients whose
data distributions match the true client distributions along the chosen feature. There are
several key features of our approach that make it effective in overcoming the challenges of a
federated setting. Firstly, the inference algorithm is specifically designed to preserve client
privacy. It adheres to the hard restriction that the server only works with aggregates of client
statistics. This means a secure aggregator can be used, which is crucial to not exposing any
single client’s data. It also ensures the algorithm is compatible with differential privacy (DP)
both on a user or an example level. By post-processing this means that simulations using
DP inferred parameters do not degrade our privacy budget. Secondly, inference is efficient in
terms of computation and communication. Clients do not run expensive model training, rather
they only compute statistics of their data. These statistics, which are transferred between the
server and clients, are low dimensional. This ensures low communication overhead. Finally, the
proposed inference algorithm is designed not to have hyperparameters that need to be tuned,
as such it can be run one-shot on the true clients. This is crucial given our goal is to limit how
often we train on the true federated clients. The only hyperparameter choice that needs to be
made is the number of mixture components of the distribution and, given the aforementioned
efficiency, in practice we simply run a few reasonable options for this HP independently but in
parallel. The experiments are implemented using the pfl-research framework [GSC*24].

3.2 Related Work

Dirichlet Distributions in FL Dirichlet distributions are a popular tool used by FL re-
searchers and practitioners to create heterogeneous federated datasets out of existing centralized
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data to evaluate new learning methods [YAGT19, HQB19, LDCH22]. Given some chosen
value of the o parameter, a federated dataset is created by sampling a class proportion vector
p ~ Dir(ax) for each client and assigning data points to the client so that the assigned classes
match the sampled class proportions. The level of heterogeneity is controlled by the magnitude
of a. In this approach it is assumed that we know a priori how we would like to choose «,
and the resulting federated dataset will reflect the desired level of heterogeneity specified by
a. This paper focuses on the opposite scenario in which there exists some federated dataset,
and we would like to choose the distribution parameters, such as «, that well reflect the
heterogeneity of this dataset. This is a classic Bayesian inference problem which has been well
studied in the context of Dirichlet distributions [Min00, BNJO01, Hua05]. The distribution we
would like to infer is our own proposed Mixture-of-Dirichlet-Multinomials. A similar approach
is taken by [HHQ12]. Here the authors propose using a mixture of Dirichlet multinomials to
model Microbial Metagenomic data, though their approach differs to ours in several key ways.
Firstly, the proposed mixture distribution is different as [HHQ12] do not explicitly model the
number of sample distributions for each component. Secondly, the inference procedures differ
since [HHQ12] take a Maximum a posteriori (MAP) approach and solve the resulting MAP
optimization using EM and leveraging optimization algorithms such as BFGS. This approach
assumes all data is centrally available and is incompatible with federated learning. In contrast,
we take an approach of maximum likelihood estimation, and solve the MLE optimization
using parameter update rules that are derived using generalized EM and compatible with the
restrictions imposed by an FL setting.

Server-side data in FL Although a key aspect of FL is that data are decentralized and
stored locally on client devices, it is common in practice that the central server possesses
related proxy data. A number of works propose using server-side data to improve federated
training in a range of settings. For instance, [HRM™19] use public data to pre-train language
models for improved next word prediction, before running federated training. Other works
use server-side data during federated training. [SOK22] use server data to improve meta-
gradient calculation in a meta learning approach to personalized FL. [GPZ122, DKG*20]
alternate between training on the clients and training on the server to mitigate the effects
of client statistical heterogeneity and improve convergence and performance of acoustic
models. [MLZ22] analyze the convergence behavior of such an alternating update scheme
theoretically. Finally, in federated semi supervised learning, it is often assumed that the server
possesses a small amount of labeled data which is used in combination with unlabeled client
data [DDT22, JYYH21]. Our viewpoint and approach differ from the above in that we are
interested in how to use server-side data to run realistic simulations that guide our downstream
federated training.

Clustered and meta FL The notion that clients in a federated network can belong
to different groups or clusters has received ample attention, particularly with respect to
personalization in federated learning [GCYR20b, SMS20, MMRS20b]. Closely related to this is
the multitask or meta learning viewpoint of FL [SCST17b, FMO20b, SZL24] in which clients
are thought of as samples (or tasks) drawn from some meta-distribution over clients. We draw
inspiration from both the meta and clustered viewpoints in FL. We propose a meta-distribution
over clients and infer the parameters of this distribution that explain the observed clients.
Moreover, the form of this distribution is motivated by the view that clients naturally form
clusters, with shared statistical properties within clusters.
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3.3 Method

3.3.1 Background

Setup Again, we let n denote the number of clients in a federated learning system. In
this chapter we assume a general setting where each client i € [n| has m; data points
z!,...z/" € R For instance, for a classification task we could have z/ = (x/,47) or in an
unsupervised setting we could have z{ = X{ The clients may be statistically heterogeneous.
We assume we have an upper bound M on the number of samples any client holds, so that
m; < M for all i € [n]. Let f € [d] be some categorical feature of the data, which can take up
to C different values, i.e. 2}, € [C] for all i, j. For instance f could be the target class in the
case of a ('-class classification task. We call f the modelled feature. For the modelled feature
f each client computes a histogram, or count vector, ¢; € Z of the feature. Namely, entry [
of this vector counts how often f took value [ across the client's dataset: c; = 37" 1Z§f:l.
Note that 21021 ci = m;. Thus each client is now represented as a tuple (c;, m;).

Mixture-of-Dirichlet-Multinomials Our goal is now to construct a statistical model
(probability distribution) of the (c;,m;). Then drawing a new sample from this distribution
is like drawing the modelled feature histogram and the number of samples information of a
new simulated client. The building block of our distribution is the Dirichlet-Multinomial (DM)
distribution. DM is a compound distribution over vectors of discrete counts parameterized
by a € Rg and m € N. A vector of counts ¢ € Z® is sampled by first drawing a probability
vector from a Dirichlet distribution p ~ Dir(c) then sampling the counts from a multinomial
distribution ¢ ~ Mult(m, p). The probability mass function for DM is given by

LlagT(m+1) & Tl +ay)
I'(m + ) ()l (e; +1)°

plc|m,a) = (3.1)

J=1

where I is the gamma function and «q = Zle a;. We extend DM in two ways to better
model clients in real federated learning scenarios. Firstly, since users may have different
numbers of samples, we are interested in a distribution where m is not fixed. Hence, we
jointly model the distribution of the number of samples and the count vector. We assume
independence of m and « so that we have

plc,m | a, ) = p(c | m,a)mp,, (3.2)

where 7,,, := p(m) parameterizes the probability that a client has m samples in total. Since we
assume that the number of samples a client can possess is upper bounded by some constant
M, we have that w € R and Zﬁl m; = 1.

Our second extension comes from the observation that in practice clients in a federated learning
scenario might be naturally partitioned into a number of groups/clusters, where each cluster
comes from a different meta distribution over clients. The natural way to model such an
observation is using a mixture model. Let K be the number of components in the mixture.
Then we define our Mixture-of-Dirichlet-Multinomials (MDM) model as the joint distribution
over histograms and sample counts with the following probability mass function

K
glc,m | 7,AII) =Y 7p(c,m | o, ), (3-3)

k=1
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where 7 € R¥ is the weight of each component, A = [a, ..., ag] € REX are the per
component Dirichlet parameters and II = [my,...,wg| € RE*M are the per component
number of samples distributions. Additionally, p is defined through equations (3.1) and (3.2).

3.3.2 Parameter Inference

Given n clients in a federated learning system, each of which has a modelled feature histogram,
number of samples tuple: (c;,m;), our goal is to infer 7, IT and A from Equation (3.3)
that well explain the observed clients. Note that under the statistical model (3.3) each client
corresponds to a single draw, or data point, from this distribution. Therefore, we can think of
(3.3) as a ‘meta’ distribution over the clients. We take the approach of maximum likelihood
estimation (MLE) to infer the statistical model parameters. Therefore, we aim to maximize the
log likelihood of the observed data under the MDM statistical model (3.3). The log likelihood
is:

L(m,AII) = Zlogq(ci,mi | 7, A II). (3.4)

=1

The objective function (3.4) is in general non-concave and we propose an EM-based algorithm
to maximize it in a federated setting. In the remainder of this section we state this algorithm,
which consists of two main parts: a single round of initialization of the statistical model
parameters; followed by a multi-round iterative procedure that aims to maximize (3.4). Prior
to starting inference it is necessary to specify the number of components K to use. In this
section we assume the value of K has already been chosen. In Appendix A.1 we outline a
procedure for the server to choose the best value of K to use. In Section 3.3.3 we prove
that the parameter updates used in the algorithm converge by deriving them as part of a
generalized EM approach to maximizing the objective.

Initialization We start by initializing the parameters 7, II and A. The full procedure is
given in Algorithm 5. The simplest parameter to initialize is 7, we set
1 1

ON

- (3.5)

namely all mixture components start with equal weight. Next we must initialize II and A,
both of which consist of a parameter for each component k£, namely 7w, and . To do this the
server samples a single cohort of clients Sy and each client ¢ € Sy uniformly at random chooses
a component k; to contribute to initializing. To initialize the estimated number of samples
distribution the server obtains a histogram of the number of samples of each client in each
component and then normalizes this per component. Specifically, client 7 initializes a matrix
of zeros E' € RE*M and sets E}Cm = 1. The server obtains the aggregate EE = >, ¢ E’
and then initializes II by normalizing each row of E to obtain a per component probability
distribution:
0 _ 1

where n;, = 23-921 Ey; is the number of clients that contributed to component k. Finally, we
use a per component moment matching estimate to initialize A. Namely, ag)) is chosen so
that the first two moments of a Dirichlet distribution with parameter a§€°) match the empirical
moments of the normalized histograms of the clients that are assigned to component k. That

is to say, we assume that the client normalized histograms are drawn from a Dirichlet and we
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Algorithm 5 Dirichlet-Multinomial Mixture Initialization

input client count tuples (c;, m;)!",
1: Sy < server samples a cohort of clients

2: for client 7 in S, do
3 ki~U{l,...,K}
4 E=09M B =1
5. P'=08xC Pﬁg = micl
6: Qz — KxC QZ;? = (mizcl) ©O) (mizc’)
7: end for
8 E=2lcs, B P =20ics, P', Q= 2ics, Q'
9 ng = Z;Szl Ekj
10: Pp = Py, Q= -Q,
1170 = [k,
12w =L
. (0) Py QM
13 oqn =5 h P

output 7@ I1® A©

initialize under the constraint that moments of this Dirichlet match the empirical moments
of the normalized histograms. Client i initializes zero matrices P*, Q' € RX*® and sets
P, = m%cl and Q. = (m%cz) ©) (m%cz) where © denotes entry-wise product. The server then

obtains the aggregates

P=3Y P Q=> Q (3.7)

1€So 1€Sy

and normalizes both row-wise by the number of clients contributing to each row (component),
which is ny,.

_ 1 _ 1
P,=—P; Q= n:Qk- (3.8)

N
Thus, the server has computed the empirical estimates of the first two moments of the client

normalized histograms for each component. Under the constraint that the first two moments
of the kth Dirichlet must match the empirical moments (3.8) we have that

af) = M Ehp, (3.9)

which gives A's initialization. Appendix A.2.1 derives (3.9).

Solving the MLE Our goal is to infer the maximum likelihood estimates for 7, IT and A
which we do via an EM based approach, stated in full in Algorithm 6. In Section 3.3.3 we
derive the update formulas and prove their convergence. The server starts by running the
initialization procedure from Algorithm 5. Inference of the parameters then takes place over
T rounds. During each round the server samples a cohort of clients and sends to each the
previous rounds computed estimates of the parameters. Each sampled client ¢ then computes
how well each component k describes their data using this latest estimate of the parameters.
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Let Z; denote the latent (unobserved) random variable indicating to which mixture component
client ¢ belongs. The client then computes:

Wi =Pr{Z =k | c;ym;, 7, TIO, AO}, (3.10)
o p(Zi = k | T)p(es,m; | 70, ), (3.11)
x T;f;t)p(ci | my, aé”)mﬁ'flw (3.12)

using equation (3.1). The aggregates of the w! are needed by the server to compute the update
to 7. For IT and A the client uses w} to weight their contribution to the kth component
parameter updates on the server. Intuitively, wi tells us how likely it is that client i was
drawn from component k and the higher this value is the more client ¢ contributes to the kth
component parameter update. For IT each client i initializes E' = 0%*M and sets column m;
equal to w’, so that Fj, . = wj for k=1,..., K. This corresponds to a soft assignment of
the clients number of samples to the overall histogram computed across all clients. For the
update to A the client computes two quantities to be aggregated by the server to be used in
the parameter update:

uj, = wh (Y(ei + ) — ¥(a)))) (3.13)
v, = wp, (Y(mi + (af)o) = ¥ ((af)o)) (3.14)

where 1) is the digamma function, which in (3.13) is applied entry-wise. The server gets
aggregates of the client statistics

w= > W E= Y E (3.15)

1€St41 1€St+1
7 7
u = > u = > v (3.16)
1E€ESE+1 1€St41

and uses these to compute the parameter updates

1
(t+1)
T = w, 3.17
Sl 10
1
= g, (3.18)
Wi
1
altV = ;a;“ ® . (3.19)
k

3.3.3 Theoretical Results

In this section we state our theoretical result, in which we derive the previously stated parameter
update formulas.

Theorem 1. Let (c;,m;)!", be observed histogram, sample count data and (7, TI”), A(®)
be an initialization of the parameters of the Mixture-of-Dirichlet-Multinomials model (3.3).
Fort>1,i1=1,....nandk=1,... K let

wllﬂ = p(ZZ =k | Ci, My, T(t)a H(t)v A(t))v
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Algorithm 6 Dirichlet-Multinomial Mixture MLE

input client count tuples (c;, m;)! , steps T
1: Initialize 7©, H(O), A using Algorithm 5.
2. fort=0to7 —1do
3:  Sip1 < server samples cohort of clients
a:  Server sends (7, TI®!, A®W) to each client in S;,4

5.  for client i in S, do
(t) ()0

6: . p(cl‘m“a ”km

- k Zk:1 Tk p(ci|m“ ))ﬂ-k,mi

LB 0RO,

8 u, = wj, <¢(cz + a(t)) Wa,(f)))

o v =wi (v(mi+ (o)) — v((ed)o)
10:  end for '
11 w = ZZESt+1 w E= Zi65t+1 EZ.
12: u

F = e W Uk = Yies,,, Vi
A
14: l(c b = kaEk
15: ( b~ ia,(:) © uy
16: end for

output 7, II™ A®

where Z; is the latent variable indicating the mixture component that the ith sample was
drawn from. Then the iteration

1 n
t+1 1
1 noo
t+1 y
Trl(c] ) = - <n | i Zwklmi:j

k i=1
(t+1) _ (1) i1 W (¢(Cw + a(t)) 1/’(051(3))
Yk ki NG IRYNG
my wp ($(mi + (04)o) — v ((af)o)

corresponds to a generalized EM update of the log likelihood (3.4) and hence converges to a
stationary point.

The proof is in Appendix A.2.2. These update rules are identical to those in Algorithm 6
except that the latter are computed on a subset of the data (equivalently a cohort of clients).
Thus the updates in Algorithm 6 can be thought of as stochastic versions of the iteration
given in Theorem 1.

3.4 Experiments

We separate our empirical evaluation into two orthogonal aspects. In Section 3.4.1 we
investigate the inference of the MDM parameters, 7, A and II. We evaluate Algorithms 5
and 6 in terms of how accurately they recover ground truth parameters. We also examine
whether they infer meaningful parameters on real federated datasets for which no ground truth
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Figure 3.2: Normalized mean squared error (MSE) between the ground truth distribution
parameter value and the inferred parameter value over time. Ground truth corresponds to
medium levels of client statistical heterogeneity. On the left for A, on the right for 7.

values exist. In Section 3.4.2 we investigate the utility of the parameters after they have been
inferred. We evaluate how well simulations run on the server using these inferred parameters
reflect training on the real federated clients.

Datasets We evaluate using synthetic data that follows the MDM distribution. To do this we
use the following datasets: CIFAR10 [Kri09], FEMNIST [CWL™18] and Folktables [DHMS21].
CIFAR10 is a non-federated multi-class classification dataset with 10 classes which we partition
into clients with target class histograms that follow an MDM distribution. For inference
we use the target class as the modelled feature over which we compute our histograms.
FEMNIST is a federated dataset with a predefined partitioning into clients. It is a character
recognition dataset with 62 classes (including digits and lower and upper case letters). Each
character is uniquely identified with one of the 3,550 clients in the dataset. For FEMNIST
we use the target class as the modelled feature. Folktables is a US census dataset where
each datapoint corresponds to an individual person present in the census. The dataset has a
natural partitioning into 2,373 clients based on geographical location. Specifically, a client
holds the data of all individuals that live in the same PUMA code region. We model two
separate features of the data: the race feature and the income feature. For full details of the
dataset and its federated partitioning see Appendix A.3.2

Baselines The primary baseline for simulating users on the server is the |ID approach. This
first computes the true per client number of samples distribution. Then, to simulate a client,
it draws a number of samples count m from this distribution and IID samples m points from
the centralized dataset. In this baseline each client’s distribution of the modelled feature (and
all other features) is the same as the marginal distribution of that feature in the centralized
dataset. We therefore call this baseline fully IID simulation. As a sanity check we also consider
an oracle that cannot be used in practice but gives a valuable comparison to our MDM
simulation. In this oracle, which we call conditionally IID simulation, we ensure that the
simulated clients exactly follow the marginal distributions of the modelled feature of the true
clients, but when conditioned on the modelled feature, the remaining features are 11D. This
is done as follows. First, each true client computes a histogram over the modelled feature.
For each of these true histograms we randomly sample points from the centralized dataset
while ensuring that the histogram of the modelled feature for these samples matches the true
histogram. The simulated clients in this oracle capture the heterogeneity in the modelled
feature but nothing more. The best we can hope for is for our MDM simulations to match
this oracle as we also only capture the heterogeneity in the modelled feature. Note that in a
real FL setting this oracle cannot be used as it requires each client to share with the server
their histogram of the modelled feature, which could be a serious privacy leak.
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@True Clients @ 3 mixture MDM Simulated Clients @ Fully 11D Simulated Clients

Figure 3.3: t-SNE visualization of FEMNIST clients, each point corresponds to a single client's
class histogram. True clients (green), fully 11D simulated clients (blue) and MDM clients (red).

@True Clients @ Fully 1ID Simulated Clients @7 mixture MDM Simulated Clients @ True Clients @ Fully 11D Simulated Clients @ 7 mixture MDM Simulated Clients

Figure 3.4: t-SNE visualizations of Folktables clients, each point corresponds to a single
client’s histogram over the race feature (left) and over the binned income feature (right). True
clients (green), fully 11D simulated clients (blue) and MDM clients (red). Inferred in both
cases using K =T7.

3.4.1 Distribution Parameter Inference

Inference with known parameters We first assess the correctness of Algorithms 5 and 6
in terms of how accurately they recover ground truth distribution parameters for synthetic
clients that follow our assumed MDM distribution. We test this over a range of different
settings for 7, A and Il. For 1, 2 and 3 mixture components we choose parameter values
corresponding to low, medium and high levels of client heterogeneity. The exact values as well
as additional experiment details can be found in Appendix A.3.3. The results for medium levels
of heterogeneity can be seen in Figure 3.2, with the others in Appendix A.4.1. We plot the
mean squared error (MSE) of the inferred parameters from the ground truth values, normalized
by the size of the ground truth parameter (see Appendix A.3.1), against the number of training
iterations, 1. As we can see in all cases we obtain approximate convergence and quickly in
terms of the number rounds required. As expected, convergence is slower when we have more
mixture components to infer.

Inference without known parameters We now consider the more challenging and interest-
ing scenario where the true clients do not necessarily follow our assumed MDM distribution. We
use the FEMNIST and Folktables datasets which are naturally partitioned into heterogeneous
federated clients. For FEMNIST we take the target class to be the modelled feature and
represent each client as a histogram over the classes they hold. For Folktables we model two
features of the data independently, namely the race feature and the income feature. The race
feature is categorical, with C' = 9 possible values. The income feature is continuous, so in
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Figure 3.5: FEMNIST test accuracy when training with FedAvg for different settings of local
learning rate and local epochs. True clients (dotted green), conditionally 11D simulated clients
(green), learned MDM simulated clients (red) and fully 11D simulated clients (blue).
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Figure 3.6: CIFAR10 test accuracy when training with FedAvg for different settings of local
batch size, local learning rate and local epochs. True clients (dotted green), learned MDM
simulated clients (red) and fully 11D simulated clients (blue).

order to model it using MDM we convert it into a categorical feature by binning. Specifically,
each client bins their continuous income value into one of C' = 41 bins, with each bin having
a range of $5,000. We now represent clients as histograms over this binned income feature.
For full details of the feature modelling on Folktables see Appendix A.3.2. We then run MDM
inference on these histograms to obtain values for 7, A and I1. Using these inferred parameter
values we then sample from our distribution to obtain the histograms of new simulated clients.
We then sample data for each client from the centralized version of the corresponding dataset
so that each simulated client matches their sampled class histogram. As a baseline we also
consider histograms corresponding to fully [ID sampled clients. We plot 2-dimensional t-SNE
visualizations of the results, for FEMNIST in Figure 3.3, and Folktables in Figure 3.4. Each
point corresponds to a client (histogram), in green we have the true clients, in blue we have
the simulated fully IID clients and in red the simulated MDM clients. We can draw several
conclusions from these visualizations. Firstly, we observe in all three cases that the true users
(green) exist in several distinct clusters, indicating that there are indeed different types of
client heterogeneity present in the modelled feature. This validates our motivation for using
a mixture model over the clients. Secondly, we see that in all cases the fully [ID approach
clearly fails to capture the heterogeneity in the client modelled feature distributions. Each of
these simulated clients look like a subset of the centralized dataset, which poorly represents
the true clients. Finally, in all cases the MDM distribution, with the parameters learned by
Algorithms 5 and 6, does an admirable job of simulating the modelled feature heterogeneity
of the true clients. This can be seen in the closeness between the true client distribution
(green points) and the simulated client distribution (red points) in the t-SNE visualizations.
In Appendix A.4.1 we include ablation studies where we infer the MDM parameters using a
range of values for K and compare the differences in the corresponding simulated clients.
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3.4.2 Federated Training Simulations

We now turn our attention to using our inferred parameters to run simulations on the server. We
evaluate how closely model performance when training on simulated clients reflects performance
when training on the true federated clients. As federated datasets we use FEMNIST as well as
CIFAR10, partitioned into clients which follow an MDM distribution using the same settings
of the parameters as in Section 3.4.1. The server-side proxy data is the centralized version of
our federated dataset, i.e. the same data but without client identifiers. This setup ensures
there is no distribution shift between the server and client data, which could be a confounding
factor when evaluating the differences between simulated and true model training, beyond
just the partitioning of the server data. In Appendix A.4.2 we provide results for additional
experiments that simulate the practically relevant scenario when the server simulation data
and client data are disjoint. We choose a range of HP settings and for each setting we train a
model with federated averaging on the true clients, the MDM simulated clients, the fully |ID
simulated clients and the conditionally IID simulated clients. For FEMNIST we vary the local
learning rate and local number of epochs used in FedAvg while for CIFAR10 we vary local
batch size, local learning rate and local number of epochs. See Appendix A.3.4 for model and
HP details. We compare the final accuracies of these trained models across the range of HP
settings. The closer the final accuracy of the model trained on simulation clients is to the
one trained on the true clients, the better, and more predictive the simulation is. Figures 3.5
and 3.6 show the results for FEMNIST and CIFAR10. The results for CIFAR10 are for true
clients generated using 2 mixtures and high heterogeneity, see Section 3.4.1. The results
for the other settings are in Appendix A.4.2. We can draw several conclusions from these
plots. Firstly, for both datasets the accuracies are highest on the fully IID simulated clients
across (nearly) all settings of the hyperparameters. In other words this baseline suffers from
giving an overly optimistic prediction as to the performance on the true clients. This is to
be expected given that federated averaging tends to perform better in the presence of low
client heterogeneity. Secondly, training on the MDM simulated clients (red) gives a better
indicator of performance on the true clients (dotted green) as seen by the closeness of the
curves. Across all HP settings the mean of the absolute accuracy difference between the true
clients and our MDM simulated clients was 1.6% compared to 3.3% for the fully 11D simulated
clients for FEMNIST and 0.8% compared to 6.6% for CIFAR10. Finally, while on CIFAR10
the MDM simulation exhibits near identical performance to the true clients, with non-trivial
differences occurring on two particular settings on HPs which we attribute to randomness
in the training process, for FEMNIST there is a non-negligible gap between MDM and the
true clients. In general the MDM simulations overestimate performance on the true clients.
We do observe, however, that the MDM simulations very closely match the conditionally 11D
oracle (green) on FEMNIST. Recall that this oracle captures exactly the label heterogeneity of
the true clients (but nothing more). This again confirms that the parameters we inferred for
FEMNIST in Section 3.4.1 successfully model the true client label distributions, and that this
transfers over to federated model training. It also confirms the existence of client heterogeneity
within the true dataset that goes beyond just the client label distributions. In other words the
MDM simulated clients make it part of the way in capturing the true client heterogeneity but
there is still remaining heterogeneity in the other features that is affecting training.
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3.5 Conclusion

In this chapter we presented an approach to modelling heterogeneous FL clients using a
Mixture-of-Dirichlet-Multinomials. We proposed an efficient and fully federated optimization
procedure to infer the maximum likelihood estimates of the distribution parameters and showed
theoretically the convergence of the update formulas. We empirically evaluated both the
correctness of the proposed algorithm, in terms how well it infers the distributional parameters,
as well as the utility of the inferred parameters themselves. We found that simulations run
using clients generated with the inferred parameters were more representative of true federated
training than those using IID clients. The proposed algorithm is private and compatible with
differential privacy, on either a user or example level. In future work it would be interesting to
further investigate the combination of DP with our proposed inference method, both in the
central DP setting, where a secure aggregator adds noise to the aggregated statistics, and the
local DP setting where the clients themselves add noise prior to aggregation.
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CHAPTER

PeFLL: Personalized Federated Learning
by Learning to Learn

4.1 Motivation and QOutline

As discussed in 2.3, a key challenge of personalized federated learning lies in balancing the
benefit of increased data that is available for joint training with the need to remain faithful to
each client’s own distribution. Most methods achieve this through a combination of global
model training and some form of finetuning or training of a client-specific model. However,
such an approach has a number of shortcomings. Consider, for instance, a federated learning
system over millions of mobile devices, such as Gboard [HRM*19]. Only a fraction of all
possible devices are likely to be seen during training, devices can drop out or in at any time,
and it should be possible to produce models also for devices that enter the system at a later
time. Having to train or finetune a new model for each such new device incurs computational
costs. This is particularly unfortunate when the computation happens on the client devices,
which are typically of low computational power. Furthermore, high communication costs
emerge when model parameters or updates have to be communicated repeatedly between the
server and the client. The summary effect is a high latency before the personalized model is
ready for use. Additionally, the quality of the personalized model is unreliable, as it depends
on the amount of data available on the client, which in personalized federated learning tends
to be small.

In this chapter, we address the above challenges by introducing a new personalized federated
learning algorithm. In PeFLL (for Personalized Federated Learning by Learning to Learn), it is
the server that produces ready-to-use personalized models for any client by means of a single
forward pass through a hypernetwork. The hypernetwork’s input is a descriptor vector, which
any client can produce by forward passing some of its data through an embedding network.
The output of the hypernetwork is the parameters of a personalized model, which the client can
use directly without the need for further training or finetuning. Thereby PeFLL overcomes the
problems of high latency and client-side computation cost in model personalization from which
previous approaches suffered when they required client-side optimization and/or multi-round
client-server communication.

The combined effect of evaluating first the embedding network and then the hypernetwork
constitutes a learning method: it produces model parameters from input data. The process
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is parametrized by the networks’ weights, which PeFLL trains end-to-end across a training
set of clients. This learning-to-learn viewpoint allows for a number of advantageous design
choices. For example, PeFLL benefits when many clients are available for training, where
other approaches might suffer in prediction quality. The reason is that the client models are
created by end-to-end trained networks, and the more clients participate in the training and
the more diverse these are, the better the networks' generalization abilities to future clients.
Also, PeFLL is able to handle clients with small datasets better than previous approaches.
Because the descriptor evaluation is a feed-forward process, it is not susceptible to overfitting,
as any form of on-client training or finetuning would be. At the same time, already during
training the client descriptors are computed from mini-batches, thereby anticipating the setting
of clients with little data.

PeFLL's strong empirical results, on which we report in Section 4.4 are not a coincidence,
but they can be explained by its roots in theory. Its training objective is derived from a new
generalization bound, which we prove in Section 4.3.2 and which yields tighter bounds in the
federated setting than previous ones. PeFLL's training procedure distributes the necessary
computation between the server and the clients in a way that ensures that the computationally
most expensive task happen on the server yet stays truthful to the federated paradigm. The
optimization is stateless, meaning that clients can drop out of the training set or enter it at
any time. Nevertheless, as we show in Section 4.3.1, it converges at a rate comparable to
standard federated averaging.

4.2 Related Work

Hypernetworks [HDL17] have only recently been employed in the context of pFL [MZGX22,
YSW*23]. Typically, the hypernetworks reside on the clients, which limits the methods’
efficiency. Closest to our work are [SNFC21] and [LCW™23], which also generate each clients’
personalized model using server-side hypernetworks. These works adopt a non-parametric
approach in which the server learns and stores individual descriptor vectors per client. However,
such an approach has a number of downsides. First, it entails a stateful optimization problem,
which is undesirable because it means the server has to know at any time in advance which
client is participating in training to retrieve their descriptors. Second, the number of parameters
stored at the server grows with the number of clients, which can cause scalability issues in
large-scale applications. Finally, in such a setting the hypernetwork can only be evaluated
for clients with which the server has interactive before. For new clients, descriptors must
first to be inferred, and this requires an optimization procedure with multiple client-server
communication rounds. In contrast, in PeFLL the server learns just the embedding network,
and the client descriptors are computed on-the-fly using just forward-evaluations on the clients.
As a consequence, clients can drop in or out at any time, any number of clients can be handled
with a fixed memory budget, and even for previously unseen clients, no iterative optimization
is required.

Learning-to-Learn. Outside of federated learning, the idea that learning from several tasks
should make it easier to learn future tasks has appeared under different names, such as continual
learning [Rin94, MCH*15], lifelong learning [TM95, CL18, PKP*19], learning to learn [TP98,
ADG™16], inductive bias learning [Bax00], meta-learning [VD02, FAL17, HAMS21]. In this
work, we use the term learning-to-learn, because it best describes the aspect that the central
object that PeFLL learns is a mechanism for predicting model parameters from training data,
i.e. essentially it learns a learning algorithm.
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The central question of interest is if the learned learning algorithm generalizes, i.e., if it
produces good models not only for the datasets used during its training phase, but also for
future datasets. Corresponding results are typically generalization bounds in a PAC-Bayesian
framework [PL14, AM18, RFJK21, GL22, Rez22], as we also provide in this work. Closest
to our work in this regard is [Rez22], which addresses the task of hyperparameter learning.
However, their bound is not well adapted to the federated learning setting in which the number
of clients is large and the amount of data per client might be small. For a more detailed
comparison, see Section 4.3.2 and Appendix B.2.

4.3 Method

We now formally introduce the problem we address and introduce the proposed PeFLL
algorithm. In this chapter we assume a standard supervised federated learning setting. There
are n clients and each of these has a data set, S; = {(z},v}),..., (", y;"))} ~ D;, for
i € {1,...,n}. Again we adopt a non-i.i.d. setting, so the data distributions can differ
between clients, D; # D; for i # j. For any model, § € R? (we identify models with their
parameter vectors), the client can compute its training loss, £(6;.5;) = % PO (z],97,6),
where £ : X x Y x R? — R is a loss function. The goal is to learn client-specific models, 6;,
in a way that exploits the benefit of sharing information between clients, while adhering to the
principles of federated learning.

PeFLL adopts a hypernetwork approach: for any client, a personalized model, § € R?, is
produced as the output of a shared deep network, h : R! — R¢ that takes as input a
client descriptor v € R!. To compute client descriptors, we use an embedding network,
¢ : X xY — R! which takes individual data points as input and averages the resulting
embeddings:! v(S) = ﬁ Y (zyes @(w,y). We denote the hypernetwork’s parameters as 7,
and the embedding network’s parameters as 7,. As shorthand, we write n = (1, 7,).

Evaluating the embedding network followed by the hypernetwork can be seen as a learning
algorithm: it transforms a set of training data points into model parameters. Consequently,
learning 7 can be seen as a form of learning-to-learn. Specifically, we propose the PeFLL
(Personalized Federated Learning by Learning to Learn) algorithm, which consists of solving
the following optimization problem, where || - || denotes the L2-norm,

min Al 4+ Al 2 + 3 [c(h(v(si; D) mn): i ) + M| (0 (Sis ) nh)Hz]- (4.1)

TR T i—1

PeFLL performs this optimization in a way that is compatible with the constraints imposed by
the federated learning setup. Structurally, it splits the objective (4.1) into several parts: a
server objective, which consist of the first two (regularization) terms, f(n,1,) = \ul|nnl|* +
Aol[70||?, and multiple per-client objectives, each of which consists of the terms inside the
summation f;(0;;S;) = L(0;;5;) + A ’91-]]2. The terms are coupled through the identity
0; = h(v(Si;my);mn). This split allows PeFLL to distribute the necessary computation efficiently,
preserving the privacy of the client data, and minimizing the necessary communication overhead.
Pseudocode of the specific steps is provided in Algorithms 7 and 8.

1This construction is motivated by the fact that v should be a permutation invariant (set) func-
tion [ZKR*l?], but for the sake of conciseness, one can also take it simply as an efficient design choice.
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Algorithm 7 PeFLL-predict

input target client with private dataset S
1: Server sends embedding network 7, to client
Client selects a data batch B C S
Client computes v = v(B;n,)
Client sends descriptor v to server
Server computes 6 = h(v;ny)
Server sends personalized model 6 to client

Algorithm 8 PeFLL-train

input number of training steps, T’
input number of clients to select per step, ¢
1: fort=1,...,7 do
2. P < Server randomly samples c clients
3 Server broadcasts embedding network 7, to P
4 for client i € P in parallel do
5: Client selects a data batch B C §;
6: v; <— v(B;ny), client computes descriptor
.
8
9

Client sends v; to server
0; < h(v;;mp,) server computes personalized model
Server sends 6; to client

10: 67" < client runs k steps of local SGD on f;(6;)

11: Client sends Af; := 0" — 0; to server

12: (An}(f), Aw;) < server runs backprop with error vector Af;
13: Server sends Av; to client

14: Am(,z) < client runs backprop with error vector Av;

15: Client sends Am(,i) to server

16:  end for

17 (1= 2800 + by Siep An)

18 (1= 28000 + by Siep At
19: end for
output network parameters (9, 1,)

We start by describing the PeFLL-predict routine (Algorithm 7), which can predict a personalized
model for any target client. First, the server sends the current embedding network, 7,, to
the client (line 1), which evaluates it on all or a subset of its data to compute the client
descriptor (line 3). Next, the client sends its descriptor to the server (line 4), who evaluates
the hypernetwork on it (line 5). The resulting personalized model is sent back to the client
(line 6), where it is ready for use. Overall, only two server-to-client and one client-to-server
communication steps are required before the client has obtained a functioning personalized
model.

The PeFLL-train routine (Algorithm 8) mostly adopts a standard stochastic optimization
pattern in a federated setting. In each iteration the server selects a batch of available clients
(line 2) and broadcasts the embedding model, 7, to all of them (line 3). Then, each client
in parallel computes its descriptor, v;, (6), sends it to the server (line 7), and receives a
personalized model from the server in return (line 8, 9). At this point the forward pass is over
and backpropagation starts. To this end, each client performs local SGD for k steps on its
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personalized model and personal data (line 10). It sends the resulting update, A#;, to the
server (line 11), where it acts as a proxy for gg%. According to the chain rule, (‘;{:’L = gg% gg;
gi = gg% The server can evaluate both expressions using backpropagation (Iing 12),
because all required expressions are available to it now. Thereby, it obtains updates An;(f) and

Avw;, the latter of which it sends to the client (line 13) as a proxy for %. Again based on the
— Ofi ovi )
) T Oug Onw
An{ (line 14), and sends it back to the server (line 15). Finally, the server updates all network
parameters from the average of the per-client contributions as well as the contributions from

the server objective (lines 17, 18) 2.

and

chain rule (% ), the client computes an update vector for the embedding network,

The above analysis shows that PeFLL has a number of desirable properties: 1) It distributes
the necessary computation in a client-friendly way. The hypernetwork is stored on the
server and evaluated only there. It is also never sent via the communication channel. This is
important, because hypernetworks can be quite large, as already their output layer must have
as many neurons as the total number of parameters of the client model. Therefore, they tend
to have high memory and computational requirements, which client devices might not be able
to provide.

2) It has low latency and communication cost. Generating a model for any client requires
communicating only few and small quantities: a) the parameters of the embedding network,
which are typically small, b) the client descriptors, which are low dimensional vectors, and ¢)
the personalized models, which typically also can be kept small, because they only have to solve
client-specific rather than general-purpose tasks. For the backward pass in the training phase,
three additional quantities need to be communicated: a) the clients’ suggested parameter
updates, which are of equal size as the model parameters, b) gradients with respect to the
client descriptors, which are of equal size as the descriptors, and c) the embedding network’s
updates, which are of the same size as the embedding network. All of these quantities are
rather small compared to, e.g., the size of the hypernetwork, which PeFLL avoids sending.

3) It respects the federated paradigm. Clients are not required to share their training data
but only their descriptors and—during training—the gradient of the loss with respect to the
model parameters. Both of these are computed locally on the client devices. Note that we do
not aim for formal privacy guarantees in this work. These could, in principle, be provided by
incorporating multi-party computation [EKR18] and/or differential privacy [DR14b]. Since a
descriptor is an average of a batch of embeddings, this step can be made differentially private
with some added noise using standard DP techniques such as Gaussian or Laplace mechanisms.
This, however, could add the need for additional trade-offs, so we leave the analysis to future
work.

4.3.1 Convergence Guarantees

We now establish the convergence of PeFLL's training procedure. Specifically, we give
guarantees in the form of bounding the expected average gradient norm, as is common for
deep stochastic optimization algorithms. The proof and full formulation can be found in
Appendix B.3.

2Note that all of these operations are standard first-order derivatives and matrix multiplications. In contrast
to some meta-learning algorithms, no second-order derivatives, such as gradients of gradients, are required.
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Theorem 2. Under standard smoothness and boundedness assumptions (see appendix),
PeFLL's optimization after T' steps fulfills

L XT: E|VF@n)|? < (F(no)—F.) | L(607+4kv3)  224cL3bib} N 8b2o3 N 14L3b%02
T t=1 B \ CT k'\/ CT T b b )
(4.2)

where F' is the PeFLL objective (4.1) with lower bound F,. mnqy are the parameter values
at initialization, 1, ...,nr are the intermediate parameter values. L, L, are smoothness
parameters of F' and the local models. by, by are bounds on the norms of the gradients of the
local model and the hypernetwork, respectively. o, is a bound on the variance of stochastic
gradients of local models, and o4, 03 are bounds on the variance due to the clients generating
models with data batches of size b instead of their whole training set. ¢ is a bound on the
dissimilarity of clients, c is the number of clients participating at each round, and k is the
number of local SGD steps performed by the clients.

The proof resembles convergence proofs for FedAvg with non-i.i.d. clients, but differs in three
aspects that we believe makes our result of independent interest: 1) due to the non-linearity
of the hypernetwork, gradients computed from batches might not be unbiased; 2) the updates
to the network parameters are not simple averages, but consist of multiple gradient steps on
the clients, which the server processes further using the chain rule; 3) the objective includes
regularization terms that only the server can compute.

Discussion Theorem 2 characterizes the convergence rate of PeFLL's optimization step in
terms of the number of iterations, T', and some problem-specific constants. For illustration,
we first discuss the case where the client descriptors are computed from the complete client
dataset (B = S, in Algorithm 7, line 5). In that case, 05 and o3 vanish, such that only three
terms remain in (4.2). The first two are of order % while the third one is of order % For
sufficiently large 7', the first two terms dominate, resulting in the same order of convergence as
FedAvg [KKM*20]. If clients compute their descriptors from batches (B C S;), two additional
variance terms emerge in the bound, which depend on the size of the batches used by the
clients to compute their descriptors. It is always possible to control these terms, though: for
large .S;, one can choose B sufficiently large to make the additional terms as small as desired,
and for small S;, setting B = 5; is practical, which will make the additional terms disappear
completely, see above.

4.3.2 Generalization Guarantees

In this section, we prove a generalization bound that justifies PeFLL's learning objective.
Following prior work in learning-to-learn theory we adopt a PAC-Bayesian framework. For this,
we assume that the embedding network, the hypernetwork and the personalized models are
all learned stochastically. Specifically, the result of training the hypernetwork and embedding
network are Gaussian probability distributions over their parameters, Q; = N (n,; ald), and
Q, = N (n,; a,ld), for some fixed ay,, o, > 0. The mean vectors 7, and 7, are the learnable
parameters, and Id is the identity matrix of the respective dimensions. The (stochastic)
prediction model for a client with dataset S is obtained by sampling from the Gaussian
distribution @ = N (0; apld) for 8 = h(v(S;1,);nn) and some ay > 0.

We formalize clients as tuples (D;, S;), where D; is their data distribution, and 5; s D, is
training data. For simplicity, we assume that all data sets are of identical size, m. We assume
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that both observed clients and new clients are sampled from a client environment, T [Bax00],
that is, a probability distribution over clients. Then, we can prove the following guarantee of
generalization from observed to future clients. For the proof and a more general form of the
result, see Appendix B.2.

Theorem 3. For all § > 0 the following statement holds with probability at least 1 — § over
the randomness of the clients. For all parameter vectors, 1 = (n,,m,):

E E E E(m y, h(v(S;1,); ) Z Z E f(ﬂf Y, h(U(Sz‘§T_]v>§7—7h>)

(D,S)~T (2y)~D Z;v:g: i=1 Maes; Z;LNQU
gl g w2 Hlos(™) | gty S (oS5, ): ) [+ log(*5) +1,
+ + (43)
2n qh~gh 2mn
Ny ~%v

Discussion Theorem 3 states that the expected loss of the learned models on future clients
(which is the actual quantity of interest) can be controlled by the empirical loss on the observed
clients’ data (which we can compute) plus two terms that resemble regularizers. The first term
penalizes extreme values in the parameters of the hypernetwork and the embedding network.
Thereby, it prevents overfitting for the part of the learning process that accumulates information
across clients. The second term penalizes extreme values in the output of the hypernetwork,
which are the parameters of the per-client models. By this, it prevents overfitting on each
client. Because the guarantee holds uniformly over all parameter vectors, we can optimize
the right hand side with respect to 7 and the guarantee will still be fulfilled for the minimizer.
The PeFLL objective is modeled after the right hand side of (4.3) to mirror this optimization
in simplified form: we drop constant terms and use just the mean vectors of the network
parameters instead of sampling them stochastically. Also, we drop the square roots from the
regularization terms to make them numerically better behaved.

Relation to previous work A generalization bound of similar form as the one underlying
Theorem 3 appeared in [Rez22, Theorem 5.2]. That bound, however, is not well suited to
the federated setting. First, it contains a term of order (”J“m)nw, which is not necessarily
small for large n (number of clients) but small m (samples per client). In contrast, the
corresponding terms in our bound, logn‘f and , are both small in this regime. Second,
when instantiating the bound from [Rez22] an addltlonal term of order ||| would appear,
which can be large in the case where the dimensionality of the network parameters is large but

m is small.

10g nm

4.4 Experiments

In this section we report on our experimental evaluation. The values reported in every table
and plot are given as the mean together with the standard deviation across three random
seeds.

Datasets For our experiments, we use three datasets that are standard benchmarks for
federated learning: CIFAR10/CIFAR100 [Kri09] and FEMNIST [CWL*18]. Following prior
pFL works, for CIFAR10 and CIFAR100 we form statistically heterogeneous clients by randomly
assigning a fixed fraction of the total number of C classes to each of n clients, for n €
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{100, 500, 1000}. The clients then receive test and train samples from only these classes. For
CIFAR10 each client has 2 of the C' = 10 classes and for CIFAR100 each client has 10 of
the C' = 100 classes. FEMNIST is a federated dataset for handwritten character recognition,
with C' = 62 classes (digits and lower/upper case letters) and 817,851 samples. We keep
its predefined partition into 3597 clients based on writer identity. We randomly partition the
clients into 90% seen and 10% unseen. The seen clients are used for training while the unseen
clients do not contribute to the initial training and are only used to later assess each method'’s
performance on new clients as described below.

Baselines We evaluate and report results for the following pFL methods, for which we build
on the FL-Bench repository 3: Per-FedAvg [FMO20a], which optimizes the MAML [FAL17]
objective in a federated setting; FedRep [CHMS21], which trains a global feature extractor
and per-client classifier heads; pFedMe [DTN20], which trains a personal model per client
using a regularization term to penalize differences from a global model; kNN-Per [MNVK22],
which trains a single global model which each client uses individually to extract features of
their data for use in a k-nearest-neighbor-based classifier; pFedHN [SNFC21] which jointly
trains a hypernetwork and per client embedding vectors to output a personalized model for
each client. For reference, we also include results of (non-personalized) FedAvg [MMR"17]
and of training a local model separately on each client.

Constructing models for unseen clients We are interested in the performance of PeFLL
not just on the training clients but also on clients not seen at training time. As described
in Algorithm 7 inference on new clients is simple and efficient for unseen clients as it does
not require any model training, by either the client or the server. With the exception of
kNN-Per all other methods require some form of finetuning in order to obtain personalized
models for new clients. Per-FedAvg and pFedMe obtain personal models by finetuning the
global model locally at each client for some small number of gradient steps. FedRep freezes
the global feature extractor and optimizes a randomly initialized head locally at each new
client. pFedHN freezes the trained hypernetwork and optimizes a new embedding vector for
each new client, which requires not just local training but also several communication rounds
with the server. The most efficient baseline for inference on a new client is kNN-Per, which
requires only a single forward pass through the trained global model and the evaluation of a
k-nearest-neighbor-based predictor.

Models Following prior works in pFL the personalized model used by each client is a LeNet-
style model [LBBH98a] with two convolutional layers and three fully connected layers. For
fair comparison we use this model for PeFLL as well as all reported baselines. PeFLL uses
an embedding network and a hypernetwork to generate this personalized client model. For
our experiments the hypernetwork is a three layer fully connected network which takes as
input a client descriptor vector, v € R!, and outputs the parameters of the client model,
6 € RY. For further details, see Appendix A.3. Note that the final layer of the client model
predicts across all classes in the dataset. In case that a client knows which classes it wishes to
predict for (e.g. from its training data) it can select only the outputs for those classes. For
the embedding network we tested two options, a single linear projection which takes as input
a one-hot encoded label vector, and a LeNet-type ConvNet with the same architecture as
the client models except that its input is extended by C' extra channels that encode the label
in one-hot form. The choice of such small models for our embedding network is consistent

3https://github.com/KarhouTam/FL-bench
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CIFAR10 CIFAR100 FEMNIST

#trn.clients| n =90 450 900 90 450 900 3237
Local 8224+0.6 709+£05 65.5£07|394+02 197+02 11.34+0.1)|622+0.1
FedAvg 47.5+0.5 504+06 51.9£0.7]164+04 202+£0.1 20.2+0.2|82.1+£0.2
Per-FedAvg | 79.14+2.1 769+£0.9 76.6+0.3|40.0+£03 31.5£0.2 20.54+0.1|82.7+0.9
FedRep 84.6+£08 792+06 77.3£03|42.7£08 35507 308=£0.5]|83.6£038
pFedMe | 839+£1.2 79.0+20 804=£0.9]|396£05 405+04 346=£0.2|859+£0.8
kNN-Per | 84.0£0.3 82.0+£0.5 79.94+0.7|422+09 3814+04 345£05|852£0.3
pFedHN | 878 £0.5 774+1.3 66.0+1.1|53.6+0.2 2554+03 200£1.2|838+0.3
PeFLL 89.0+08 88.9+04 87.8+04|56.0+0.3 43.2+0.8 409+0.690.1+0.1

(a) Accuracy on clients observed at training time (best values per setup in bold)

CIFAR10 CIFAR100 FEMNIST

#trn.clients| n =90 450 900 90 450 900 3237
Local 81.6+0.7 706+18 655£05|387+09 199+1.1 11.0+0.5|62.1+0.2
FedAvg 486+ 0.3 49.6+10 5H1.7£0.7|171£09 193+£2.0 205+10|81.9+04
Per-FedAvg | 77.6 1.9 69.0£25 673+08|35.6+15 306£04 205405 |8l.1+1.5
FedRep 81.8+1.0 774+17 760£03|386+11 359+£15 31.8+16 | 82.8+0.7
pFedMe 784+22 T43+£14 723+£1.7|31.1£14 323+£05 289402 86.1+04
kNN-Per | 824+£0.7 808+15 784411 |41.8£1.2 3724+20 33.7£0.7|84.6+£0.6
pFedHN | 63.3£3.7 609+24 57.84+20|241+12 21.54+14 208+£1.2|825£0.1
PeFLL 89.3+22 88.9+06 885+03|352+14 381+£04 384+09|90.7+0.2

(b) Accuracy on clients not observed at training time (best values per setup in bold)

Table 4.1: Experimental results on standard pFL benchmarks. In all settings, except CIFAR100
with 100 clients, PeFLL achieves higher accuracy than previous methods, and the accuracy
difference between training clients (top table) and unseen clients (bottom table) is small, if
present at all.

with the fact that the embedding network must be transmitted to the client. We find that for
CIFAR10 and FEMNIST the ConvNet embedding network produces the best results while for
CIFAR100 the linear embedding is best, and these are the results we report.

Training Details We train all methods, except Local, for 5000 rounds with partial client
participation. For CIFAR10 and CIFAR100 client participation is set to 5% per round. For
FEMNIST we fix the number of clients participating per round to 5. The Local baseline trains
on each client independently for 200 epochs. The hyperparameters for all methods are tuned
using validation data that was held out from the training set (10,000 samples for CIFAR10
and CIFAR100, spread across the clients, and 10% of each client's data for FEMNIST). The
optimizer used for training at the client is SGD with a batch size of 32, a learning rate chosen
via grid search and momentum set to 0.9. The batch size used for computing the descriptor
is also 32. More details of the hyperparameter selection for each method as well as ablation
studies are provided in Appendix A.3.

4.4.1 Results

Table 4.1 shows the results for PeFLL and the baseline methods. In all cases, we report the
test set accuracy on the clients that were used for training (Table 4.1a) and on new clients
that were not part of the training process (Table 4.1b). PeFLL achieves the best results
in all cases, and often by a large margin. The improvements over previous methods
are most prominent for previously unseen clients, for which PeFLL produces model of almost
identical accuracy as for the clients used for training. This is especially remarkable in light of
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the fact that several of the other methods have computationally more expensive procedures
for generating models in this setting than PeFLL, in particular requiring on-client or even
federated training to produce the personalized models. We see this result as a strong evidence
that PeFLL successful generalizes, as predicted by Theorem 3.

Comparing PeFLL's results to the most similar baseline, pFedHN, one observes that the latter's
performance decreases noticeably when the number of clients increases and the number of
samples per client decrease accordingly. We attribute this to the fact that pFedHN learns
independent client descriptors for each client, which can become unreliable if only few training
examples are available for each client. Similarly, for Per-FedAvg, pFedMe and FedRep, which
construct personalized models by local finetuning, the model accuracy drops when the amount
of data per client decreases, especially in the more challenging CIFAR100 setup. kNN-Per
maintains good generalization from train to unseen clients, but its performance worsens when
the number of samples per client drops and the kNN predictors have less client data available.
In contrast, PeFLL's performance remains stable, which we attribute to the fact that it learns
the embedding and hypernetwork jointly from all available data. The new client does not have
to use its data for training or finetuning, but rather just to generate a client descriptor. As a
pure feed-forward process, this step does not suffer from overfitting in the low-data regime.

Personalization for clients with only unlabeled data A scenario of particular interest is
when some clients have only unlabeled data available. PeFLL can still provide personalized
models for them in the following way. To train PeFLL, as before one uses only clients which do
have labeled data. However, the embedding network is constructed to take only the unlabeled
parts of the client data as input (i.e. it ignores the labels). Consequently, even clients that
only have unlabeled data can evaluate the embedding network and obtain descriptors, so the
hypernetwork can assign personalized models to them during the text phase. We report results
for this in Table 4.2.

Note that none of the personalized baseline methods from Section 4.4 are able to handle
this setting, because the train or finetune on the test clients. Therefore, the only alternative
would be to train a non-personalized model, e.g. from FedAvg, and use this for clients with
only labeled data. One can see that Personalized Federated Learning by Learning to Learn
improves the accuracy over this baseline in all cases.

CIFAR10 CIFAR100

#trn.clients | n =90 450 900 90 450 900
FedAvg 486 +£03 49.6+£1.0 51.7+0.7|171+09 193+2.0 205+£1.0
PeFLL 84.5£06 836+£1.0 81.5+0.7|263+04 282406 30.3£0.6

Table 4.2: Test accuracy on CIFAR10 and CIFAR100 for (test) clients that have only unlabeled
data.

Analysis of Client Descriptors Our work relies on the hypothesis that clients with similar
data distributions should obtain similar descriptors, such that the hypernetwork then produces
similar models for them. To study this hypothesis empirically, we create clients of different
similarities to each other in the following way. Let C' denote the number of classes and n the
number of clients. Then, for each client i we sample a vector of class proportions, m; € A,
from a Dirichlet distribution Dir(ca) with parameter vector a = (0.1,...,0.1), where AY is
the unitary simplex of dimension C'. Each client then receives a dataset, S;, of samples from
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Figure 4.1: Correlation between client descriptor similarity obtained from the embedding
network and ground truth similarity over the course of training.

each of the C' classes according to its class proportion vector m;. We randomly split the clients
into train and unseen clients, and we run PeFLL on the train clients. Throughout training we
periodically use the embedding network to compute all client descriptors in order to track how
they evolve.

For any pair of such clients, we compute two similarity measures: d7; = ||m;—;||, which provides
a ground truth notion of similarity between client distributions, and d}; = [|v(.S;)—v(S})||, which
measures the similarity between client descriptors. To measure the extent to which d reflects
d™, we use their average rank correlation in the following way. For any unseen client 7 we a form
vector of similarities d} = (dY,...,d},) € R", and compute its Spearman’s rank correlation
coefficient [Spe04] to the corresponding ground truth vector df = (df,...,d},) € R
Figure 4.1 shows the average of this value across the unseen clients after different numbers of
training steps (CIFAR 10 dataset, 1000 clients in total). One can see that the rank correlation
increases over the course of training, reaching very high correlation values of approximately
0.93. Results for other numbers of clients are comparable, see Appendix A.3. This indicates
that the embedding network indeed learns to organize the descriptor space according to client
distributional similarity, with similar clients being mapped to similar descriptors. Moreover,
because these results are obtained from unseen clients, it is clear that the effect does not
reflect potential overfitting of the embedding network to the training clients, but that the
learned similarity indeed generalizes well.

4.5 Conclusion

In this chapter, we presented PeFLL, an algorithm for personalized federated learning based on
learning-to-learn. By means of an embedding network that creates inputs to a hypernetwork
it efficiently generates personalized models, both for clients present during training and new
clients that appear later. PeFLL has several desirable properties for real-world usability. It
stands on solid theoretical foundation in terms of convergence and generalization. It is trained
by stateless optimization and does not require additional training steps to obtain models for
new clients. Overall, it has low latency and puts little computational burden on the clients,
making it practical to use in large scale applications with many clients each possessing little
data.
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CHAPTER

Federated Learning with Unlabeled
Clients: Personalization Can Happen in
Low Dimensions

5.1 Motivation and Outline

In the previous chapter we touched on some of the disadvantages of personalization through
some form of finetuning on the client local data. Our focus in that chapter was primarily on
addressing efficiency disadvantages of such approaches, both in terms of computation and
communication. An issue we briefly touched on, but did not focus on in much detail, is the
fact that such finetuning based approaches require a client to have labeled data in order to
obtain a personalized model. This poses a major challenge for personalization in applications
where active participation from the client (i.e. user) is required to create labels for their local
data. In such scenarios, even though some clients will likely be /abeled (have data with labels),
the majority of potentially participating clients will likely be unlabeled (i.e. have no labels for
their data). Similarly, most future clients will potentially also be unlabeled.

In this chapter we address this issue with FLowDUP: Federated Low Dimensional Unlabeled
Personalization. FLowDUP learns to generate a personalized model for any client,
even if it has only unlabeled data. To do so, it trains a hypernetwork [HDL17] that
takes as input an unlabeled dataset and outputs the parameters of a personalized predictive
model. Crucially, rather than outputting all the parameters of a personalized model, the
hypernetwork instead outputs a parametrization in a subspace of much smaller dimension than
the underlying personalized model. The full model is obtained by multiplying the subspace
parameters with a fixed (random) expansion matrix. The use of a low-dimensional subspace is
a crucial contribution of our work. It allows for the generation of large model architectures
and means that the hypernetwork is small and efficient enough to be transmitted to and run
on the client devices. This allows FLowDUP to adhere strictly to the federated paradigm that
clients data should not be transferred away from the device. Without it, hypernetwork-based
methods are only able to generate very small models and are only practical if the hypernetwork
runs on the central server [SNFC21, AEC24, SZL24], which is at odds with the FL principle
that clients’ data never leaves the clients’ device.

We propose a learning objective for FLowDUP that consists of two parts. The first part
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measures the quality of the generated client models, for which it exploits that some of the
clients at training time do have labels. The second part prevents overfitting by penalizing
large deviations between the generated models and a learned regularization term. Evaluating
it requires only unlabeled data, so it can be computed from all clients available during training.
FLowDUP and its learning objective are motivated by theoretical results derived in a multitask
framework. Specifically, we prove a generalization bound that provides performance guarantees
on unlabeled clients. Our learning objective is derived by optimizing terms that appear in this
bound.

In addition to our theoretical contributions we carry out an experimental evaluation over
a range of datasets, exhibiting various types of statistical heterogeneity, and at a range of
proportions of labeled clients present during training. We conduct additional experiments and
ablation studies to better understand the different components of FLowDUP.

5.2 Related work

Personalized federated learning for unlabeled clients First proposed by [SCST17a],
personalized FL arose from the observation that statistical heterogeneity of client data
distributions can make training a single global model suboptimal [KMA*21]. However, most
works in personalized FL assume that all clients hold labeled data that they can use to
obtain a personalized model, see Appendix C.2. A small number of works have looked at
the problem of personalizing models to unlabeled clients. [YCW™24] apply a popular test
time adaptation method to a FL setting. A global predictive model is personalized on a
client using gradient updates obtained with forward passes through an adaptation model.
Closest to our own work are [AEC24, SZL24] which use a combination of an embedding
network and hypernetwork to generate personalized models using only unlabeled data. Their
approaches differ from ours in two key aspects. Firstly, while they are able to produce
personalized models for unlabeled clients, they are not able to use the unlabeled clients during
training. In contrast, FLowDUP also leverages unlabeled clients during training, which leads
to improved performance. Secondly, and more importantly, they generate all the parameters
of the personalized model, rather than a low dimensional parameterization as FLowDUP
does. Due to the high computational cost of this approach they are only able to generate
very small personalized models for the clients. Moreover, even for such small models the
hypernetwork is too large to send to the clients and instead remains on the server. This leads
to complicated multi-step communication schemes that are inefficient and break the federated
learning paradigm of working only with aggregate client statistics in order to maintain privacy.
Finally, several works have explored Federated Representation Learning in the presence of
statistically heterogeneous clients [ZKY*20, JHJY22]. These methods typically aim to learn a
feature extractor(s) using unlabeled client data. However, obtaining a personalized predictive
model on the client would still require the client to possess labels, and as such these methods
are not applicable to the task we aim to solve.

Theory Beyond standard single-task learning, it has been shown that in multitask learning
(MTL) [Car97, Bax95], when learning multiple related tasks, sharing information between
them can provably improve the performance. Specifically, different works had studied the
generalization behavior of multitask learning [Mau06, CM12, PM13, PL17, YLK*18, DHK*21]
using notions like VC-dimensions [VC71] or Rademacher complexity [BM02]. Recently, with the
success of PAC-Bayesian bounds for studying generalization behavior of neural networks [DR17],
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and due to their strength in parameterizing multitask learning and meta-learning [Sch87],
PAC-Bayes multitask learning has become an active line of research [PL14, AM18, RJFK23,
GL22, ZBL24], However, the focus of these works is inductive multitask learning, where all
tasks have access to labeled data. In contrast, in this work, we introduce transductive multitask
learning, where only a subset of the tasks have labeled data.

5.3 Background

Notation Again n denotes the number of clients participating in training. Each client
i € {l,...,n} possesses a data distribution D; over the shared inputs and output sets, X' x ).
We call n;, the number of clients that hold labeled data and n; the number that hold only
unlabeled data, i.e. n;, + ny = n. We denote by Z;, and Zy the indices of the labeled and
unlabeled clients respectively. So in this chapter we have datasets S;, with m; = |.S;|, and

m;

(XY = (alyf) " ~D; ifieT,

Si = Xz = <$z);n:11 ~ Dz\X if 1 € IU,

(5.1)

where D; x denotes the marginal distribution of D; over X. We denote by f(-; ) : X — Y
a predictive model parameterized by 6 € R?, and by £: ) x Y — R a loss function, such that
U(y, f(x; 0)) measures the prediction quality of f(-; 0).

Learning in a subspace Modern neural networks use models with many parameters, often
more than the number of training examples. However, it has been shown that their intrinsic
dimensionality is much smaller than their number of parameters [LFLY18], i.e. it is possible to
learn strong models in a random subspace of much smaller dimension than the full dimension of
the model parameter space. Formally, to learn model parameters § € R, given an initialization
model #y € R¢, and a random expansion matrix P € R?** (which describes the basis of a
random subspace), we can describe a model in the generated random subspace by learning a
vector v € R¥ as

6 =0, + Pv. (5.2)

Prior work in standard learning [LFLY18] and recently multitask learning [ZGL25] showed that
k can typically be chosen orders of magnitude smaller than d while still allowing high accuracy
models to be trained.

In this work, we keep the matrix P and the initialization 6, fixed, such that 6 is completely
determined by v. With a slight abuse of notation, we then also write f(-; v) as shorthand for
f(; 00+ Pv).

5.4 Personalized federated learning with unlabeled
clients

In this section we present FLowDUP. In 5.4.1 we introduce the problem we are aiming to
solve and propose FLowDUP's learning objective. In 5.4.2 we present the FLowDUP's training

algorithm and in 5.4.3 we present how to use FLowDUP post training to generate personalized
models for unlabeled clients.
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5.4.1 Training objective

Our goal is to generate personalized models for clients that possess only unlabeled data. We
assume we have access to labeled and potentially also unlabeled clients during training, and
that future clients we will encounter might be unlabeled.

The primary object we work with is a hypernetwork h : P(X) — R*, where P(X) denotes
the power set of X'. The goal of h is to take in an unlabeled client dataset and output the
(low dimensional subspace) parameters of a personalized model that works for the underlying
client data distribution. Formally, if X C X then h is defined as

1
’X| reX
where h; : X — R¢ is feature extraction module, which is followed by an average across the
(batch of) features, and a fully-connected module h, : R® — R*,

To generate a client model f given X, we first compute v = h(X), then the full-dimensional
parameters for f are obtained by random expansion: 6 = 6+ Pv as defined in (5.2). The final
personalized model is f(-; ) : X — ). Note that P is a random matrix and the initialization
0y is typically random, and both are fixed before training. Therefore, these matrices can be
generated on the client using an agreed-on random seed, and do not need to be transmitted
via the network.

We denote the trainable parameters of h by v,. Additionally, FLowDUP training also uses a
learnable regularization, ), € R¥, in the low dimensional model subspace to prevent overfitting.
The learnable parameters of FLowDUP are therefore ¢ := (¢, ;).

Training FLowDUP means to learn parameters 1 that, given unlabeled data X, are able to
output personalized client model parameters that work on the distribution that X was drawn
from. Our proposed training objective for doing this has two parts, a loss £, and a (learnable)
regularizer, €).

mlgn L) + AQ(v), (5.4)

The loss measures the quality of a model that is generated for a client, and can therefore be
evaluated only on clients that have at least some labeled data,

L= > Uy [ h(Xisvn), (5.5)

€C (o y)e(XLY)

where, C is a cohort (subset) of clients, X; is a batch of data without labels from client i and
(X1, Y!) is a batch of data with labels from client i. In case (X;,Y;) are empty, for example
because client ¢ has no labeled data, the value of the sum is simply taken to be 0. Intuitively,
L penalizes the hypernetwork parameters 1), for outputting models that perform poorly on
the clients’ data distributions. Notice that different data batches are used to generate the
client model and evaluate it. This is because we want f to be good on the client distribution,

and not just on the actual batch used to generate f.

The regularizer ensures that the learned models do not diverge too much from each other.
It prevents overfitting to individual clients by penalizing large deviations between the client
model parameters and a global learned regularizer. It can be computed on all clients, because
only unlabeled data is required for its evaluation,

Q) = D Ih(Xis ¥n) — ol (5.6)

ieC
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Algorithm 9 FLowDUP- Server

1: Input: Client datasets {S;}",, number of rounds 7", global learning rate 7),, labeled client
sampling rate «

2: Initialize learnable parameters: v

3: forroundt =1to 7T do

4:  Server selects a subset of clients C, with fraction « labeled

for each client i € C in parallel do
Client 7 receives current parameters )
Client ¢ performs local updates: A, < ClientUpdate(S;, )
Client i sends update At); to server

end for

10:  Server aggregates updates: A < %' Sice A

11:  Server updates parameters: 1) <— GradientUpdate(y), Ay ; )

12: end for

13: Return: Final parameters ¢

© ® N oa

Algorithm 10 FLowDUP- ClientUpdate

1: Input: client 7, dataset S;, learnable parameters 1), number of local epochs F, local batch
size B, local learning rate 7, regularization strength A

2: Ystare < U
3: for local epoch j =1 to F do

4. B <« client splits S; into batches of size B

5. for each batch in B do

6: X <« random half of batch of data (no labels required)

7: (X', Y") + remaining half of batch data (with labels if available, else Y’ < ()
8 v h(X:un)

o Qe ot

10: 0 <+ 6y+ Pv

11: L Y pexan Ly, f(2',0)) // interpreted as L + 0if Y/ =)
12: g V(L + Q)

13: 1 < GradientUpdate(v,g; m) // any suitable optimizers, e.g. SGD or
Adam

14:  end for

15: end for

16: Return: parameter update: ¥ — Vstart

where, again, C is a cohort of clients and X; is an unlabeled batch of data from client 7.
Note that, as required for federated learning, the participating clients and data batches can
be different in every update step. The regularization strength, A € R, is a hyperparameter.
We provide a more in depth and formal motivation for our loss function £, based on our
generalization bound, in Section 5.5.

5.4.2 Training procedure

FLowDUP is designed to be trainable by standard federated learning frameworks. Algorithms 9
and 10 show the necessary steps. Algorithm 9 shows the server steps of FLowDUP that follow a
standard Federated Averaging [MMR™17] pattern. Training proceeds over a number of rounds.
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Each round, the server samples a subset of clients with the restriction that a certain fraction,
«, are clients with labeled data. Each client in the subset receives the current parameters 1)
from the server, computes an update to 1) and shares this update with the server. The server
then aggregates the client updates and uses the aggregate to update the learnable parameters
using an update rule of their choice.

The most important step, namely the ClientUpdate, is shown in Algorithm 10. The client
receives the latest iteration of the parameters 1) from the server and computes an update
direction to those parameters by training on their local data for E local epochs. At each
epoch, the client samples a batch of data (line 5) and randomly splits the batch into two
equal parts (lines 6, 7). The first part is used to generate the subspace parameter v (line 8),
note that no labels are required for this step. The client then computes its contribution to the
regularizer value  (line 9). Next, the labeled clients compute the labeled portion of the loss
L (line 11) of the generated client model on the second half of the batch. The total loss is
computed (line 12) and the client updates the learnable parameters 1) with a single gradient
step (line 13). After all local epochs have been run, the client computes the difference between
the final and initial parameters (line 16) and returns this update to the server.

5.4.3 Model generation

After training, inference with FLowDUP is simple and lightweight, in particular it requires no
model training or finetuning, just a single forward pass through k. Given a client, with unlabeled
data X = (x)J 1, the client gets 1) from the server and generates a personalized model by
passing X through the hypernetwork: v = h(X ; v;,) and expanding to full dimensionality:
0 = 0y + Pv. The client then has a personalized classifier f(-; ) that it can use (either on
X and/or on future data).

5.5 Theory

In this section, we provide a generalization bound for transductive multitask learning in the
PAC-Bayesian framework, which provides a theoretical justification for our algorithm. In
contrast to inductive learning, which uses a labeled training dataset to learn a model for
inference on future samples, transductive learning [Vap98], involves access to a set of unlabeled
data for which prediction are desired. Similarly, in transductive multitask learning, there are
both labeled and unlabeled tasks, and the goal is to learn models for all tasks jointly. As our
main theoretical contribution, we prove a PAC-Bayesian generalization bound for transductive
multitask learning for stochastic algorithms that generate a model given an unlabeled dataset.
The proof and the general results are provided in Appendix C.3. Here we provide a result
tailored for our algorithm. Specifically, define a Gaussian distribution over the parameters of
the hypernetwork, p, = N (¢, ; apld) for a fixed ay, and n posterior models for n clients as
Qi = N(h(S;; ¥n); apld), and a regularization distribution as Q@ = N (¢, ; a,Id). Our result
bounds the gap between the true risk, er, of all clients

1 & / / /
er(pn) = Eyjpn ZE(m',y’)wiﬁ(y S h(Sss %))) (5.7)
=1

and the training risk, er, of the labeled clients

1 ny, 1 m .
&) = By 3o 2o S (ol ks S )

'le
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Theorem 4. For all § > 0, and any loss function { : Y x Y — [0, 1], the following statement
holds with probability at least 1 — 9 over the sampling of ny, clients of n clients and randomness
of the dataset. For all parameter vectors, 1 = (1p,, ,):

- nL) sar lUnll? + 1
2nL

er(pn) < érlpn) + J(

n

+ E

Wy ~p

(5.8)

2mn

J o S B (S 07) — UL+ o el +

where ¢, and cy are logarithmic terms in n and ny,.

Discussion. Theorem 4 provides a direct mathematical justification for FLowDUP. Our
overall goal is to achieve high accuracy across all tasks, i.e. minimize the left hand side of
(5.8). That is not a computable quantity, though, so as a proxy we instead minimize its upper
bound on the right hand side of (5.8). That consists of €r(py,), which corresponds to the
training loss across labeled tasks, i.e. FLowDUP's loss £, and some complexity terms. Besides
|4n || and ||2, ||, which are automatically minimized when using optimization steps with weight
decay, the latter in particular contains Y7 Eqy/ [|2(S;; ¥7,) — ¢.|?, which corresponds to
FLowDUP's regularizer €2. The difference between the theoretical viewpoint and the practical
algorithm is that in practice we use deterministic neural networks instead of stochastic models,
so no expected value operations are required. Also, we treat the regularization strength as a
hyper-parameter that can be model-selected, instead of relying on the (often overly pessimistic)
values provided by generalization theory.

On a technical level, Theorem 4 has a number of desirable properties. Firstly, it directly
reflects the transductive setting, as it controls the risk across all clients in terms of the training
loss of just the labeled ones. The complexity term, however, is computed from all clients
and its denominator scales with the total number of available samples, which justifies the use
of unlabeled clients during training, which contribute to the learning of a shared regularizer.
Finally, the sample complexity of the first complexity term is improved by /1 — ny, /n compared
to standard inductive bounds, which holds the promise of better between-client generalization
in transductive compared to inductive learning.

5.6 Experiments

Here we present our empirical results. In 5.6.1 we explain our experimental setup, in 5.6.2 we
include our main results and in 5.6.3 we provide additional experiments and ablation studies to
better understand FLowDUP. Implementation details and further ablation studies can be found
in Appendix C.1. The values in all results tables are given as the mean and standard deviation

of runs over 3 random seeds. We implement our experiments using the pfl-research
library [GSCT24].

5.6.1 Experimental Details

Baselines We are interested in producing a personalized model for an unlabeled client and
consider only baselines that are capable of doing this. The simplest to consider are those that
train a single (full dimensional) global model f on just the labeled clients. This of course results
in a predictive model that can be used by any unlabeled client. In this category we include
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Federated Averaging (FedAvg) [MMR17] and FedProx [LSZ*20]. We also include a baseline
that we call LD-FedAvg that trains the low dimensional subspace parameterization of f, using
federated averaging. This baseline therefore has the same client model f parameterization
as the personalized models generated by FLowDUP. Finally, we include FedTTA [YCW'24]
a federated test time adaption method. It personalizes a globally trained model f to an
unlabeled client with a gradient update obtained by a forward pass with unlabeled data through
an adaptation model.

Datasets We include a range of datasets with different types of statistically heterogeneous
clients. Following prior work in personalized FL we simulate label heterogeneity with a
non-1ID partitioning of CIFAR-10 [Kri09], where each client receives 100 datapoints from
only 2 classes. We simulate heterogeneity in the features X by partitioning and rotating
Fashion-MNIST [XRV17] and MNIST [LBBH98b], as first done by [GCYR20a]. Specifically,
we do this by creating an |ID partitioning of the dataset into clients, where each client receives
100 randomly IID sampled datapoints. Then each client randomly samples a rotation from
{0°,90°,180°,270°} and rotates all of their images by that amount. Finally, we also include
results for FEMNIST [CWL"18], a federated dataset with 62 classes and an existing partition
into around 3500 clients, holding in total ~ 800000 datapoints. The clients in FEMNIST
exhibit both feature (different writing styles) and label (different class frequencies per client)
heterogeneity. For each of the above datasets we simulate a range of different levels of label
prevalence in the clients. Specifically, for p € {0.1,0.2,1.0} we randomly choose pn of the n
total clients to have labels and the rest are fully unlabeled.

Network architectures We run experiments using two different architectures for the client
model f, a CNN following prior work [MMR*17] and a ResNet18 [HZRS16]. On partitioned
CIFAR10 we present results for both the CNN and the ResNet18, for the remaining datasets
we use a CNN. For FLowDUP recall the structure of h is: h(X) = hg(‘%' >wex hi(x)). For
our main results in Section 5.6.2 we always implement h; using the same architecture (CNN
or ResNet18) as f for that particular setting. In Section 5.6.3 we explore the case when
they differ. We implement hy as a fully connected network with a single hidden layer. Both
FLowDUP and LD-FedAvg work with subspace parameterizations of the client models f. For
the results in Section 5.6.2 we set the subspace dimension to & = 10*. This represents an
approximately 15x reduction in the number of client model parameters for the CNN and
1100x for ResNet18. We examine the impact the choice of k£ has in 5.6.3. For FedTTA the
global model architecture is the same as that used for FedAvg and the adaptation model is
the same 3-layer network as used in [YCW™24].

5.6.2 Experimental results

Our main results are shown in Tables 5.1 and 5.2. Table 5.1 shows class-partitioned CIFAR10
as we vary the fraction of labeled clients present in the training set (p). The left part of
the table shows the results for when the model architecture is a CNN and the right part for
ResNet18. The results show that FLowDUP performs best across the board. As expected
all methods improve as the fraction of labeled clients increases and when we switch from
using a CNN to a ResNet18. Notably, even when using the CNN architectures, FLowDUP is
able to outperform the non-personalized baselines using a ResNet18. We also observe that
LD-FedAvg has significantly lower performance than FedAvg. This shows that in fact for a
single global predictive model, lower subspace dimension reduces the power of the model.
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Table 5.1: Class-partitioned CIFAR10 for varying fractions, p, of the training clients having
labeled data. Accuracy on unlabeled test clients.

Model CNN ResNet18
P 0.1 0.2 1.0 0.1 0.2 1.0

FedAvg 479 £ 0.1 535+04 636 +04 63609 689£07 759+0.3
FedProx 476 £ 0.3 533 +03 63.7+06 635+£08 688+05 759 +0.3
LD-FedAvg 416 + 0.6 478 £1.1 562+ 0.7 546 £0.8 60.0+ 0.5 65.4 + 0.1
FedTTA 572 +£10 602+11 69.7+38 693 +23 77.2£15 819+21
FLowDUP 66.1 £15 753 +18 866 +0.1 727+ 13 829+ 18 923+ 0.4

Table 5.2: Rotated Fashion-MNIST (left) and FEMNIST (right) for varying fractions, p, of
the training clients having labeled data. Accuracy on unlabeled test clients.

Dataset Rotated Fashion-MNIST FEMNIST
P 0.1 0.2 1.0 0.1 0.2 1.0

FedAvg 77.7+01 792+02 814+06 765+03 78.0+£03 843 £0.1
FedProx 77.3+07 787+04 80.0+06 723 +£04 74804 833 +0.0
LD-FedAvg 76.1 +1.1 788 £03 813 +£0.1 614+14 744+03 80604
FedTTA 78305 80.2+01 81.2+02 71.1+£24 72635 743 £3.1
FLowDUP 815 +03 833 +05 873+0.2 845+04 864 +03 89.3+£0.1

However, FLowDUP's strong performance shows that, given a well learned representation of
client heterogeneity in h, a low dimensional subspace model can obtain good personalized
performance.

Table 5.2 shows the results for Rotated Fashion-MNIST (left) and FEMNIST (right). The
results for Rotated MNIST can be found in the Appendix in Table C.1. For these datasets all
methods use the CNN architecture. When comparing to CIFAR1O0, for both these datasets
FedTTA performs quite poorly. This is to be expected given that FedTTA adapts the global
model based on the output logits of the unlabeled data. When statistical heterogeneity is
present only in the labels (as is the case for class-partitioned CIFAR10), the logits are a good
summary of the client personalization requirements. However, in the presence of feature
heterogeneity the logits alone provide a poor adaptation signal. FLowDUP performs better as
it personalizes based on all the clients feature data.

5.6.3 Additional Studies

Here we provide results from additional experiments investigating the components of FLowDUP.
In addition to these we include in the appendix a study of the effect that training with
unlabeled clients has (Tables C.2 and C.3) as well as the benefits of the learnable regularizer
¥, (Table C.4).

Differing client model architectures We train h to output personalized model parameters
in a subspace of dimension k. However, for any given k we are still free to choose the
architecture of the client model f. Moreover, the choice of architecture of f does not affect
the communication cost of the training procedure (which is critical and typically the primary
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Table 5.3: Accuracy of FLowDUP for architecture combinations on class-partitioned CIFAR10.

Model Architecture Fraction Labeled (p)

hq f 0.1 0.2 0.5 1.0
CNN CNN 6.1 £ 15 753 £18 833 +£15 86.6 0.1
CNN ResNet1l8 714 +£05 80.0+£33 880+£09 90.7+0.2

ResNet18 CNN 67.0+24 780+31 873+13 885+1.1
ResNetl8 ResNetl8 7274+ 13 829 +18 91.04+04 923+ 0.4

Table 5.4: Accuracy of FLowDUP with different subspace dimensions, k, on class-partitioned
CIFAR10.

Fraction Labeled (p) 0.1 0.2 0.5 1.0

FLowDUP (k = 200) 56.6 £ 1.9 657+£29 700£18 71.2+0.7
FLowDUP (k = 500) 600+ 19 698 +£28 759+£12 769 =£0.8
FLowDUP (k =2000) 645+03 725+17 803+15 835+0.9
FLowDUP (k = 10000) 66.1 +£15 753 +18 833+15 86.6+0.1

bottleneck when running federated training in practice). It does, however, affect the compute
cost on the client side. On the flip side, the choice of hypernetwork architecture does affect
the communication cost as h is transmitted from server to client. This gives FLowDUP some
flexibility when trading off communication vs computational cost. In Table 5.3 we show results
for CIFAR1O0 for different combinations of hypernetwork and client model architectures. The
results show that for a fixed subspace dimension k, changing the architecture of hy or f can
have a substantial impact on performance. Most notably, when comparing row 1 with 2, and
row 3 with 4, we see that changing f from a CNN to a ResNet18 gives a performance boost
of 4-5% without incurring any additional communication cost.

Varying the subspace dimension While the choice of client model architecture affects only
the computational cost of FLowDUP, the subspace dimension & affects both communication
and computational cost. This is because the final layer of h has dimension £ and the matrices
in 5.2 scale with k. Table 5.4 shows results for FLowDUP on CIFAR10 as we vary k. In these
experiments we fix the architectures of h; and f to be CNN. We observe that performance
increases monotonically with k. Most notably we observe that, except for p = 0.1, FLowDUP
outperforms the baselines, even for very low values of k£ which in turn incur low compute costs
on the client.

Understanding dataset embeddings Recall the hypernetwork architecture from (5.3). We
can interpret the input to hy as an embedding representation of the client dataset X, which
we call

1
r(X) = X > hi(x). (5.9)

rzeX

To better understand the inner workings of this mechanism we visualize the space of dataset
embeddings. Concretely, for each validation client in the Rotated Fashion-MNIST dataset, we
compute r(X;) for the h that was trained on the training clients. For our experiments these
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Figure 5.1: Visualization of the client embeddings on Rotated Fashion-MNIST. Projection to
two dimensions using PCA (left) and t-SNE (right).

representations are 256-dimensional, therefore to create a visualization we apply dimensionality
reduction. We separately apply both PCA and t-SNE [vdMHO08] to project the representations
into 2 dimensions. The scatter plots (Figure 5.1) show that FLowDUP learns to organize
the space of client dataset representations according to the present statistical heterogeneity,
namely that the representations are clustered according to which rotation the data has. Note
that nowhere in the learning objective is this hard coded. Rather FLowDUP has learned the
type of heterogeneity present in the client datasets, and organized the representation space so
that in this case, roughly speaking, clients with the same rotation receive the same model.

5.7 Conclusion

In this chapter we presented FLowDUP, a method that can generate personalized models for
clients using only a single forward pass with unlabeled data. FLowDUP's training objective is
theoretically motivated by our new generalization bound in a transductive multitask framework
and is able to make use of both labeled and unlabeled clients during training for improved
performance. Our empirical evaluation demonstrated that FLowDUP can achieve strong
performance in the presence of both feature and label heterogeneity. In additional studies, we
investigated the effect of model architecture choices, subspace dimension, the benefit of using
unlabeled clients and how FLowDUP is able to capture dataset heterogeneity.

FLowDUP’s main strength is also its main limitation: because it uses only the unlabeled data
to produce a personalized model, it will struggle in a setting where the conditional distributions,
(D;)y|x, differ across clients in a way such that knowledge of the marginals, (D;)x, are
insufficient to infer good predictive models. Such situations could be possible, for example,
in subjective prediction tasks, such as product recommendations or sentiment analysis. This
limitation is not specific to FLowDUP though: all methods that rely only on unlabeled client
data would fail in this setting, so additional information sources would be required, such as
meta-data or user participation.
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CHAPTER

Differentially Private Federated
k-Means Clustering with Server-Side
Data

6.1 Motivation and Outline

In previous chapters we have focused primarily on modeling data heterogeneity and directly
adapting to it through training free personalization in a supervised setting. In this chapter we
change the nature of our approach to data heterogeneity and instead focus on being unaffected
by it. We do this in the context of unsupervised learning, more specifically clustering. Clustering
has long been the technique of choice for understanding and identifying groups and structures
in unlabeled data and effective algorithms to cluster non-private centralized data have been
around for decades [Ll082, SM00, NJWO01]. However, the major paradigm shift in how data
are generated nowadays presents new challenges that often prevent the use of traditional
methods. In this chapter we close this gap by introducing FedDP-KMeans, a fully federated and
differentially private k-means clustering algorithm. Our main innovation is a new initialization
method, FedDP-Init, that leverages server-side data to find good initial centers. Crucially,
we do not require the server data to follow the same distribution as the client data, making
FedDP-Init applicable to a wide range of practical FL scenarios. The initial centers serve
as input to FedDP-Lloyds, a simple federated and differentially private variant of Lloyds
algorithm [Ll1082]. As we discussed already in 2.1.2 a good initialization is critical to obtaining
a good final clustering. While this is already true for non-private, centralized clustering, it is
especially the case in the differentially private, federated setting, where we are further limited
by privacy and communication constraints in the number of times we can access client data
and thereby refine our initialization. We report on experiments for synthetic as well as real
datasets in two settings: when we wish to preserve individual data point privacy, as is common
for cross-silo federated learning settings [LFTL20], and client-level privacy, as is typically used
in cross-device learning settings [MMR™*17]. In both cases, FedDP-KMeans achieves clearly
better results than all baseline techniques. We also provide a theoretical analysis, proving
that under standard assumptions for the analysis of clustering algorithms (Gaussian mixture
data with well-separated components), the cluster centers found by FedDP-KMeans converge
exponentially fast to the true component means and the ground truth clusters are identified
after only logarithmically many steps.

51



6. DIFFERENTIALLY PRIVATE FEDERATED k-MEANS CLUSTERING WITH SERVER-SIDE DATA

6.2 Related Work

For prior works relating to the theory of clustering, see Section D.1. Within FL, clustering
appears primarily for the purpose of grouping clients together. Such clustered FL techniques
find a clustering of the clients while training a separate ML model on each cluster [SMS20,
GCYR20b, XHTZ20]. In contrast, in this work we are interested in the task of clustering
the clients’ data points, rather than the clients. In [DLS21], the one-shot scheme k-Fed is
proposed for this task: first all clients cluster their data locally. Then, they share their cluster
centers with the server, which clusters the set of client centers to obtain a global clustering
of the data. However, due to the absence of aggregation of the quantities that clients share
with the server, the method has no privacy guarantees. [LMY*20] propose using federated
averaging [MMRT17] to minimize the k-means objective in combination with multi-party
computation. Similarly, [MRT20] describe an efficient multi-party computation technique
for distance computations. This will avoid the server seeing individual client contributions
before aggregation, but the resulting clustering still exposes private information. For private
clustering, many methods have been proposed based on DPLloyd's [BDMNO5], i.e. Lloyd's
algorithm with noise added to intermediate steps. The methods differ typically in the data
representation and initialization. For example, [SCL*16] creates and clusters a proxy dataset
by binning the data space. This is, however, tractable only in very low dimensions. [RXY*17]
chooses initial centers by forming subsets of the original data and clustering those. [ZLH*22]
initializes with randomly selected data points and uses multi-party computation to securely
aggregate client contributions. None of the methods are compatible with the FL setting. On
the other hand, algorithms designed for Local Differential Privacy [CGKM21, DITHS24] could
directly work in FL; albeit with an additive error so large that it makes any implementation
impractical [CJN22]. DP algorithms that work in parallel environment, such as in [CEM*22]
could potentially be adapted to FL, however requiring a large number of communication
rounds.

6.3 Method

Again we denote by n the number of clients. Each client, i, possesses a dataset S; =
xl, ..., 2 +i™ ~ D;. We denote by P* € R¥™i the matrix obtained by stacking S; so that
each column is a data point. The server also has some data, (), which can be freely shared
with the clients, but that is potentially small and out-of-distribution (i.e. not following the
client data distribution). The goal is to determine a k-means clustering of the joint clients’
dataset S := U, S;, or equivalently of the stacked matrix P € R¥™™ in a federated and
differentially private way. We propose FedDP-KMeans, which solves this task in two stages.
The first, FedDP-Init (Algorithm 11), is our main contribution: it constructs an initialization
to k-means by exploiting server-side data. The second, FedDP-Lloyds (Algorithm 12), is a

simple federated DP-Lloyds algorithm, which refines the initialization.

6.3.1 FedDP-Init

Sketch: FedDP-Init has three steps: Step 1 computes a projection matrix onto the space
spanned by the top k singular vectors of the client data matrix P. Step 2 projects the server
data onto that subspace, and computes a weight for each server point ¢ that reflects how
many client points have ¢ as their nearest neighbor. Step 3 computes initial cluster centers in
the original data space by first clustering the weighted server data in the projected space and
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then refining these centers by a step resembling one step of Lloyd's algorithm on the clients,
but with the similarity computed in the projected space. To ensure the privacy of the client
data all above computations are performed with sufficient amounts of additive noise, and
the server only ever receives noised aggregates of the computed quantities across all clients.
Consequently, FedDP-Init is differentially private and fully compatible with standard FL and
secure aggregation setups, as described in Section 2.4.2. Intuitively, the goal of Step 1 is
to project the data onto a lower-dimensional subspace that preserves the important variance
(i.e. distance between the means) but reduces the variance in nuisance direction (in particular
the intra-cluster variance). This construction is common for clustering algorithm that strive
for theoretical guarantees, and was popularized by [KK10]. Our key novelty lies in Step 2
and 3: here, we exploit the server data, essentially turning it into a proxy dataset on which
the server can operate without any privacy cost. After one more interaction with the clients,
the resulting cluster centers are typically so close to the optimal ones, that only very few
(sometimes none at all) steps of Lloyd's algorithm are required to refine them. Our theoretical
analysis (Section 6.4) quantifies this effect: for suitably separated Gaussian Mixture data, the
necessary number of steps to find the ground truth clusters is at most logarithmic in the total
number of data points.

Algorithm 11 FedDP-Init

1: Input: Client data sets P!, ..., P", # of clusters k, privacy parameters 1, €2, €3¢, €31, 0
2: Step 1: / / Projection onto top k singular vectors

3: for clienti=1,...,n do

4. Client i computes outer product P!(P%)T

5: end for -

6: Server receives noisy aggregate PPT = Y"1 | P{(P)T + Nyyq(0, 0%(g1, 6; A?))

7: Server forms a projection matrix I from top k eigenvectors of PpT

8: Step 2: / / Determine importance weights

9: for clienti=1,...,n do
10:  Client 7 receives II and IIQ) from server
11:  for every point ¢ € 11() do
12: Client i computes weight w,(ILP") := ‘{p eIP" |Vq¢ e T1IQ, |lp—q| < |p— q’||}‘
13:  end for
14: end for .
15: Server receives noisy aggregate w,(ILP) = Y- ; w,(IIP*) 4+ Lap(0, é) for each ¢ € I1Q
16: Step 3: / / Cluster projected server points and initialize
17: Server computes cluier\centers &1, ..,&, by running k-means clustering of IIQ) with

per-sample weights w,(ILP)
18: for clienti=1,...,n do
19:  Client ¢ receives &1, .., & from server
20:  Client i computes S = {p € P*: Vj', |[[TIp — & < [[Ip — & ||}, for j =1,...,k
21:  Client 7 computes m} = Ypes: p and nl = |5

22: end for

23: Server receives noisy aggregates m; = i m}+Ny(0, 0% (e3¢, 0; A)) and 7 = Y7 nl +
Lap(0, o)

24: Server computes initial centers v; = m;/n; for j=1,...k

25: Qutput: Initial cluster centers v, .., v
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In the rest of this section, we describe the individual steps in more detail. For the sake of
simpler exposition, we describe only the setting of data-point-level DP. However, only minor
changes are needed for client-level DP, see Section 6.5. As private budget, we treat 9 as fixed
for all steps, and denote the individual budgets of the three steps as €1, €5 and €3. We provide
recommendations how to set these values given an overall privacy budget in Appendix D.8.1.

Algorithm details — Step 1: The server aims to compute the top k eigenvectors of the
clients’ data outer product matrix PPT. However, in the federated setup, it cannot do so
directly because it does not have access to the matrix P. Instead, the algorithm exploits that
the overall outer product matrix can be decomposed as the sum of the outer products of each
client data matrix, i.e. PPT = " | P{(P")T. Therefore, each client can locally compute
their outer product matrix and the server only receives their noisy across-client aggregate,

—

PPT. We ensure the privacy of this computation by the Gaussian mechanism. The associated
sensitivity is the maximum squared norm of any single data point, which is upper bounded by
the square of the dataset radius, A. Consequently, a noise variance of 02 (e, d; A?) ensures
(€1, 0)-privacy, as shown by [DTTZ14].

The remaining operations the server can perform noise-free: it computes the top k eigenvectors

of PPT and forms the matrix II € R%*“ from them, which allows projecting to the k-
dimensional subspace spanned by these vectors(which we call data subspace). The projection
provides a data-adjusted way of reducing the dimension of data vectors from potentially large
d to the much smaller k. This is an important ingredient to our algorithm, because in low
dimension typically less noise is required to ensure privacy. The lower dimension also helps
keep the communication between server and client small. The dimension k is chosen, because
for sufficiently separated clusters, one can expect the subspace to align well with the subspace
spanned by the cluster centers. In that case, the projection will preserve inter-cluster variance
but reduce intra-cluster variance, which improves the signal-to-noise ratio of the data.

Step 2: Next, the server computes per-point weights for its own data such that it can
serve as a proxy for the data of the clients. The server shares with the clients the computed
projection matrix II, and its own projected dataset 1I(). Each client uses II to project its
own data to the data subspace. Then, it computes a weight for each server point ¢ € 11Q)
as, wy(IIP") = ‘{p € UP" | V¢ € TQ,|lp—qll < |lp — ¢||}|, that is, the count of how
many of the client’s projected points are closer to ¢ than to any other ¢’ € I1(Q), breaking
ties arbitrarily. The weights are sent to the server in aggregated and noised form. As an
unnormalized histogram over the client data, the point weight has L!-sensitivity 1. Therefore,
the Laplace mechanism with noise scale 1/¢5 makes this step (2,0)-DP. The noisy total

weights, w,(IIP) for ¢ € 11Q, provide the server with a (noisy) estimate of how many client
data points each of its data points represents. It then runs k-means clustering on its projected

—

data IIQ), where each point ¢ receives weight w,(IIP) in the k-means cost function, to obtain
centers &1, ..., & in the data subspace.

Step 3: In the final step the server constructs centers in the original space. For this, it
sends the projected centers &, ..., to the clients. For each projected cluster center &;, each
client i computes the set of all points p € P’ whose closest center in the projected space is
&, ie. Sii={pe P : Vj,|Tlp =&l < |TIp —&ll}. For any j, the union of these sets
across all clients would form a cluster in the client data. We want the mean vector of this
to constitute the j-th initialization center. For this, each client © computes the sum, and
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the number, of their points in each cluster, m; = Zpes;_p, n! = |S;| Aggregated across all
clients one obtains the global sum and count of the points in each cluster: m; = >>7"; m§- and
n; = > iy nf To make this step private, we first split €3 = e3¢ + e3,. For m; which has
L*-sensitivity A, we apply the Gaussian mechanism with variance 0?(e3¢, d; A). For n;, which
has the L'-sensitivity is 1, we use the Laplace mechanisms with scale 1/e37. This ensures
(e3¢, 0) and (e3z,0) privacy, respectively, and therefore (at least) (¢, d) privacy overall for this
step. Finally, the server uses the noisy estimates of the total sums and counts, m; and 7}, to
compute approximate means v; = m;/n;, and outputs these as initial centers.

6.3.2 FedDP-Lloyds

The second step of FedDP-KMeans is a variant of Lloyd's algorithm that we adapt to a private
FL setting. The basic observation here is that a step of Lloyd’s algorithm can be expressed only
as summations and counts of data points. Consequently, all quantities that the server requires
can be expressed as aggregates over client statistics which allows us to preserve user privacy

with secure aggregation and DP. Specifically, assume that we are given initial centers 19, ... 1},
and a privacy budget (4, d4), which we split as €4 = g4 +€4. Forroundst =1,...,T, we

repeat the following steps. The server sends the latest estimate of the centers to the clients.
Each client i computes, for j = 1,....k, St :={pe P :Vj' |p—vi | < llp— i7"},
the set of points whose closest center is 1/;-_1. Note that in contrast to the initialization,
the distance is measured in the full data space here, not the data subspace. The remaining
steps coincide with the end of Step 3 above. Each client ¢ computes the summations and
counts of their points in each cluster: m; = Zpesjz;p and nf = \S]’] These are aggregated
tom; = >, mé and n; = 1", nj, and made private by the Gaussian mechanisms with
variance 02(e4¢/T,0/T, A) and the Laplacian mechanism with scale T'/e4;, respectively. The
server receives the noisy total sums and counts m; and 7n;, and it updates its estimate of the
centers as y; = m,/n;. Overall, the composition property of DP ensures that FedDP-Lloyds

is at least (g4, d)-private.

J

Algorithm 12 FedDP-Lloyds

1: Input: Initial centers 1?,... 19, P, steps T, privacy parameters ¢, €1, 0
2. fort=1,...,7T do

3: forclienti=1,...,ndo

4: Client 7 receives v/i~', ... vt~ from Server

5: for j=1,... .k do

6: Client i computes S? := {p € P':Vj', [p— ;7' < llp —vi ||}
7: Client 7 computes m’; = Ypes: Py nl = |5

8: end for

9: end for ‘
10:  Server gets m; = 31y m) + Nu(0, TA%0%(e¢ /T, 6)) and 7 = 7, ] + Lap(0, £)
11:  Server computes centers vf =m;/ny, j =1,...,k

12: end for

13: Qutput: Final cluster centers v, .. vl

The choice of noise parameters ensure that the combination of our two algorithms is differentially
private:
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Theorem 5. FedDP-KMeans followed with FedDP-Lloyds is (¢,9)-DP for e = &1 + &9 + €36 +
€3r + €46 + €41

6.4 Theoretical analysis

We analyze the theoretical properties of FedDP-KMeans in the standard setting of data from
a k-component Gaussian mixture, i.e. the data P is sampled from a distribution D(z) =

;?:1 w;G;(x) with means i, covariance matrix 3, and cluster weight w;. The data is
partitioned arbitrarily among the clients, i.e. each clients data is not necessarily distributed
according to D itself. We denote by G; the set of samples from the j-th component G;: the
goal is to recover the clustering G4, ..., Gj. The server data, Q C R?, can be small and not

of the same distribution as P.

Our main result is Theorem 7, which states that FedDP-KMeans successfully clusters such
data, in the sense that the cluster centers it computes converge to the ground truth centers,
i.e. the means of the Gaussian parameters, and the induced clustering becomes the ground
truth one. In doing so, the algorithm respects data-point differential privacy. For this result to
hold, a separation condition is required (Definition 6). It ensures that the ground truth cluster
centers are separated far enough from each other to be identifiable. We first introduce and
discuss the separation condition and then state the theorem. The proof is in Appendix D.5
and D.6.

Definition 6 (Separation Condition). For constant ¢, a Gaussian mixture ((,uj, X5, wj)> —_—
J=1L0

with m samples is called c-separated if

. ) k
vj # jla H:u] - :uj'H >c Eamaxlog<m>7
J

where 0.« is the maximum variance of any Gaussian along any direction. For some large
enough constant c fixed independently of the input, we say that the mixture is separated*

Note that the dependency in log(m) is unavoidable, because with growing m also the chance
grows that outliers occur from the Gaussian distributions: assigning each data point to its
nearest mean would not be identical to the ground truth clustering anymore.

To prove the main theorem, two additional assumptions on P are required: (1) the diameter
of the dataset is bounded by A := O(m) — so that the noise added to compute

EWmin
a private SVD preserves enough signal.> (2): there is not too many server data, namely
Q] < % This ensures the noise added Step 2 is not overwhelming compared to the
signal. Note that conditions (1) and (2) can always be enforced by two preprocessing steps,
which we present as part of the proof in Appendix D.5. In practice, however, they are typically
satisfied automatically, see Appendix D.7.2. This allows use of the algorithm directly as stated.

1The constant c is determined by prior work: see [AS12]

2|t may be surprising to see that the diameter is allowed to increase when the privacy budget ¢ gets
smaller. However, Theorem 7 also requires the sample size to increase with 1/e, which counterbalances the
growth of A.
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Figure 6.1: Results with data-point-level privacy (k = 10). Left: synthetic mixture of Gaussians
data with 100 clients. Right: US census dataset. The 51 clients are US states, each client has
the data of individuals with employment type “Federal government employee".

Theorem 7. Suppose that the client dataset P is generated from a separated Gaussian
mixtures with m > (3 M samples, where (; is a universal constant, and that ()

min

contains a least one sample from each component of the mixture. Then, there is a constant
(o such that, under assumptions (1) and (2), the centers vy, ..., vy, that are computed after T
steps of FedDP-Lloyds satisfy with high probability

mao? TAlog(m
IIMj—VjHSCz-(TT- max | T4 log( >). (6.1)

|G]| EMWmin

Furthermore, there is a constant (3 such that, after (3log(m) rounds of communication, the
clustering induced by v1, ..., v, is the ground-truth clustering G, ..., G.
Note that assumption (1) implies that ML() is negligible compared to m. That means, the
estimated centers converge exponentlally fast towards the ground truth.

6.5 Experiments

We now present our empirical evaluation of FedDP-KMeans, which we implemented using the
pfl-research framework [GSC*24].

To verify the broad applicability of our method we run experiments in both the setting of
data-point-level privacy, see Section 6.5.1, and client-level privacy, see Section 6.5.2. The
appropriate level of privacy in FL is typically determined by which data unit corresponds to a
human. In cross-silo FL we typically have a smaller number of large clients, e.g. hospitals, with
each data point corresponding to some individual, so data point-level privacy is appropriate. In
cross-device FL, we typically have a large number of clients, where each client is a user device

such as a smartphone, so client-level privacy is preferable. Our chosen evaluation datasets
reflect these dynamics.

Appendix A.3 contains additional details regarding the experimental evaluation and Appendix
D.8 contains additional experiments and ablation studies. In particular, in D.8.1, we investigate
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how to set important hyperparameters of FedDP-KMeans, such as the privacy budgets of the
individual steps. In D.8.2, we examine what happens when not all target clusters are present
in the server data. Finally, in D.8.3, we discuss how to use existing methods for choosing k,
based on the data, in the context of FedDP-KMeans.

Baselines As natural alternatives to FedDP-KMeans we consider different initializations of
k-means combined with FedDP-Lloyds. Two baselines methods use the server data to produce
initialization: ServerKMeans++ runs k-means++ on the server data, while ServerLloyds
runs a full k-means clustering of the server data. The baselines can be expected to work
well when the server data is large and of the same distribution as the client data. This,
however, is exactly the situation where the server data would suffice anyway, so any following
FL would be wasteful. In the more realistic setting where the server data is small and/or
out-of-distribution, the baselines might produce biased and therefore suboptimal results. As a
third baseline, we include the SpherePacking initialization of [SCL*17]. This data-independent
technique constructs initial centroids that are suitably spaced out and cover the data space,
see Appendix D.7.3 for details. None of the above baselines use client data for initialization.
Therefore, they consume none of their privacy budget for this step, leaving all of it for the
subsequent FedDP-Lloyds. We also report results for two methods that do not actually adhere
to the differentially-private federated paradigm. k-FED [DLS21] is the most popular federated
k-means algorithm. As we will discuss in Section 6.2 it does not exploit server data and
does not offer privacy guarantees. Optimal we call the method of transferring all client data
to a central location and running non-private k-means clustering. This provides neither the
guarantees of FL nor of DP, but is a lower bound on the k-means cost for all other methods.

Evaluation Procedure We compare FedDP-KMeans with the baselines over a range of
privacy budgets. Specifically, if a method has s steps that are (¢1,9),...,(g5,0) DP then
the total privacy cost of the method is computed as (Eiotal, 0) by strong composition using
Google's dp_accounting library 3. We fix § = 107 for all privacy costs. We vary the ¢; of
individual steps as well as other hyperparameters, e.g. the number of steps of FedDP-Lloyds,
and measure the k-means cost of the final clustering. For each method we plot the Pareto
front of the results in (k-means cost, €iotal) Space. When plotting we scale the k-means cost
by the dataset size, i.e. by 1/m. This evaluation procedure gives us a good overview of the
performance of each method at a range of privacy budgets. However, on its own it does not
tell us how to set hyperparameters for FedDP-KMeans, such how much privacy budget to
assign to each step. Knowing how to do this is important for using FedDP-KMeans in practice
and we address this in Appendix D.8.1.

6.5.1 Data-point-level Privacy Experiments

Privacy Implementation details In our theoretical discussion we assumed that no individual
data point has norm larger than A in order to compute the sensitivity of certain steps. As
A is typically not known in practice, in our experiments we ensure the desired sensitivity by
clipping the norm of each data point to be at most A, before using it in any computation. A
is now a hyperparameter of the algorithm, which we set to be the radius of the server dataset.

Datasets We evaluate on synthetic and real federated datasets that resemble a cross-silo FL
setting. Our synthetic data comes from a mixture of Gaussians, as assumed for our theoretical

3https ://github.com/google/differential-privacy/tree/main/python/dp_accounting
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Figure 6.2: Results with client-level privacy (k = 10). Left: synthetic mixture of Gaussians

data with 2000 clients. Right: stackoverflow dataset with 9237 clients, topic tags github and
pdf.

results in Section 6.4. The client data is of this mixture distribution. To simulate related,
but OOD data, the server data consists of two thirds data from the true mixture and one
third data that is uniformly distributed. We additionally evaluate on US census data using the
folktables [DHMS21] package. The dataset has 51 clients, each corresponding to a US state.
Each data point contains the information about a person in the census. We create a number
of clustering tasks by filtering the client data to contain only those individuals with some
chosen employment type. The server then recieves a small amount of data of individuals with
a different employment type, to simulate related but OOD data. Full details on the datasets
are in Appendix D.7.1.

Results See Figure 6.1. The left panel shows results for the Gaussian mixture and the right
panel for the US census dataset when the clients hold the data of federal employees. The other
two categories are shown in Figures D.6 and D.7 of Appendix D.9. On synthetic data, FedDP-
KMeans outperforms all DP baselines by a wide margin. These baselines cannot overcome their
poor initializations, with performance plateauing even as the privacy budget grows. In contrast
FedDP-KMeans obtains optimal (non-private) performance at a low privacy budget of around
Etotal = 0.4. The non-private k-FED also performs optimally in this setting as is to be expected
given that the synthetic data fulfills the assumptions of [DLS21]. On the US census datasets
we observe a more interesting picture. Over all three settings FedDP-KMeans outperforms the
baselines, except in the very low privacy budget regime. The latter is to be expected since for
sufficiently low privacy budgets a client-based initialization will become very noisy, whereas the
initialization with only server data (which requires no privacy budget) stays reasonable. With
a high enough privacy budget FedDP-KMeans recovers the optimal non-private clustering.
Among the baselines we observe similar performance between the two methods that initialize
using server data, with ServerLloyds performing slightly better overall. The data independent
SpherePacking performs poorly, emphasizing the importance of leveraging related server data
to initialize. We attribute FedDP-KMeans's good performance predominantly to the excellent
quality of its initialization. As evidence, Table D.4 in Appendix A.3 shows how many steps of
Lloyd's had to be performed for Pareto-optimal behavior: this is never more than 2, and often
none at all.
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6.5.2 Client-level Privacy Experiments

Privacy Implementation details Moving to client-level differential privacy changes the
sensitivities of the steps of our algorithms, which now depend not only on the maximum
norm of a client data point norm, but also on the maximum number of data points a client
has. Rather than placing assumptions on this, and deriving corresponding bounds on the
sensitivity of each step, we instead simply enforce sensitivity by clipping client statistics prior
to aggregation. This is a standard technique to enforce a given sensitivity in private FL, where
it is typically applied to model/gradient updates. For full details on our implementation in the
client-level privacy setting see Appendix D.7.4

Datasets We evaluate on both synthetic and real federated datasets in a cross-device FL
setting. For synthetic data we again use a mixture of Gaussians, but with more clients than in
Section 6.5.1. We also use the Stack Overflow dataset from Tensorflow Federated. This is a
large scale text dataset of questions posted by users on stackoverflow.com. We preprocess
this dataset by embedding it with a pre-trainined sentence embedding model. Thus each
client dataset consists of small number of text embedding vectors. The server data consists
of embedding vectors from questions asked about different topics to the client data. See
Appendix D.7.1.

Results In Figure 6.2 we report the outcomes. The left shows results for the synthetic
Gaussian mixture dataset with 2000 clients, and the right for the stackoverflow dataset, with
topics github and pdf. Further results are in Appendix D.9: synthetic data with 1000 and 5000
clients in Figures D.8 and D.9, and the other stackoverflow topics are shown in Figures D.10,
D.11 and D.12. For the synthetic data we observe that the baselines that use only server data
are unable to overcome their poor initialization, even with more generous privacy budgets.
As the total number of clients grows, from 1000 to 2000 to 5000, FedDP-KMeans exhibits
better performance for the same privacy budget and the budget at which FedDP-KMeans
outperforms server initialization becomes smaller. This is to be expected since the more clients
we have the better our amplification by sub-sampling becomes. For stackoverflow we observe
that FedDP-KMeans exhibits the best performance, except for in a few cases in the low privacy
budget regime. k-FED performs quite poorly overall, tending to be outperformed by the private
baselines. As in data-point-level privacy, we find the quality of FedDP-Init's initialization to be
excellent: few, if any, Lloyd's steps are required for optimality (see Table D.5, Appendix A.3).

[ZZL*25] also work on federated clustering but with a focus on an asynchronous and hetero-
geneous setting rather than on differential privacy. To our knowledge, only two prior works
combine the advantages of DP and FL. [LWL23] is orthogonal to our work, as it targets vertical
FL (all clients posses the same data points, but different subsets of the features). [DHK24]
studies the same problem as we do, but they propose a custom aggregation scheme that does
not fit standard security requirements of FL. It uses SpherePacking to initialize, which in our
experiments led to poor results.

6.6 Conclusion

In this chapter we presented FedDP-KMeans, a federated and differentially private k-means
clustering algorithm. FedDP-KMeans uses out-of-distribution server data to obtain a good
initialization. Combined with a simple federated, DP, variant of Lloyd’s algorithm we obtain
an efficient and practical clustering algorithm. We show that FedDP-KMeans performs well
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in practice with both data-point-level and client-level privacy. FedDP-KMeans comes with
theoretical guarantees showing exponential convergence to the true cluster centers in the
Gaussian mixture setting. A shortcoming of our method is the need to choose hyperparameters,
which is difficult when privacy is meant to be ensured. While we provide heuristics for this in
Appendix D.8.1, a more principled solution would be preferable. It would also be interesting
to explore if the server data could be replaced with a private mechanism based on client data.
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CHAPTER

Discussion and Future Work

In this thesis we presented several methods in federated learning, primarily with a focus on
modeling and dealing with statistically heterogeneous clients. We now provide a summary
of the thesis and its contributions before giving an outlook on potential future directions for
research.

7.1 Thesis Summary

In chapter 3 we presented a method for explicitly modeling statistically heterogeneous clients.
The key to the approach was to represent each client as a sample from a mixture of Dirichlet-
multinomials (meta) distribution. The parameters of this distribution could then be inferred
using maximum likelihood estimation over the training clients. This, now learned, distribution
contains the information of what the seen clients typically “looked like” and one can simulate
new clients by sampling from it. We presented an experimental evaluation showing that this
approach is effective at modeling heterogeneous features in true federated learning datasets.
We additionally observed that this approach can be used to simulate federated training on the
central server in a way that better mimics true federated training dynamics than the alternative
of i.i.d. simulated clients.

In chapter 4 we presented PeFLL, a personalized FL method that can generate personalized
client models without additional finetuning or training. The approach uses an embedding
network, which takes in client data and labels, and outputs an embedding vector that should
summarize the client data distribution. This embedding vector is then fed into a hypernetwork,
located on the server, which outputs the full personalized client model. PeFLL comes with
theoretical guarantees in the form of a generalization bound, characterizing performance on
unseen clients, as well as a proof of convergence.

In chapter 5 we again presented an approach to training free personalization, however,
this time with a focus on personalization to unlabeled clients. FLowDUP also followed
a hypernetwork based approach. This time the hypernetwork is trained to output a low
dimensional parameterization of the client model, which is made full size by random expansion.
This construction reduces the size of the hypernetwork significantly, making it tractable to
send to, and run on, the client devices. FLowDUP has a training objective that is theoretically
motivated by a PAC-Bayesian generalization bound for transductive multitask learning. In
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addition to the labeled loss, the objective also contains a regularization term that is computable
using only unlabeled data, allowing unlabeled clients to also contribute to the training process.

In chapter 6 we switched our focus to privacy, in the context federated clustering. We
presented a fully federated and differentially private algorithm for k-means clustering. The
algorithm consists of an initialization step, FedDP-Init, which can then be refined using a
simple federated and differentially private adaptation of Lloyd's algorithm, which we called
FedDP-Lloyds. FedDP-Init uses small and potentially out-of-distribution server-side data. It
computes weights for these data, such that they better represent the true client data, and
clusters these in order to obtain an initialization. We proved, in the setting of Gaussian-mixture
data, that FedDP-Init followed by FedDP-Lloyds converges exponentially fast to the true
Gaussian means. The method is applicable both when data-level and client-level differential
privacy are desired, and our empirical evaluation tested both these settings.

7.2 Thesis Contributions

The primary contribution of this thesis is methodological and lies in the algorithms we proposed
that solve previously unaddressed, or under-addressed, problems. Our approach to simulating
heterogeneity was the first that is able to explicitly model clients as samples from a distribution,
whose parameters we are able to infer, using an efficient federated MLE algorithm. We showed
this was able to capture the data heterogeneity present in real federated datasets and could
be used to run training simulations on the server that better captured the dynamics of actual
federated training. This is useful in many practical applications since privacy and resource
constraints prevent repeated runs of federated training on the actual clients, for instance
in order to do hyperparameter tuning. The primary novel contribution of our algorithms in
personalization lay in their ability to create personalized models without additional training.
This has particular relevance in cross-device federated learning where limited client data or
computational resources can prevent effective personalization via finetuning. FLowDUP is
able to do this in the setting of personalizing to fully unlabeled clients, and is the first method
to be able to use the unlabeled clients during the training process itself. It incorporated
the additional novelty of generating low dimensional personalized parameters with significant
implications for the practicality of the algorithm. The associated reduction in the size of the
hypernetwork meant a simplified, “standard”, federated communication protocol could be
used, allowing for lower overhead, better privacy and easier application to practical settings.
FLowDUP achieved state-of-the-art results in the setting of personalization to unlabeled
clients. Finally, FedDP-KMeans is the first federated method for differentially private clustering.
Previous approaches compromised on privacy in order to adapt to the other challenges of
a federated setting. The main challenge and primary contribution of FedDP-KMeans is its
initialization. Our approach is able to recover close to, and sometimes exactly, the optimal
possible (non-private centralized clustering), using small numbers of iterations and low privacy
budgets. Both data-level and client-level privacy can be handled, making FedDP-KMeans
applicable in a wide range of practical federated settings.

7.3 Future Directions

Modeling more complex heterogeneity In chapter 3 our goal was to model client data
heterogeneity in order to run more representative training simulations on the server. We took
a probabilistic approach by explicitly modeling each client as a histogram and inferring a
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distribution over these histograms. Such an approach is clearly best suited to modeling a single,
discrete dimension of the client data, such as the label. We showed that continuous features
can be handled through discretization, in the form of binning, though such an approach must
trade off precision (fewer bins) with increasing sparsity (more bins) and finding a balance in
practice might be challenging. Moreover, the data heterogeneity that occurs is most likely joint
in many dimensions of the data. Indeed we saw in our training simulations that modeling just
the label heterogeneity of the clients still led to a gap between the true clients and simulated
clients, implying the existence of other heterogeneity in the data, that we did not capture.
While in theory, our approach is still able to handle the setting of modeling multiple features
simultaneously: with a histogram over the product of all possible values of each feature, this
approach quickly breaks down in the face of the curse of dimensionality. Attempting to capture
all aspects of the heterogeneity of a client likely requires a fundamentally different approach,
e.g. via the application of generative models that have shown huge progress in recent years.

Our goal, of obtaining a dataset on the server that is similar to the client data, is closely related
to the task of (DP) synthetic data generation, for which there has been growing interest
recently in the context of federated learning. The goal is, given a private dataset D, to create
a new (synthetic) dataset D’ using a mechanism that is differentially private with respect to
the original private data. This approach offers a number of practical advantages. Most notably,
it decouples privacy and standard model training pipelines, since, by the DP post-processing
guarantee, we can act on the synthetic data freely without incurring additional privacy costs.
In particular, we can train on the synthetic data as many times as we like, without needing
to add noise to the gradient updates. A number of different approaches exist to generate
DP synthetic data from a private central dataset, for instance based on differentially private
finetuning [YILT23, KPS*23], private prediction [ABK*24] and private filtering [XLB124].
In a federated setting, however, we are unable to run large models on-device which poses a
challenge to applying finetuning and prediction methods. Existing works [HSZ*24, HWZ*25]
focus on private filtering based approaches due to their need to only compute histogram
queries over the private user data.

Future works in the federated setting have two potential directions to improve. Firstly,
improving the quality of the DP synthetic data, which is the crucial factor determining
usefulness for downstream applications. In particular the methods that produce the best quality
synthetic data, finetuning and prediction, have not yet been made practical in a federated
setting. Moreover, with current methods, the structure of the federated data is lost, in the
sense that our synthetic data is a single central dataset with no notion of what a client is.
This could be suboptimal when our end goal is, for instance, a personalized on-device model
for each client. Here it might be useful to run a personalized FL algorithm in simulation on
the server, and apply the learned model to the real clients in inference mode. Maintaining
the notion of a client could be a challenge, especially when user-level privacy is required, and
locally generating and sharing synthetic data would constitute a local DP setting and require
much larger added noise. Most likely an approach based on aggregating client information,
such as to learn a distribution over clients as in chapter 3, would be required.

This then ties into the second direction, namely improving how we leverage the synthetic data
we have generated. As already mentioned it could be advantageous to train in a way that
better reflects the downstream task of having per-client personalized models, rather than just
training centrally on our synthetic data. Another possibility is using the synthetic data to
guide future downstream training. For instance running model selection and hyperparameter
tuning on the synthetic data in order to “one-shot” train on the true federated data down the
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line. Investigating under what conditions HP tuning transfers to the true federated training
would be an interesting direction to better understand the feasibility of such an approach.

Impact of Foundation Models The recent rise of large, pretrained foundation models has
led to a paradigm shift in much of machine learning. In the context of federated learning,
this has been impactful both in regard to the data utilized and the training methodologies
employed. Firstly, as previously discussed, foundation models have strong potential in their
ability to generate synthetic data that mimics the statistical properties of real data. This
fundamentally changes the nature of FL by enabling a shift in the location of the training
data, from clients to the server, while still maintaining data privacy. We refer the reader to
the previous section for a more detailed overview of current trends in federated synthetic data.

Regarding training, the advent of foundation models has led to a major change in the main
objective of federated systems. Initially, the goal of such systems was to train (typically
small) models from scratch on-device. The focus has now shifted significantly toward the
efficient adaptation of large, pretrained models. In the context of personalization (Chapters 4
and 5), this necessitates a move toward Parameter-Efficient Fine-Tuning (PEFT) techniques,
such as Low-Rank Adaptation (LoRA) [HSW'22] or prompt tuning [LARC21]. While the
hypernetwork-based approaches presented in this thesis were intended to generate small-scale
personalized models for on-device use, we believe it would be an interesting direction to
investigate their applicability within this new paradigm. For instance, rather than generating
full model weights, the hypernetwork could be repurposed to generate client-specific LoORA
adapters or soft-prompts. This would drastically reduce the dimensionality of the output space,
providing an efficient, feed-forward approach to personalizing powerful foundation models to
heterogeneous clients. We close by noting that while the methods may evolve, the problem
of personalization remains highly relevant. Foundation models are powerful yet general, and
the fundamental need to adapt such general models to heterogeneous users remains a critical
requirement for many real-world applications.

More efficient personalization In chapters 4 and 5 we found hypernetworks to be a
useful technique when applied in the context of personalized federated learning. A significant
drawback still remains regarding model size due to the typically very large final layer size. While
this was mitigated in part through the low dimensional parameterization introduced in chapter 5,
the final layer size scales with k& and was still much larger than the equivalent architecture when
used for classification. We additionally observed that using much lower values of subspace
dimension, table 5.4, led to decreased performance. There exist many techniques for reducing
model size that could be combined with our approaches. Pruning [HPTD15], either in the final
layer or all layers, could be used to reduce the total parameter counts. Quantization [JKC*18]
reduces the memory footprint of each parameter. Low rank factorization [DSD*13], for
instance in the final layer, would also allow for a reduction in total parameter count. Finding
which techniques, most likely in combination with the low dimensional parameterization of
FLowDUP, provide the best trade-off between accuracy and efficiency would be an interesting
avenue of future work, with strong practical relevance.

Relaxing the need for server data Our major assumption in chapter 6, that was also
crucial to the workings of FedDP-Init, was that of the existence of related server-side data.
While this is a reasonable assumption, particularly given that we did not require the server data
to follow the same distribution as the client data, it would of course be preferable if it were
possible to do without this. As illustrated by the sphere packing initialization, naive attempts
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at initializing, without using the client data, perform very poorly. Typically, the dimension of
the space is large and the number of centers small, and we can end up with sparsely located
centers, often very far from any client data at all. There is potential for improvement of this
approach when combined with some of the techniques utilized by FedDP-Init. For instance,
we could retain the projection step, thereby reducing the impact of high dimensionality. For
low values of k it might then be reasonable to initialize via sphere packing alone, or through
a combination of sphere packing, or grid initializing a large number of points, followed by
weighting, as done by FedDP-Init, to find the k-most relevant. This is in fact essentially
FedDP-Init if we assume the projected server data are the sphere packing points (or a point
lattice) in the k-dimensional projected space. One issue with this approach is the grid size
scales exponentially with £, so anything other than very small values of k quickly becomes
intractable. Investigating if such approaches could work for initializing k-means without server
data, or if a radically different approach is required, could be a fruitful and interesting future
direction.

7.4 Conclusion

In conclusion, this thesis has presented a range of methods for performing federated learning
in the presence of statistical heterogeneity. We view these technical contributions as part of a
broader effort to improve the efficacy of privacy-preserving techniques, which currently face
significant hurdles to wider adoption.

Presently, practitioners are often faced with a trade-off between model accuracy and privacy
guarantees. For instance, in federated learning, accuracy is often lower than in centralized
training due to the challenges discussed in this work, a gap that widens further when differential
privacy is applied. In the current ecosystem, few practitioners are incentivized to prioritize
privacy if it requires accepting a sometimes severe degradation in model performance.

While increased societal awareness and demand for privacy are helpful, we believe that
minimizing the cost of adoption to be the most effective way to increase prevalence in real
world applications. If the field can reach a point where integrating privacy incurs negligible
downside, then privacy-preserving methods will shift from being a compromise to a standard
best practice. Enabling a future where high-performance machine learning coexists with strong
data privacy is essential for building societal trust and ensuring the long-term acceptance of
machine learning technologies.
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APPENDIX

Appendix for Chapter 3

A.1 How to select the number of mixture components

We detail here a strategy for choosing which K to use in Algorithms 5 and 6 based on selecting
the value that maximizes the log likelihood of a validation cohort of clients.

A.1.1 Choosing K by validation log likelihood

1. Run Algorithms 1 and 2 until convergence on multiple choices of K in parallel.

2. Sample a new cohort of clients that we have not yet seen and for each choice of K
evaluate the log likelihood, Equation 3.4, on this cohort of clients.

3. Use the K that gave the highest log likelihood on this validation cohort of clients.

4. In the case of (approximate) ties choose the smallest K.

The crucial point here is that this procedure to choose K can be done one shot and does not
require multiple federated training runs which would be highly inefficient. This is because
practically it is possible to run inference using multiple values of K in parallel due to the very
low computational and communication related overheads of Algorithms 5 and 6.

A.1.2 Experimental evaluation

We provide here an experimental evaluation of the proposed method. Our evaluation procedure
is as follows. We first fix the values of the ground truth MDM parameters. Specifically, we set
the ground truth number of mixture components to K = 3, the mixture weights to

T =10.2,0.5,0.3],
the Dirichlet parameters to

0.1 02 0.1 03 0.1
A=|1 4 1 2 05|,
10 5 3 2 30
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and we set the number of samples of each component to 100, with IT defined accordingly.
We then draw n clients (histograms) from this ground truth MDM distribution, and for
K € {1,...,6} we infer MDM parameters using Algorithms 1 and 2 from the paper, using
this sample of clients. Finally, we sample a new validation cohort of 1000 clients from the
true distribution and we compute the mean log likelihood of this validation cohort, using the
parameters inferred for each K. We do this for n = 100, 200 and 1000 and plot the results in
Figure A.1.
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Figure A.1: Mean log likelihood on the validation cohort of clients with the parameters inferred
using different values of K.

As we can see in the figure, for each n, step 3 of the given procedure (choose the smallest
value of K that gives the maximum log likelihood), leads to us choosing to use the correct
ground truth value of K = 3. Interestingly, when we infer using a smaller number of clients
(100 and 200) we observe some overfitting when K is chosen to be too large. This effect is
largely mitigated by inferring on a greater number of clients.

A.2 Proofs

A.2.1 Derivation of moment matching estimate

Let p ~ Dir(a) and recall that oy := Z]C:l a;. Then for all j € [C] we have that the first
two moments of the Dirichlet are:

)

Ep, = Al
pj o0 ( )
a;(1+ ay)
Ep? = L —— 92 A.2
pj Oéo(l + Oé()) ( )
Moreover, from these two equations it can be checked that
Ep, —Ep?
o i (A.3)

T Epi— (Ep)?
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Therefore, combining equations (A.1) and (A.3) we obtain:

Ep, —Epi
= ———5Ep;. (A.4)
TOEp - (Ep)?
This is precisely the moment matching estimate used in algorithm 5 where each client normalizes
their count vector c; to a probability vector p, = %ci which we then assume is drawn from a
Dirichlet distribution. Equation (A.4) is then used to initialize c@ where the true expectations
are replaced by the empirical mean over the sampled clients.

A.2.2 Proof of Theorem 1

We let 8 = (7, A,II) denote the parameter variables and oY = (", AW TI?) denote
the current values of the parameters after ¢ steps. Let Z; be the latent (unobserved)
variable denoting which component the ith observation was sampled from. Following standard
expectation maximization our goal will be to improve (), which is guaranteed to lead to
improvements in the log likelihood L.

QO16Y)= E logp(C,n,Z|6) (A.5)

Z~p(-|Cm,0®)
n K )
=1 k=1
n K )

=Y > wi(logp(ci,m; | ag, mx) + log 7s) (A7)
i=1 k=1
n K )

=Y > wi(logp(e; | mi, ag) + log Ty, + log 7i) (A.8)
i=1 k=1
n K ) n K ) n K ]

=> > wplogp(e; | mi, ap) + D) wilog Tem, + Y. wilogm,  (A.9)
i=1 k=1 =1 k=1 i=1 k=1

where wi = p(Z; = k| ¢;, my, O(t)) is the probability that the ith observation came from the
kth mixture component. This can be computed via Bayes rule:

~ ople,mi | Z; = k, 0 p(Z, =k | 0) (A.10)
S plesmi | Zi =k, 0D)p(Zi =k | 6) '

)

w

Sl

p(c; | mi,a;ﬁt))ﬁéilﬂit
) _(t)°

= (A.11)
YK plei | mi, e )rio

Now that we have computed () we seek to find new parameter values at step ¢ + 1 that
increase the value of () compared to at step t. Note that in standard EM we would be looking
to compute 4+ = argmax, Q(60 | O(t)), however, in order to make the later application
to federated learning practical we are satisfied here with a weaker condition, namely we aim
to find 0U*Y such that Q(OUY | D) > Q(8Y | 0M). This is still sufficient to guarantee
improvements in the log likelihood L, which follows from the standard proof of correctness
of EM. Given that in (A.9) our variables appear in a decoupled form we can handle each
separately. For IT and 7 this is quite simple and we can find a closed form solution that in
fact maximizes each term. For A this is trickier as the DM log likelihood does not have a
closed form solution. Instead we derive a fixed point update based on the one in [Min00], that
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leads to an improvement in the term. Firstly, for II. We compute the Laplacian

n K

=D wilog M, — Z i Z s — 1), (A.12)
=1 k=1 k=1 j=1
M K n

:ZZ Zwkl mi=j 1Og77kj Z)\kz 7Tkj—1). (A13)
J=1k=1 i=1 k=1 j=1

Taking derivatives we obtain

oF
8% " ;wklml_] ks (A.14)
M
Setting to 0 and solving for 7;; we obtain
1 L
Thi = S ;wklmi:jv (A.16)

where 1,,,—; = 1 if m; = j and 0 otherwise. Secondly, for 7. We again define the Laplacian
as

n K ) K
=> > wplogm — A Z Ty — 1). (A.17)
i=1 k=1 k=1
Taking derivatives we obtain
oG 1 &
= = iy A.18
aTk Th ;wk ) ( )
oG &
— = -1 A.19
o ;Tk (A.19)
Setting to 0 and solving for 7, we obtain
1 &
Th=— ) W (A.20)
iz
Finally, we deal with A. Let
n K
H(A) =YY wlogp(c; | mi, o) (A.21)
i=1 k=1
3 Y i log L@ )T 4 1) 1= L(ey; + auy) (A.22)
k=1i=1 I'(m; + (a)o) j=1 I'(a;)l(ci; + 1)
= f: S i [1og - -1 0) EC: ey toni) ) p (A.23)
k=11:=1 " F(ml + ( j=1 (ak])
where D is constant w.r.t A. We now recall the following two bounds from [Min00]
r ['(2
(x) o _T@ (2 — z)b) (A.24)

F'm+z) — I'(m+2)
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where b = 1(m + %) — (%), and ¥ is the digamma function, and

I'(m+ x) u
TTh) > cx (A.25)

where a = (¢(m + &) — 1())2 and ¢ = HEEE 277 These bounds hold for all 2,2 > 0 and

all m > 1. Moreover, both bounds are tight when z = . We apply (A.24) with = (ax)o

and & = (a,(:))o and (A.25) with z = ay; and & = oz,(:]) Plugging these into (A.23) and

collecting everything that does not depend on A into the D’ term we obtain

H(A) > i zn:wllg ((1 — (au)o)bri + ZC: agij log akj) + D' = H'(A). (A.26)

j=1

Now if we maximize H’ and set A"V = argmax, H’(A) and use the fact that the bounds
are tight at A = A® we obtain

HAD) = H'(AD) < H/(ATD) < F(AEH) (A.27)

as was our initial goal. So all that remains is to maximize H'(A). Taking partial derivatives
w.r.t ay; and setting to 0 we obtain

i=1 @

kj
hence
S WhGk
oy = == 8 7 A.29
YT wibs (A29)
Therefore, we obtain the update rule
n 7 )
Do Wy, ¢(Cij + al(gt')) —Y(ay;)

V5w (Ums + (@)) — vl(al))

A.3 Experiment Details

A.3.1 Normalized MSE

In Section 3.4.1 we use normalized mean squared as a metric to measure how accurately we
recover the ground truth MDM distribution parameters. Here we define normalized MSE as:

NMSE(x,y) = /||I> ; Y2 (A.31)

where the division is entry-wise. Thus we are measuring the MSE but normalized by the size
of y, which in our case will be the ground truth parameters. This simply has the effect of
ensuring that our metric is invariant to the size of the parameters we are trying to recover.
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A.3.2 Folktables Dataset

We provide here details of the Folktables dataset used in our experimental evaluation. Folktables,
[DHMS21], is a US census dataset from the year 2018 with a natural partitioning into
heterogeneous federated clients. Each datapoint corresponds to an individual, with many
features describing the individual, including age, gender, race, employment details, etc.
The dataset comes with a number of different possible prediction tasks, such as predicting
employment, commute time, health etc. given user features. Full details on the dataset
can be found at the GitHub page: https://github.com/socialfoundations/
folktables/tree/main. The data contains a partitioning into federated clients based
on location. Specifically, a feature of the data is the PUMA code, which is a code specifying
the area the individual is registered to live in. Splitting the data based on PUMA code gives
2373 clients, each client holding the data of all individuals that live in the corresponding
region. Due to the natural geographical population heterogeneity within the United States this
partitioning leads to clients that are statistically heterogeneous in a multitude of factors. Figure
A.2 shows the histogram of the number of samples per client, which shows heterogeneity in
the amount of data per client.

70

607

Number of clients

250 500 750 1000 1250 1500 1750 2000
Number of samples

Figure A.2: Histogram of the number of samples per client in the federated partition of the
Folktables dataset.

Modeling the Race Feature In the Folktables dataset this feature is categorical with
C =9 different possible values. Given the sensitivity of this feature, as well as it's importance
in many associated questions of fairness in downstream tasks, this is a good example of a
feature one would want to ensure can be both privately learned and accurately represented in
our server-side simulations.

Modeling the Income Feature As discussed in Section 3.4 income is a non-categorical
feature of the data that describes an individual's annual income. These are real values, which
in the 2018 census data range from 0 to 1423000. We bin the values using intervals of length
5000 up to 200000, with the final bin being all values greater than this. That is to say the
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bins are defined by the following 41 semi-closed intervals:
[0,5000), [5000,10000), ... , [195000,200000), [200000, c0).

Thus our binned income is now a categorical feature with C' = 41 possible values.

A.3.3 Hyperparameters for inference

Heterogeneity and | Parameter Values
number of compo-
nents

Low heterogeneity A=|10 10 1.0 1.0 1.0 1.0 1.0 1.0 1.0 10
1 mixture component = '1.0w

Low heterogeneit A 0.5 05 05 05 05 0.5 05 05 0.5 0.5
. & Y 125 25 25 25 25 25 25 25 25 25

2 mixture compo- L

nents =105 0.5}

25 25 25 25 25 25 25 25 25 25

. 05 05 05 05 05 05 05 05 0.5 0.5
3 mixture compo- L .

Low heterogeneity =

nents r=1[0.333 0.334 0.333}

Medium heterogene- | A = (0.1 0.2 0.6 1.0 20 0.1 1.0 2.0 0.5 0.5J
Ity . T = _1.0]

1 mixture Component -

Medium heterogene- | A =
ity L
2 mixture compo- 7'2{0-4 0.6}
nents

01 02 06 10 20 01 1.0 20 0.5 0.5
25 26 27 28 30 25 20 3.0 1.0 09

5.0 40 50 10 1.0 1.0 5.0 4.0 5.0 1.0
Medium heterogene- | A = (0.1 0.2 0.6 1.0 20 01 1.0 2.0 0.5 0.5
ity 120 26 27 28 3.0 25 20 30 1.0 09

3 mixture compo- | . _ _0,5 0.2 0.3]
nents }

High heterogeneity A=101 02 0.15 0.18 0.1 0.05 0.08 0.4 0.2 0.12J
1 mixture component P '1.0w

Hich heterogeneity | A — [0-1 02 0.5 0.18 0.1 0.05 0.08 04 02 0.12
gn geneity “ 125 26 20 32 15 09 08 1.3 31 24
2 mixture compo-

nents 7= 10.1 09-‘

5.0 50 02 02 31 30 32 08 09 5.0
High heterogeneity A=101 02 0.15 0.18 0.1 0.056 0.08 04 0.2 0.12
3 mixture compo- 25 26 20 32 15 09 08 13 31 24

nents 72[0.8 0.05 0.15}

Table A.1: Mixture-of-Dirichlet-Multinomial distribution parameter values.

In Section 3.4.1 we evaluate how well Algorithms 5 and 6 are able to recover the ground truth
distribution parameters, when they exist, and infer meaningful values for the parameters when
run on real federated data. For the synthetic data which follows a MDM distribution we ran
experiments using 1, 2 or 3 ground truth mixture components with three different settings
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of ground truth distribution parameters in each case. These settings corresponded to low,
medium and high levels of client statistical heterogeneity. The exact values are given in Table
A.1. Algorithm 5 was run using a client cohort size of 1000 followed by Algorithm 6 which
was run for 100 global rounds with a client cohort size of 1000.

For inference on FEMNIST we there are no ground truth distribution parameters for us to set,
we use the existing partition of the dataset into the true clients for inference. We run inference
using 2 and 3 mixture components. In both cases we run algorithm 5 using a client cohort
size of 3400 followed by Algorithm 6 for 50 global rounds with a client cohort size of 3400.

A.3.4 Hyperparameters for model training

In Section 3.4.2 we train a model using Federated Averaging on the true clients and on various
types of simulated clients over both CIFAR10 and FEMNIST. For both datasets the model
used is a CNN with 2 convolutional layers, one dense hidden layer and ReLU activations. In
our experiments we compare the performance on the true clients against the simulated clients
while varying the certain important hyperparameters. For CIFAR10 we vary the local batch size
over [10, 15,20, 25], the local number of epochs over [1,2,5,10] and the local learning rate
over [0.005,0.01,0.05,0.1,0.5]. We report over all combinations of these HPs. The remaining
hyperparameters are fixed and equal across true client and all simulated client training. Global
learning rate for FedAvg is 1.0, client cohort size is 50, and the number of global training
rounds is 1500.

For FEMNIST we vary the local number of epochs over [1,2,5,10] and the local learning
rate over [0.005,0.01,0.05]. We report over all combinations of these HPs. The remaining
hyperparameters are fixed and equal across true client and all simulated client training. Global
learning rate for FedAvg is 1.0, client cohort size is 50, the number of global training rounds is
1500 and the local batch size is 10.

A.4 Additional Experiments

Here we include additional experiments and figures relating to the empirical evaluation in
Section 3.4.

A.4.1 Distribution Parameter Inference

Inference with known parameters In Section 3.4.1 we first investigated how well we are
able to recover ground truth parameters when the clients follow the assumed MDM distribution.
We reported the MSE over time for clients corresponding the medium levels of heterogeneity.
Figures A.3 and A.4 show the results for when running inference on clients with low and high

levels of client statistical heterogeneity respectively. Recall the exact values are given in Table
Al

Inference without known parameters In Section 3.4.1 we additionally evaluated inferring
the MDM distribution on federated datasets with a natural partitioning into federated clients.
For FEMNIST we showed results when inferring using 3 mixture components. Here we show
results when inferring with different numbers of components. The experimental setup is exactly
as described in Section 3.4.1. We plot t-SNE visualisations of the simulated clients when we
infer using both 2 and 3 mixture components. The results are shown in Figure A.5. We see
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Figure A.3: Normalized mean squared error (MSE) between the ground truth distribution

parameter value and the inferred parameter value over time. Ground truth corresponds to low

levels of client statistical heterogeneity. On the left for A, on the right for 7.
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Figure A.4: Normalized mean squared error (MSE) between the ground truth distribution
parameter value and the inferred parameter value over time. Ground truth corresponds to high
levels of client statistical heterogeneity. On the left for A, on the right for 7.
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Figure A.5: t-SNE visualisation of FEMNIST clients, each point corresponds to a single client's
class histogram. True clients (green), fully 11D simulated clients (blue) and MDM clients (red).
On the left we infer using 2 mixture components and on the right we use 3 components.

that in both cases the inferred MDM distribution does a superior job of capturing the class
heterogeneity of the true clients compared to the fully IID baseline. We see in the case of 2
components that the inference is dominated by the large left and lower right clusters of true
clients while adding the flexibility of an extra component gives better coverage of the small
upper right hand cluster. For the Folktables dataset we also infer over a range of different
values of K, namely K = 1,3,5,7. The results when modeling the race feature are shown
in Figure A.6. As we can see in all cases the MDM distribution is able to well model the
true federated clients while the fully 1ID baseline performs poorly. We observe qualitatively
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that K > 3 leads to a better simulation of the true federated clients, with more complete
coverage of the tails. The results for modelling the binned income feature are shown in Figure
A.7. As we can see, with the exception of K = 1, the simulated MDM clients exhibit strong
similarity to the true clients with larger values of K being better. It is interesting to observe
that for the case K = 1 the MDM clients fail quite badly at simulating the heterogeneity of
the true clients, again confirming the importance of the mixture model beyond just using a
single Dirichlet-multinomial.

A.4.2 Federated Training Simulations

We provide here additional experiments when running training simulations on MDM simulated
clients as described in Section 3.4.2.

Disjoint Server and Client Data We provide here additional experiments in the setting
that the server-side data and client data are different and non-overlapping. We do this in the
setting of the hyperparameter sweep experiments described in Section 4.2 of the paper. We
again use the FEMNIST dataset. Previously our server side data was the whole FEMNIST
dataset, i.e. data of all clients shuffled together with client identifiers removed. We now
create disjoint server and client datasets by assigning roughly half of the data to the server
and leaving the other half as our true clients. Concretely we do this split as follows:

We take the first 1302 FEMNIST clients (in the original ordering of clients in the dataset).
This corresponds to roughly half of the data, and we leave these clients unchanged. These are
our true federated clients. The data of the remaining clients, client indices [1302:], is shuffled
together into a single dataset and is used as our server-side data. This splitting introduces a
domain shift between the server data and the true client data. That is because the clients in
FEMNIST are not randomly ordered and there is in fact a difference between the first roughly
1300 clients and the remaining clients (both in terms of the number of samples they possess
and the statistical heterogeneity of the clients). We refer you to figure 3 in the paper, this
difference is in fact exactly shown by the left and right clusters of the true clients (green) in
the t-SNE visualisation. We now proceed identically to the experimental evaluation of Section
4.2. We infer our MDM distribution parameters using Algorithms 1 and 2 on the true clients.
We use these inferred parameters to partition the server-side data into simulated MDM clients.
We then train on these simulated clients using a range of different HP settings. We compare
the obtained accuracy to the accuracy of training on the true clients as well as our Fully [ID
and Conditionally 11D simulated client baselines. The results are shown in Figure A.8. As we
can see there is a much greater similarity between the MDM simulations and true clients than
between the IID simulations and the true clients.

CIFAR10 with MDM partitioning Here we include the additional results for training on
MDM partitioned clients of CIFAR10. There correspond to the settings of the parameters given
in Table A.1. In Section 3.4.1 we showed results for 2 components and high heterogeneity.
The results for the remaining settings are shown in Figures A.9 - A.16. In general these results
exhibit very similar properties to what we observed in Section 3.4.1. We do see in the cases of
Medium and High heterogeneity with 3 components some slightly larger deviations between
the MDM simulations, and the true clients, although they are still very similar. This is a
reflection of the fact that the parameters we inferred in Section 3.4.1 for these settings differed
more than for the other settings.
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Figure A.6: t-SNE visualisations of Folktables clients, each point corresponds to a single
client’s histogram of the race feature. True clients (green), fully IID simulated clients (blue)
and MDM clients (red). Inferred using (from top to bottom) K =1,3,5,7.
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Figure A.7: t-SNE visualisations of Folktables clients,

1,3,5,7.
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Figure A.8: FEMNIST test accuracy when training with FedAvg for different settings of local
learning rate and local epochs. True clients (dotted green), conditionally 11D simulated clients
(green), learned MDM simulated clients (red) and fully 11D simulated clients (blue).
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Figure A.9: CIFAR10 test accuracy when training with FedAvg for different settings of local
batch size, local learning rate and local epochs. True clients (dotted green), learned MDM

simulated clients (red) and fully 11D simulated clients (blue). Ground truth: Low Heterogeneity
and 1 mixture component.
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Figure A.10: CIFAR10 test accuracy when training with FedAvg for different settings of local
batch size, local learning rate and local epochs. True clients (dotted green), learned MDM

simulated clients (red) and fully [ID simulated clients (blue). Ground truth: Low Heterogeneity
and 2 mixture component.
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Figure A.11: CIFAR10 test accuracy when training with FedAvg for different settings of local
batch size, local learning rate and local epochs. True clients (dotted green), learned MDM

simulated clients (red) and fully [ID simulated clients (blue). Ground truth: Low Heterogeneity
and 3 mixture component.
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Figure A.12: CIFAR1O test accuracy when training with FedAvg for different settings of
local batch size, local learning rate and local epochs. True clients (dotted green), learned

MDM simulated clients (red) and fully [ID simulated clients (blue). Ground truth: Medium
Heterogeneity and 1 mixture component.
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Figure A.13: CIFAR1O0 test accuracy when training with FedAvg for different settings of
local batch size, local learning rate and local epochs. True clients (dotted green), learned

MDM simulated clients (red) and fully [ID simulated clients (blue). Ground truth: Medium
Heterogeneity and 2 mixture component.
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Figure A.14: CIFARI1O test accuracy when training with FedAvg for different settings of
local batch size, local learning rate and local epochs. True clients (dotted green), learned

MDM simulated clients (red) and fully [ID simulated clients (blue). Ground truth: Medium
Heterogeneity and 3 mixture component.
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Figure A.15: CIFAR1O0 test accuracy when training with FedAvg for different settings of local
batch size, local learning rate and local epochs. True clients (dotted green), learned MDM
simulated clients (red) and fully [ID simulated clients (blue). Ground truth: High Heterogeneity
and 1 mixture component.
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Figure A.16: CIFAR10 test accuracy when training with FedAvg for different settings of local
batch size, local learning rate and local epochs. True clients (dotted green), learned MDM
simulated clients (red) and fully [ID simulated clients (blue). Ground truth: High Heterogeneity
and 3 mixture component.
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APPENDIX

Appendix for Chapter 4

B.1 Experiments

B.1.1 Model Architectures

We used a LeNet-based architecture for the personalized model on each client. The exact
architecture is shown in Table B.1. After each convolutional and fully connected layer we
apply a ReLU non-linearity except for the final layer which uses a softmax for input into
the cross-entropy loss. The embedding network uses the same architecture except that the
final layer has dimension 84 x [ and we do not apply a non-linearity (Table B.2). For the
hypernetwork we use a fully connected network. The exact architecture is shown in Table
B.3. Again we apply a ReLU after each layer except the last one, which does not have a
non-linearity and simply has output of size D, where D denotes the number of parameters in
the client personalized model.

Layer Shape Nonlinearity
Convl 3xHxHhx16 RelLU
MaxPool 2% 2 -
Conv2 |16 x5 x5 x 32 RelLU
MaxPool 2 x 2 flatten
FC1 800 x 120 RelLU
FC2 120 x 84 RelLU
FC3 84 x C softmax

Table B.1: LeNet-based ConvNet of personalized client models. Convolutions are without
padding. C' is the number of classes.
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Layer Shape Nonlinearity
Convl 3x5x5Hx16 RelLU
MaxPool 2 x 2 -
Conv2 |16 x5 x5 x 32 RelU
MaxPool 2 x 2 flatten
FC1 800 x 120 RelLU
FC2 120 x 84 RelLU
FC3 84 x [ none

Table B.2: LeNet-based embedding network. Convolutions are without padding. [ is the
dimensionality of the client descriptor.

Layer | Shape | Nonlinearity
FC1 [ x 100 RelLU
FC2 | 100 x 100 RelLU
FC3 | 100 x 100 RelLU
FC4 | 100 x 100 RelLU
FC5 100 x D none

Table B.3: Fully connected hypernetwork. D is the dimensionality of the model to be created.
Note that because of FC5 alone the hypernetwork is at least 100 bigger than the client models.

B.1.2 Hyperparameter Settings

For PeFLL, each client uses a single batch of data (batch size 32) as input to the embedding
network. For the hypernetwork parameter settings we use the recomended values given in
[SNFC21] as we found these to work well in our setting as well. Specifically, the dimension of the
embedding vectors is | = 7 and the number of client SGD steps is k£ = 50. The regularization
parameters for the embedding network and hypernetwork are set to A\, = A\, = 1072, while
the output regularization is A\g = 0.

For Per-FedAvg we used the first order (FO) approximation detailed in [FMO20a], and following
the recomendations we set the number of client local steps is set to be a single epoch. For
FedRep we set the number of client updates to the head and body to 5 and 1 epochs respectively
as recommended in [CHMS21]. To infer on a new client we we randomly initialized a head
and trained only the head locally for 20 epochs. For pFedMe we follow the recomendations
in [DTN20] and set the regularization parameter to A = 15, the computation parameter to
K =3 and = 1. To infer for a new client we first initialize the clients personalized model to
the global model and finetuned this for 20 epochs using the pFedMe loss function. For kNN-
Per, for the scale parameter in the kNN classifier we searched over the values recommended
in [MNVK22], namely {0.1,1,10,100}, we found that setting the scale parameter to 100
to worked best. The k parameter for the kNN search and the weight parameter for how
much to weight the client local vs global model were chosen individually on each client by
cross-validation searching over {5,10} and {0.0,0.1,0.2,...,1.0} respectively. For pFedHN
we set the hyperparameters following the recommendations in [SNFC21]. For inferring on a
new client we followed the procedure given in [SNFC21] and we randomly initialized a new
embedding vector and optimized only this using 20 rounds of client server communication.

102



B.1.3 Additional Experiments

Comparison of communication and computation cost with FedAvg We compare
the performance of PeFLL to FedAvg with respect to communication costs of training. At
each global round, the communication cost of PeFLL between the server and ¢ clients is
2¢(||01l + lImw|l + |lv|]) while for FedAvg is 2¢||0]|. In our setting, the embedding network
and client models are of comparable size and the size of client descriptors (v) is negligibly
small compared to them. Therefore, the per round communication cost of PeFLL is about
twice that of FedAvg. In Figures B.5-B.11 we plot the accuracies during training for a given
communication cost (measured in GB of information transferred between server and clients)
as well computational cost for the clients (measured in number of global rounds). As shown in
the figures, for any given communication or computational budget PeFLL outperforms FedAvg
on these datasets.

Shakespeare dataset In order to test the effectiveness of PeFLL in non-image tasks,
we also provide results for the Shakespeare dataset [CWL™18|, which is a next character
prediction task. We use the LSTM model from [CWL"18] as the client model, and as the
embedding network. The hypernetwork is the same as in all other experiments. We compare
the performance in comparison to a number of baselines. Figure B.2 shows the comparison of
the accuracies for train and test clients during training with respect to the number of global
rounds. PeFLL outperforms all baselines when comparing performance with respect to the
number of global rounds. We additionally compare the performance of PeFLL with FedAvg
with respect to accuracy for a given communication cost, see Figure B.3. We observe similar
performances for a fixed communication budget.

ResNet Experiments In order to test the effectiveness of PeFLL for more modern archi-
tectures, we also performed experiments using a ResNet20 model® for CIFAR10 dataset. We
compared the performance of PeFLL with FedAvg, and the results are shown in Figure B.4 for
100, 500, and 1000 clients, respectively. These figures show PeFLL outperforms FedAvg also
for this model, and support the feasibility of generating modern models as part of our pipeline.

Analysis of Client Extrapolation For all experiments so far, clients at training time and
new clients were related in the sense that they come from the same client environment. In
this section, we examine how well PeFLL is able to generalize beyond this, by studying its
extrapolation performance, where the new clients come from a different client environment
than the train clients. We follow the same procedure as in the previous section to simulate
heterogeneous clients and use sampled Dirichlet class proportions to assign classes. For the
train clients we again use Qi = (0.1,...,0.1) to generate each clients class proportion
vector. However, for the new clients we use a different Dirichlet parameter apew = (v, . . ., ).
For each o € {0.1,0.2,0.3,...,1.0} we generate a group of new clients using this parameter.
We run PeFLL on the train clients then use the trained embedding and hypernetworks to
generate a model for each of the new clients.

We use the implementation from https://github.com/chenyaofo/pytorch-cifar-models,
except without the batch normalization layers.
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Figure B.2: Test Accuracies for train clients (top row) and test clients (bottom row) during
different steps of the training for PeFLL and baselines, for the Shakespeare dataset.
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Figure B.1: Accuracy in client extrapolation. Larger values of « indicate new clients that are
more dissimilar to the train clients.

Figure B.1 shows the resulting accuracy values for PeFLL and the best performing baselines of
Table 4.1, as well the baseline of purely local per-client training. Note that as « increases so
does the difficulty of the client’s problem, as illustrated by the fact that the accuracy of purely
local training decreases. Despite this increased task difficulty and distributional difference
PeFLL still obtains strong results. Even at a = 1, PeFLL produces models that are more
accurate than those learned by the other methods for smaller values of «, and far superior to
purely local training on the new clients.

Integrating known client label sets In the vanilla setting of Section 3.4, only the client
training data is used to create a model. By design, each model was a multi-class classifier
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Figure B.3: Test Accuracies for train clients (left) and test clients (right) over the course of
training measured with respect to total communication cost for PeFLL and FedAvg, for the
Shakespeare dataset.
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Figure B.4: Test Accuracies for train clients (left) and test clients (right) during different steps
of the training for PeFLL and FedAvg for the CIFAR10 dataset with 100 clients (top row), 500
clients (middle row) and 1000 clients (bottom row). PeFLL consistently outperforms FedAvg.

across all possible classes, even if only a subset of those are relevant for the client. However,
it is also reasonable to assume that clients might have prior knowledge which of the output
classes they actually want to predict. This information can be included by /label masking (LM),
in which the client overwrites the output probabilities of classes that cannot occur for it by 0,
such that they will never be predicted. We report results for this in Table B.4. One can see
that this has minor effects for CIFAR10, but the results for CIFAR100 are clear improved. We
attribute this to the fact that the larger label set and the smaller number of examples per
class increase the chances of spurious classes being predicted.
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Figure B.5: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the CIFAR10 dataset, 100 clients. PeFLL's
accuracy is higher than FedAvg's with respect to the number of rounds (which roughly reflect
the computational cost for the clients) as well as the communication cost.

0.75 0.75
> >
® ®
3 0.50 3 0.50 JOR -
£ FedAvg g - FedAvg
025 / PeFLL 0.25 | PeFLL
0 1000 2000 3000 4000 5000 0 5 10 15 20 25
Global Round Total Communication Cost (GB)
>\0 75 >‘0 75
® ®
§ 0 50 W” BN A NN AN e o § 0 50 NMNM’“”“’M‘N'WWWVMMMMMMMWW
< /’ —— FedAvg Ry / —— FedAvg
0.25) | PeFLL 0.25 ¢ PeFLL
0 1000 2000 3000 4000 5000 0 5 10 15 20 25
Global Round Total Communication Cost (GB)

Figure B.6: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the CIFAR10 dataset, 500 clients. PeFLL's
accuracy is higher than FedAvg's with respect to the number of rounds (which roughly reflect
the computational cost for the clients) as well as the communication cost.

B.1.4 Additional figures

We include additional figures for the correlation between the distances between client descriptors
and the true client distributional distances as described in Section 3.4. In Figures B.12 - B.14
we show the results of the experiment for different numbers of clients, 100, 500 and 1000. As
we can see in all cases high correlation is achieved. With more clients we obtain higher levels
of correlation and less variability in the results.
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Figure B.7: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the CIFAR10 dataset, 1000 clients. PeFLL's
accuracy is higher than FedAvg's with respect to the number of rounds (which roughly reflect
the computational cost for the clients) as well as the communication cost.
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Figure B.8: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the CIFAR100 dataset, 100 clients. PeFLL's
accuracy is higher than FedAvg's with respect to the number of rounds (which roughly reflect
the computational cost for the clients) as well as the communication cost.

B.1.5 Ablation Studies

We include several ablation studies to explore how different design choices impact PeFLL's
performance.

Hypernetwork Size. We investigate how the size of the hypernetwork impacts performance.
We keep the same hypernetwork architecture as described in Table B.3 but vary the number
of hidden layers. We have a small network (S) with only a single hidden layer, a medium
network (M) with 3 hidden layers and a large network (L) with 5 hidden layers. We evaluate
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Figure B.9: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the CIFAR100 dataset, 500 clients. PeFLL's
accuracy is higher than FedAvg's with respect to the number of rounds (which roughly reflect
the computational cost for the clients) as well as the communication cost.
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Figure B.10: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the CIFAR100 dataset, 1000 clients. PeFLL's
accuracy is higher than FedAvg's with respect to the number of rounds (which roughly reflect
the computational cost for the clients) as well as the communication cost.

on CIFAR10 and CIFAR100 using the same experimental setup as for previous experiments,
with 100, 500 and 1000 clients. The results are shown in Table B.5. As we can see in the
results, for CIFAR10 all 3 networks are reasonably similar with a slight drop in performance
observed for the S network. For CIFAR100 it is more pronounced, with a modest increase in
performance for the L network and a noticeable drop for the S network.

Regularization Parameters. We examine the impact of varying the regularization param-
eters of the objective (4.1) on the performance of PeFLL. We consider different values for
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Figure B.11: Test Accuracies for train clients (top) and test clients (bottom) during different
steps of the training for PeFLL and FedAvg, for the FEMNIST dataset. PeFLL's accuracy
is higher than FedAvg's with respect to the number of rounds (which roughly reflect the
computational cost for the clients) as well as the communication cost.

CIFAR10 CIFAR100
#trn.clients n = 90 450 900 90 450 900
PeFLL 89.0£08 889+04 87.8+0.4|56.0+0.3 43.2+0.8 40.9+£0.6
PeFLL + LM | 88.94+0.7 88.9+03 884+04|59.5+07 532+0.6 51.4+0.3
CIFAR10 CIFAR100
#trn.clients n =90 450 900 90 450 900
PeFLL 89.3£22 889+06 8.5+0.3|352+14 381+£04 384+£09
PeFLL + LM | 889+24 882+09 874+13|556+£1.6 534+0.1 51.1£0.2

Table B.4: Test accuracy on CIFAR10 and CIFAR100 for training clients (top) and test clients
(bottom) without and with label masking (LM).

CIFAR10 CIFAR100
#Clients 100 500 1000 100 500 1000
S 88.7£03 882+04 87.7+04|579+03 51.9+06 474+14
M 889+0.7 889+£0.3 88.1£0.3|594+£0.2 53.1£04 50.8£0.5
L 88.7+0.8 838+03 88.2+£0.6|598£0.1 53.8+02 526=+1.0

Table B.5: Test accuracy on CIFAR10 and CIFAR100 using different sizes of hypernetworks,
small (S), medium (M) and large (L).

the regularization parameters and study the values in {0,5 x 1075,5 x 107%,5 x 1071} for
client regularization parameter, and values in {0,5 x 107°,5 x 1073} for embedding and
hypernetwork regularization. The results are shown in Table B.6. As one can see, PeFLL's
performance is rather robust over the regularization strengthh. However, consistent with the
theory, modest amounts of hypernetwork regularization parameter help preventing overfitting
on training clients and improve client-level generalization. Similarly, modest amounts of client
regularization improve sample-level generalization. As can be expected, very large values of
this parameter leads to underfitting.
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Figure B.12: Correlation between client descriptor similarity obtained from the embedding
network and ground truth similarity over the course of training. CIFAR10, 100 Clients.
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Figure B.13: Correlation between client descriptor similarity obtained from the embedding
network and ground truth similarity over the course of training. CIFAR10, 500 clients.
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Figure B.14: Correlation between client descriptor similarity obtained from the embedding
network and ground truth similarity over the course of training. CIFAR10, 1000 clients.

Embedding network architecture. We also study the effect of different architecture choices
for the embedding network. We compare the performance of a single-layer MLP network layer
and a LeNet-style ConvNet for CIFAR10 and CIFAR100. As we can see in Table B.7 the CNN

embedding outperforms the MLP in all experiments.
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Ab = Ay

Ao 0 107° 1073

0 8§74+11 874+£1.0 834+0.6
5-107° | 88.7+0.7 88.7+0.6 88.8+0.3
5-1073 | 87.8 +£0.8 87.6+0.8 87.5+0.5
5-1071 | 82.5+£1.5 83.8+1.1 86.2+04

Table B.6: Test accuracy on CIFAR10 with 100 clients for different settings of the regularization
parameters. On the left is the regularization of the client network, and along the top is the
regularization of the hypernetwork and embedding network.

CIFAR10 CIFAR100

#Clients 100 500 1000 100 500 1000
MLP 88.5£12 87.8+1.1 875+21|591+0.2 534+04 51.2£0.5
CNN 889+0.7 889+0.3 884£04|594+£02 544+£03 532+£0.3

Table B.7: Test accuracy on CIFAR10 and CIFAR100 using different embedding network

architectures. MLP is a single hidden layer fully connected network and CNN is a LeNet-style
ConvNet.
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B.2 Generalization

In this section we prove a new generalization bound for the generic learning-to-learn setting
that, in particular, will imply Theorem 3 as a special case. Before formulating and proving our
main results, we remind the reader of the PAC-Bayesian learning framework [McA98]| and its
use for obtaining guarantees for learning-to-learn.

PAC-Bayesian learning and learning-to-learn In standard PAC-Bayesian learning, we
are given a set of possible models, H, and a prior distribution over these P € M(#H), where
M(-) denotes the set of probability measures over a base set. Given a dataset, S, learning a
model means constructing a new (posterior) distribution, Q) € M(#), which is meant to give
high probability to models with small loss. The posterior distribution, ), induces a stochastic
predictor: for any input, one samples a specific model, f ~ @, and outputs the result of
this model applied to the input. Note that () can in principle be a Dirac delta distribution
at a single model, resulting in a deterministic predictor. However, for large (uncountably
infinite) model such a choice typically does not lead to strong generalization guarantees. For
conciseness of notation, in the following we do not distinguish between the distributions over
models and their stochastic predictors.

The quality of a stochastic predictor, (), on a data point (x,y) is quantified by its expected
loss, Z(I,y)(Q) =E;.q{(x,y, f). From this, we define the empirical error on a dataset, S,
as ﬁz(w)es E(x,y)(Q), and its expected loss with respect to a data distribution, D, as
E(zy)~D l(zy)(Q). Ordinary PAC-Bayesian generalization bounds provide high-probability
upper bounds to the expected loss of a stochastic predictors by the corresponding empirical
loss as well as some complexity terms, which typically include the Kullback-Leibler divergence
between the chosen posterior distribution and the original (training-data independent) prior,
KL(Q||P) [McA98].

Typically, the posterior distribution is not chosen arbitrarily, but it is the result of a learning
algorithm, A : (X x Y)™ — M(H), which takes as input the training data and, potentially,
the prior distribution. The idea of learning-to-learn (also called meta-learning or lifelong
learning in the literature) is to learn the learning algorithm [Bax00, PL15].

To study this theoretically, we adopt the setting where n learning tasks is available, which we
write as tuples, (S;, D;), for i € {1,...,n}, each with a data set S; C X x ) that is sampled
from a corresponding data distribution D; € M (X x ). For simplicity, we assume that all
datasets are of the same size, m. We assume tasks are sampled i.i.d. from a task environment,
T, which is simply a data distribution over such tuples.

Again adopting the PAC-Bayesian framework, we assume that a data-independent (meta-
)prior distribution over learning algorithms is available, P € M(A), where A is the set
of possible algorithms, and the goal is use the observed task data to construct a (meta-
)posterior distribution, @ € M(A). As before, the resulting procedure is stochastic: at
every invocation, the system samples an algorithm A ~ Q. It applies this to the training
data, obtaining a posterior distribution A(S), and it makes predictions by sampling models
accordingly, f ~ A(S).

Analogously to above situation, we define two measures of quality for such a stochastic
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algorithms. Its empirical loss on the data of the observed clients:
ZANngaxj’yj’ (51)), (B.1)

and its expected loss on future clients,

r(Qi= E B E sy A). (8.2)

The following theorem provides a connection between both quantities.

Theorem 8. Let P € M(A) and P € M(H) be a meta-prior and a prior distribution,
respectively, which are chosen independently of the observed training data, Si, ..., S,. Assume
that the loss function is bounded in [0, M]. Then, for all 6 > 0 it holds with probability at least
1 — & over the sampling of the datasets, that for all distributions Q € M(.A) over algorithms,

KL(Q||P)+log(1 \/z (S:)]|P)+log(¥mm) + 1

n 2mn

er(Q) < 6r(Q)+M\l
(B.3)

where KL denotes the Kullback-Leibler divergence.

Proof. The proof resembles previous proofs for PAC-Bayesian learning-to-learn learning, but it
differs in some relevant steps. We discuss this in a Discussion section after the proof itself.

First, we observe that (B.3) depends linearly in M. Therefore, if suffices to prove the case
of M =1, and the general case follows by applying the theorem to ¢/M with subsequent
rescaling. Next, we define the expected loss for the n training clients, er(Q), as an intermediate
object:

z”: E Uz, y, A(S;)). (B.4)

i=1 ANQ x:y ND’L

To bound er(Q) — ér(Q), we divide it in two parts: er(Q) — er(Q) and er(Q) — ér(Q). We
then bound each part separately and combine the results.

Part | For the former, for any h € H let A;(h) = V@l Yt h) = B gyep, Lz, 9, h),
and A;(Q) = Epeq A;(h), such that er(Q) — é(Q) IEANQ > A(A(S;)). Then, for
any A > 0,

er(Q) —er(Q) — i\ E KL(A(Sl) X oo X A(S)||P x -+ x P) (B.5)
sup ZA — XKL(Ql e X Qul|P X ... x P) (B.6)

! T 2 8ih)
= A log hEP hnIEiPZ.:l_[len ’ (B.7)



where the second inequality is due to the change of measure inequality [SLCBT12].

Because for each i = 1,...,n, P is independent of S, ...,.S,, we have

E E .. E J[en®®™ —F E eat1) E E_entntn) (B.8)
S1ysSn hi~P P S1 hi~P Sy hp~P

Each A;(h;) is a bounded random variable with support in an interval of size 1. By Hoeffding's
lemma we have

2N (hy) 2
E E en < esnZm. (B.9)
S; hi~P
Therefore,
T o2 0ilh) < o
S1eees Sp hi~P ”hn]:EPUe - es ’ (B]'O)
and by Markov's inequality, for any € € R
n %Ai(hi) > e) < %76
Ps,,..., S"(hl]]::lP' ) .hﬂﬂzpi:l_[le > ef) < €8 (B.11)
Hence
1 & 1 1 a2
]P)Sl ,,,,, Sn, (EIQla s @y *ZAz(Qz) — XKL(Ql X e X QnHP X ... X P) > )\e) < ednm €,
iz
(B.12)
or equivalently
1 n
Pois (V@1 Q- 3 AUQ) (B.13)
i=1
1 & 1 2 A o
< - iIP) 4+ <1 ) >1— . B.14
< T KL@IIP) + jlos(() + o) 21— 3 (B.14)

By applying a union bound for all the values of A € A with A = {1,...,4mn} we get that

Ps, s, (VQl, L OMYAEA: T iAi(Qi) (B.15)
< iz LQIP) + los(0 )+ )2 1-0 (B
Note that [A] < A and ;5 < 515 Therefore, for all values of A € (1,4mn) we have
Ps, s, (v@h L Qu, VA € (1, 4mn) ii (B.17)
< o (S KL@UIP) +loe() + Sjm) >1-5 (B19)




For any choice of Q1,...,Q,, let \* = \/Smn( VKL(Q;||P) + log(¥22)) + 1. If A* >
4mn, that implies 7 (KL(Q;|| P) + log(¥22) + 1) > 2mn and I'(\*) > 1, so Inequal-
ity (B.18) holds trivially. Otherwise, \* € (0,4mn), so Inequality (B.18) also holds. Therefore,
we

AQ) < ¢z KLQUIP) +log®) 1) 5y 8

Pois (V@1 Qi >p 0
2mn 2
(B.19)
In combination with (B.7), we obtain
s s Si)||P) + log(%%2) + 1 )
Ps,....sn (VQ cer(Q) — er( ANQ\/ S ) >1-— 5
(B.20)

Part Il For upper bounding er(Q) — er(Q) we have by a standard PAC-Bayesian bound
[Mau04, PORSTS21],

KL(Q||P) +1og<4{’7>) op 0 (B.21)
2n - 2 '

Combination We combine (B.20) and (B.21) by a union bound to obtain

KL(Q||P) + log(®~
Ps,....s, <vg Ler(Q) — &(Q) < $ (@ll ;: o8(5) (B.22)
P)+1 1
¢z (S)|P) + log (3= >+—>21_& ©.23)
A~Q 2mn
This concludes the proof of the theorem. n

Discussion The difference in our proof and previous bounds in the similar settings [PL15,
Rez22] is in the upper bound for ér(Q) — ér(Q) which is the average of the generalization
gaps for the n training tasks that we observe. In our case we prove a generalization bound for
arbitrary posteriors to be used by the tasks, using the change-of-measure inequality (CMI)
for the transition from )1 x --- x @), to P x --- x P. Because our bound holds uniformly
in Q1,...0Q,, it also holds for the posteriors produced by a deterministic learning algorithm
(a fixed A) or any distributions of algorithms (a hyperposterior Q over algorithms). This
way we do not have to include the transition from Q to P in the CMI, as all prior work did.
Consequently, in part of the proof we avoid getting a K L(Q||P) term which otherwise would
be divided only by a % factor, which is undesirable in the federated setting. Additionally
compared to [Rez22] we have better logarithmic dependency. They have a term of order
W which is not negligible in the case that we have large number of tasks and small number
of samples per task, which is usual in the federated setting. In contrast, our logarithmic terms
are divided by n.
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Proof of Theorem 3 We now instantiate the situation of Theorem 3 by specific choice
of prior and posterior distributions. Let the learning algorithm be parameterized by the
hypernetwork weights, 7, and the embedding networks weights, 7,. As meta-posterior we use
a Gaussian distribution, Q@ = Q) x Q, for Q;, = N (n; ald), and Q, = N (n,; a,ld), where
Ny, and n, are learnable and «, and «y, are fixed. For any (7,,,7,) ~ Q and training set S,
the learning algorithm produces a posterior distribution Q = N (6; ayld), where 6 = h(v;ny)
with v = ‘—az(w) oé(x,y;m,). As prior, we use N (0; agld). With these choices, we have
KL(Q,P) = an||nnll* + au|no||* and KL(Q;, P) = y|0]|*. Inserting these into Theorem 8,
we recover Theorem 3.

B.3 Optimization

In this section, we formulate the technical assumptions for Theorem 2 and prove it. For the
convenience of reading we repeat some notation from Section 4.3. For each clienti=1,...,n
and parameter 6;, we note the client objective as f;(¢;) and F;(n) = fi(h(Si,n)), where
h(S,n) = h(v(S,n,),nn) is a shorthand notation for the combination of hypernetwork and
embedding network. The server objective we denote by f(7), which in our setting consists
only of regularization terms. The overall objective is F(n) = £ >, Fi(n) + f(n). For the

rest of this section, by 7, we mean the parameters at iteration ¢, and g;; ; is the stochastic
gradient for client ¢ at global step ¢, local step (.

B.3.1 Analytical Assumptions

We make the following assumptions, which are common in the literature [KKM*20, FMO20a].
Since our algorithm consists of multiple parts, we have to make the assumptions for different
parts separately.

= Bounded Gradients: there exist constants, b;, by, such that
Vo fi(O)| < b1, [IV,R(S,m)]| < by (B.24)
which, in particular, implies

1A(S,m) = h(S,0)|| < balln — 7| (B.25)

= Smoothness: there exist constants, Ly, Ly, L3, such that

Vo fi(0) — Vo fi(0)]| < Li|0 — 6| (B.26)
IVoh(S,m) = Voh(S,0)|| < La|ln — || (B.27)
Vo f(n) = Vo f)l < Lslln — 7| (B.28)

= Bounded Dissimilarity: there exists a constant 7 with, such that with F(n) =
1 n
Ly F(n)
n =1 7

n

LS EIIVE®m) - VE0)I < (8.29)

i=1
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= Bounded Variance: there exists constants o, 09, 03, such that, for batches B; C \S; of

size b < | S|

E | Vs(fi(0)) — Va(£:(0)]* < o7
E |VA(Bi, 1) — Vh(S,n)|> < 22

B.3.2 Convergence

Lemma 9. There exists a constant L. which VF(n) is L-smooth.

Proof. For each F; we have

IV Fi(n) = Vo Fi(0) | = IVe fi(h(Si, ) Voh(Si,n)" = Vo fi(R(Si, 1))V yh(Si,n')"

T

= IV fi(h(Si, ) Vyh(Si,n)" = Vo fi(h(Si, ) Vyh(Si, ')
+ Vo fi(h(Si,n)Vph(Si, )" = Vo fi(h(Si, 7)) Vph(Si, 1)l
< Vo fi(h(S;, ) Voh(Si,m)" — Ve fi(h(Si;n)) Voh(Si, n')" |
+ Vo i h(Se, ) Vo h(Si, 1) = Vo fi(h(Si, n')) V(S5 n) |
)

< byLo|ln — 1| + b2 Liba|ln — 1'[| = (biLa + beLibs)||n — 0’|l = L'|ln — ||

Therefore for F' we have

Vg () = Ml < H*ZV Ei(n) + Vo f(n) - :sznFi(n/) = Vo f ()l

IN

- Z IV, Fn) = VaFs() | + 195 () = Vol )|

(L' + L) |ln —o'|| = Llln — ||

IN

Lemma 10. For independent random vectors aq, ..., a,we have

Efl Y ai — Ela]|’] < — ZEH% Ela;][|]

ieC

Also if E[a;] < a for each i, we have

E[ Zaz Ela; H ZE |a; — Ela; H ]+ a’?

eC
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Proof. By expanding the power 2 we get

Ell > ai — Ela]l] = E[Y_ lla; — Ela|I’] + E[ > (a; — Elai], a; — Eay])]

iceC 1eC i#FjeC

>_E[(a; — Elai], a; — Ela;])]

<“) E[|a; — E[a
(C)Z [lla; — Elai][?] +

:(ZD E[||la; — E[a;] ’
(>Z|M las]|I] =

ZE la; — Efai][|]

2L 3 Eflla; - Elai]|
(2) %

For the second part we have

Elll > aill’] = Elll >_ a; — Elai] + E[a]||]

eC ieC

=E[lI>_ a; — Ela] ] + B[l 3_ Elai]|*] + 2E[(Y_ a;i — Ela], > Elai])]

ieC ieC ieC ieC

Hzaz E[a H +EHZECL@ H ] < - ZEHaz az”|]+02a2

ieC eC

Lemma 11. For any step t and client i the following inequality holds:

EHVE(nt) v@fz Bzant thZJ Bzant ))vh<Bzant)T||2
< 27L§b§5252(b§ +07) + 3bios + 6Lib5os

Proof. By adding and subtracting some immediate terms we get
E||VEi(n:) — Ve fi(h(Bi,n) thw (Bi, ) Vh(Bi,ne) " |I?
= E||VF(n) — Vo fi(h(Si,m) 52%1; (Si,me)))VA(Si,me)"
+ Vo fi(h(Si, ) — ZQMJ (S5, 1)) (VR(Si, )" — VA(Bi,m)")
+ (Vo fi(h(Si, m¢) Bzgtw (Sisme))) — Vo fi(h(By,ny)

-8 ng (Bi,m))))Vh(Bi, n)"||?

And by Cauchy-Schwarz inequality we get
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(B.45)

(B.46)

(B.47)

(B.48)

(B.49)

(B.50)

(B.51)

(B.52)

(B.53)

(B.54)

(B.55)

(B.56)

(B.57)



EHVE(nt) v@fl Bunt thZJ Bwnt ))Vh(Bth)THQ (858)

<3E ||Vefz'( (Sz',m))Vh(Swt) — Vo fi(h(Si,me) (B.59)
—ﬁzgtu (S5, 1)) VR( S, 1) |I? (B.60)
+3E [Vofi(h(S;i, me) ﬁzgtu (Sis ) (VA(Biyne)" — Vh(Si,me) ") ||? (B.61)
+3E (Vo fi(h(Bi,m) ﬁzgtu (Bi,m))) — Vafi(h(Si ne) (B.62)
—ﬁzgtu (S5 1)) Vh(By, 1) || (B.63)

< 3E([[Vofi(h(Si,m)) — Vo fi(h(Si,ne) /J’ng] (Si e IPIVR(S:,n)[1*) - (B.64)

+ 3E([Vo fi(h(Si,me) ﬁng] (Si )PV R(By, 1) — V(S5 ) [|) (B.65)

+ 3E(||V9fi( Bzﬂ?t Bzgtz] Bzﬂ?t )) - Vefi(h(sz‘;nt) (8-66)

- Bng (St n))IPIVR(Bi, i) |17) (B.67)

< SLILA°E || ng (h(Si me))|I? + 301 E ||V (B, i) — Vh(Si, me) || (B.68)

+6LIGE IIh(Bi,m) — (S, me)|” (B.69)
-1

+6L2b§52EHth2] 5@77715 thlj Bzynt )H2 (870)
7=0

< 3L B (b7 + 07) + 3bios + 6L2b2 2+ 24L302B% 1 (02 + oF) (B.71)

= TL22B% 12 (V2 + o) + 3b102 + 6L2bga3 (B.72)

which we used the assumptions on the bounded gradients and bounded variance and Lemma
10. O

Lemma 12. For any step t the following inequality holds:

—38k
EVE (), s —nn)] < ——IVEm)|* + 27L055°K° (b] + o) + 3pkbio; + 65k Libyo;
(B.73)
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Proof.

]];:'KVF(nt)ant-i-l — )] = [ (VF(ne), —— Zzgtzl (Bi,nt) )Vh(BuUt) — BEV f(me))]
ZECZ 1
(B.74)
n k
= ItEKVFO?t)a_iZZ:VHfi( (Bi, ) BZQM (Biy 1)) V(B mi) ")) (B.75)
+E[(VF (), =BkV f(ne))] (B.76)
= S S BV F (). V(M) - Vof (B ﬁzgm (B ) Vh(Bs 1))
i=11=1

(B.77)

+ 0SS BV E ), ~VE @)+ EUTFO0), -5k () (8.79)

By definition F(n) = +

n

' Fi(n) + f(n), and by Young's inequality and lemma 11 we have

ItEKVF(nt)ﬂ?tﬂ — )] (B.79)

SO (B.80)

n k
+ = ZZ IV E;(n:) — Vo fi(h(Bi,m) 52%” (Bi,m)))Vh(Bi,n)"|I”  (B.81)

=1 1=
- BkHVF(m)\F (B-82)
3ﬂk 2 ﬁ G 212 0272/(1.2 212 2
< ——IVEm) + =D D (TLIBPP (] + 07) + 3bio3 + 6L3b503) (B.83)
[
—3pk
*8 —=|[VE(m)|)? + 27L303 8%k (b2 + o) + 3Bkbios + 68k Lib30s (B.84)
O

Lemma 13. For any step t the following inequality holds:

E[[l9e01 —mell?] < o} + V6 + AR E[[VE(ne)|1%] (B.85)
+ 108L2b2 34k (b2 + 02) + 12b§k252<f§ + 241263k B0 (B.86)

452 462 2
C

Proof. The change of 1 in one step of optimization is the average of the change caused by
selected clients plus function f(n) at the server.

Ell|nee — mell”] = B[l — = ZZQM (Bi,m))Vh(By, )" = BEV f(m)lI°]  (B.87)

zECl 1

120



Which we can write as

E[|[1+1 —n:]1%] ||§;gm (Biyne))VA(Biyn)" +ckV f(n)l”]  (B.88)
Hg;gm (Bi,m))V(Bi, )" (B.89)

— Vo fi(h(Bi,m) — thm (Bism:)))Vh(By, )" (B.90)
+ i;;%ﬁ(h(&,m thu (Bi,ne)))Vh(B,n)" — VFi(ny) (B.91)
+ i;g(vﬂ(m) +Vf(n) = VE(m)) + Z;g VE@)|] (B.92)

And by Cauchy-Schwarz inequality we get

E[|[1+1 — n:]1%] (B.93)
462
< T 9 E || Z thzl Bz; Tt )Vh(ant) (894)
icC l=1
- v@fz Bzant th’lj Bzant ))Vh(Blant)THQ] (895)

2
+£EIIZZV0JZ h(Bi, 1) ng (Bi, ) )V Bi, )" = VEm)|?] - (B.96)

1eC =1
4 2
S S VRm) + VG - VEm + LB S S VE@mIE (B97)
1eC l=1 1eC l=1

Note that VF(n) — Vf(n) = £ X, VF;(n). By lemma 10, 11, the bounded dissimilarity
assumption and simplifying terms we get

Efl|7e41 — 77tH2] (B.98)
46%k 5%2 22 2
<—oit ZJEHVF ) ZVF ) |I”] +48°K* E[|VE(n.)|I°] - (B.99)
+ 108L§b§/34k4(b§ + al) + 1203k 5% 05 + 24L§b§k252 o3 (B.100)
46k 456%K>
T T 4BV E ) ) (B.101)
+ 108 L3038k (b2 + o}) + 12b3k>B%05 + 24L3b3k* %03 (B.102)
O

We are now ready to prove Theorem 2, which we restate for the convenience of the reader.
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Theorem 2. Under standard smoothness and boundedness assumptions (see appendix),
PeFLL'’s optimization after T’ steps fulfills

LS E|vE@mP < Tm=F) | L6 tikg) | 24el il | 8hiof | 14Libo;
Tt:l B CT k\/ﬁ T b b )
(4.2)

where F' is the PeFLL objective (4.1) with lower bound F,. mny are the parameter values
at initialization, ny,...,nr are the intermediate parameter values. L, L, are smoothness
parameters of F' and the local models. by, by are bounds on the norms of the gradients of the
local model and the hypernetwork, respectively. o, is a bound on the variance of stochastic
gradients of local models, and o4, 03 are bounds on the variance due to the clients generating
models with data batches of size b instead of their whole training set. ¢ is a bound on the
dissimilarity of clients, c is the number of clients participating at each round, and k is the
number of local SGD steps performed by the clients.

Proof. By smoothness of F' we have

L
E[F(Utﬂ) - F(m)] < E<VF(77t)>77t+1 - 77t> + EE H77t+1 - 77tH2 (B-103)

And by combining it with Lemma 12 and 13 and simplifying terms we get

L
E[F(nt—i-l) - F(nt)] S E<VF(771€)7 Nt+1 — 77t> + 5 E ||77t+1 - T]t”2 (8104)
38k
< f E||[VF(n)|? + 27L3638°K* (b7 + o7) + 38kbios + 68kLib503 (B.105)
2Lk 2L k?
B 2O e LK BV E ()] (B.106)
+ 56 LLIb3 B K" (b + 0F) + 6Lbik* %05 + 12LL3b3k* 3203 (B.107)
~3
= ( f +2LB*K*)E ||V F(n,)|]? + (27LIb58°K* + 56 LL3b3 3 k" )b (B.108)
+ 3Bkbios + 6Lk 3205 + 68k Libyos + 12LL3b3k> 320 (B.109)
2 2k2
+ ( B + 271303 3°k* + 56 LLIb3 k) o} + BC o (B.110)
k
< f E||VE(n)||? + 28Libib33°k* + 48kbios + 7pkLib503 (B.111)
3L5%k 2L k?
+ b o1+ i o (B.112)

Therefore

— Bk
E[F(ni1) — F(n)] < 25 E||VE(n)||? + 28Libib33°k* + 48kbios + TpkLib503
(B.113)

3L3%k 2LB2%k?
+ fa$+ i o (B.114)
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Hence

E([VE0)|? < — B[F(n) — Fls)) + S6L2HE52 + 8203 + 14Lib30%

Bk
6L A5k
| 8P o; + f Ve

And

1 2(F(no) — F.
7 LEIVFm)I < =— 50—

6L ALk
+ Cﬂa% fvé

by setting 5 = ]?\‘/[% we get

1L F — F.))  224c¢L?b2b?
TZE IVE(n)|]* < ( ("°)T ) + ch L2 1 8b302 + 14130303
t=1 A&

L(607 + 4k~¢)
kv cT
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APPENDIX

Appendix for Chapter 5

C.1 Experiments

Here we include additional experiments (Section C.1.1) and implementation details (Section
C.1.2).

C.1.1 Additional experiments

Rotated MNIST We include here results for Rotated MNIST The observations here
are broadly similar to those discussed in Section 5.6.2 with FLowDUP exhibiting the best
performance overall.

Table C.1: Accuracy on Rotated MNIST for varying fractions (p) of the training clients having
labeled data.

Fraction Labeled (p) 0.1 0.2 0.5 1.0

FedAvg 929 £0.2 948 £0.2 96.0+0.2 96.4 +0.1
FedProx 928 £04 947 +£0.1 958 +0.2 963 +0.1
LD-FedAvg 905+03 924 +03 941 +0.0 95.0+0.1
FedTTA 032+ 03 948+01 96.6£01 973 £0.1
FLowDUP 940+14 96604 97801 985 +0.1

The effect of unlabeled clients One of the advantages of FLowDUP is that it's learning
objective is structured in such a way that it allows unlabeled clients that are present during
training to contribute to regularizing h. Specifically, unlabeled clients are able to compute the
regularizer €2 in 5.6 and obtain from this a gradient update for ¢). Here we investigate the
effect that unlabeled clients have. To do this we run FLowDUP on partitioned CIFAR10 both
with and without using the unlabeled clients. For FLowDUP without unlabeled clients we set
the cohort size to 100 and sample only clients with labeled data. For FLowDUP with labeled
clients we set the cohort size to 200 and the labeled client sampling rate to a = 0.5 so that
the number of labeled clients present during each round is the same in both cases. We vary
the total fraction of labeled clients, with p € {0.05,0.1,0.2,0.5}. As always we set k = 10%.
Tables C.2 and C.3 show the results. As we can see, overall using unlabeled clients leads to
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an increase in performance. This is most pronounced for lower values of p (in particular at
p = 0.5 the effect is small or negligible) and occurs for both architectures.

Table C.2: Partitioned CIFAR10 Accuracy for CNN.

Fraction Labeled (p) 0.05 0.1 0.2 0.5

FLowDUP (without unlabeled) 515+ 1.8 653 +13 745+13 825+ 1.0
FLowDUP (with unlabeled) 523 £ 14 675 +04 766 +23 83.8+0.7

Table C.3: Partitioned CIFAR10 Accuracy for ResNet18.

Fraction Labeled (p) 0.05 0.1 0.2 0.5

FLowDUP (without unlabeled) 54.8 +1.3 71.7 +1.2 833 +35 905+ 04
FLowDUP (with unlabeled) 575+16 726 +0.6 83.0+27 906 0.7

The learnable regularizer FLowDUP prevents overfitting by penalizing large deviations
between the generated client subspace parameters and a learned regularizer 1,.. Intuitively, we
can think of 1, as a global subspace model that clients should not deviate too much from.
Through the lens of our theoretical results, 4, 1), is the mean of a learnable prior distribution
on the client models. Here we investigate the efficacy of learning the regularizer. To do this
we replace v, by 0, so that the regularization term in the loss becomes instead

Q=" [|R(X ;5 ) (C.1)

i1eC

Note, this is of course still a reasonable regularizer more in line with classic /5 regularization.
We train FLowDUP using this new non-learnable regularizer and compare it our proposed
version using the learnable regularizer 5.6. As in the previous section we again take a cohort
size of 100 labeled clients and 100 unlabeled clients each round, i.e. o = 0.5. We set k = 10*
and vary p € {0.1,0.2,0.5,1.0}. The results can be seen in Table C.4. They indeed show that
the extra flexibility afforded by learning the regularizer leads to a modest boost in performance
for all values of p.

C.1.2 Implementation details

Hyperparameters There are number of general federated learning hyperparameters that are
shared across methods. We train all methods for the same number of global rounds T'. For
class partitioned CIFAR10 and FEMNIST we set 7" = 1000 while for Rotated Fashion-MNIST
and Rotated MNIST we set T" = 500. All methods use a client cohort size each round of size

Table C.4: The effect of learning the regularizer 1. Accuracy on partitioned CIFAR10 for
CNN.

Fraction Labeled (p) 0.1 0.2 0.5 1.0

FLowDUP (Without Learnable Reg) 65.5 £ 0.4 752 +08 833+ 17 856+0.38
FLowDUP (With Learnable Reg) 675+ 04 766 +03 83.8+0.7 86.6 0.1
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100, a local number of epochs set to £ = 1 and a local batch size of B = 20 for FEMNIST
and B = 50 on all other datasets. For all methods we tune the local learning rate 7; on
validation clients.

Regarding method specific hyperparameters. For FedProx, we set p following [LSZ720], that
is ;o = 1 initially and is updated over the course of training as described in [LSZ720]. For
FedTTA we tune the adaptive learning rate. For FLowDUP, unless otherwise stated, we set
the labeled client sampling rate to o = 0.9 and the subspace dimension to & = 10*. We tune
the regularization strength .

Model architectures When used for prediction the CNN follows the architecture used in
prior work [MMR*17] while the ResNet18 follows the standard architecture with the final
classification layer having output dimension 10 for the 10 classes present in CIFAR10. When
used for hy, we instead replace the final linear layers of the CNN and ResNet18 with another
with output dimension 256. For hy, we always use a fully connected network with a single
hidden layer and ReLU non-linearity.

C.2 Additional Related Work

Personalized federated learning Approaches to personalized FL typically fall into one of the
following categories: Meta-learning based approaches [JKRK19, FMO20a] which learn a single
global model that can be easily personalized using a small number of gradient steps on the client.
Parameter decomposition-approaches [AASC19, CHMS21, MNVK22, CYG*23, WZY 23]
which divide the learnable parameters into some that are shared across clients (such as a
feature extractor) and some that are specific individual to each client (such as a classification
head). Federated multi-task approaches [SCST17a, DTN20, HHHR20, MNB*21, LHBS21,
LHLZ22, YNW'23, ZLD*23] learn separate models for each client while still sharing some
information across clients, for instance by regularizing towards some global model. All of
the above approaches, however, require a client to have labeled data in order to obtain a
personalized model.

Learning in a subspace This formulation of intrinsic dimensionality and learning in a
subspace has been studied in different contexts in the literature. [LFLY18] introduced the
formulation and showed that for real-world problems the intrinsic dimension is much smaller
than the total number of parameters k& < d. [AGZ21] showed that pretraining reduces
the intrinsic dimensionality of fine-tuning. [LFK*22] used this parametrization to achieve
non-vacuous generalization bounds for neural networks. [ZGL25] extended the definition of the
intrinsic dimension to multi-task learning. [PJK™25] used the formulation for black-box prompt
tuning. [LHLZ22] used it to reduce the communication of the global model in personalized
federated learning.

C.3 Transductive multi-task learning

In this section, we provide our general theoretical contributions and their proof.

PAC-Bayesian theory [McA98] studies the generalization behavior of stochastic models (a
distribution over a set of models f € F). Formally, when training a posterior distribution @ €
M(F) using a dataset .S consisting of my, i.i.d. labeled samples from a distribution D over X’ x
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Y, PAC-Bayes bounds guarantee upper-bounds for the true risk of a posterior @ i.e. er(Q) =
EtoE@y~p {(f,2,y) based on its training risk (er(Q) = Eswo %L SiEl(f, i), and a
complexity term based on KL(Q||P) where P € M(F) is a data-independent prior over the
space of models, and KL is the Kullback-Leibler divergence. As an example, from [Mau04] we
have that for any prior P, and any § > 0, over the sampling of the dataset S for all posteriors
() it holds:

KL(Q|P) + log(*5™)

, (C2)

2mL

er(Q)) < er(Q) + J

This bound holds in an inductive learning setting, i.e. we have a distribution D, and the goal
is to generalize from training data to the unseen data. On the other hand, in transductive
learning [Vap98], there is a set of labeled data, and a set of unlabeled data, and the goal is
to generalize from labeled to unlabeled data. Transductive learning has also been studied in
the PAC-Bayes literature. Therefore, if we have m samples which m, of them is labeled we
want to generalize from &r(Q) to E; g = >, ((f, x;,y;). For this problem, [BGLR14] have
proved for any prior P, and any 0 > 0, over the sampling of m labeled samples out of m
samples (without replacement) for all posteriors () it holds:

KL(Q||P) + log({memy

mr

)

m 2my,

f~Q@m =

where t(mp, m) = 3log(mg),/mr(1 — %&). Since the dominant term in both bounds is the

KL terms, the transductive setting has an improved generalization guarantee by a factor of

1— ™o
"L

PAC-Bayes multi-task learning Beyond standard single-task learning, it has been shown
theoretically that when learning multiple related tasks, sharing information between them can
improve performance. Formally, in multi-task learning (MTL) [Car97], there are n tasks with
different distributions Dy, ..., D, and respective datasets S, ...,S,, and the goal is to learn
individual models (or Posteriors) jointly. Meta-learning [Sch87], or learning to learn [TP98],
extends multi-task learning to the setting where there will also be future tasks that are not
observed yet, with the assumption that the observed tasks and future tasks are all i.i.d. samples
from a distribution 7 over an environment of tasks [Bax00]. In multi-task learning, the goal is
to generalize from the average training error to the average true risk of observed clients, and
in meta-learning, the goal is to generalize to the expected true risk over 7. Given that in the
training step, we can not learn a model for future tasks, meta-learning is formalized as learning
an algorithm to apply to a future task. However, past works focused on multi-task learning
and meta-learning in an inductive way, i.e. the model suggested by [Bax00]. In this work, we
focus on a transductive version where there are n tasks, out of which n; tasks are selected
randomly to have a labeled dataset, and the remaining n — n, tasks have only unlabeled data.

Following [PL14], PAC-Bayes is a popular framework to study multi-task learning and meta-
learning, given its ability to share information between tasks through the concept of a prior.
In this work, we follow the framework introduced in [ZBL24]. As our theoretical contribution,
we prove new bounds for the transductive multi-task learning scenario we described.

Formally, we have access to ny, labeled datasets and n — ny, unlabeled datasets, and our goal
is to generate models with good performance on all tasks. Since we have unlabeled tasks,
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we work with a family of algorithms A that can create posteriors from unlabeled data i.e.
A:P(X) — M(F) is a mapping from the set of unlabeled datasets to models. We aim
to learn a stochastic algorithm i.e. a meta-posterior over a set of algorithms (p € M(A))
that have good performance on all tasks. For each algorithm, A(X),..., A(X,,) are the task
posteriors, and we denote to Q(A) as a hyper-posterior, a distribution over priors to capture
the similarities between the outputs of the algorithm, and to have a data-dependent prior for
our PAC-Bayes bounds. For a detailed explanation of the role of hyper-posterior, we refer the
reader to [ZBL24].

For each meta-posterior, our goal is to minimize the average true risk of all tasks:

er(p) = EAN,DE ZE(xi,yi)AaDi E (i, f(zi)) (C.4)

F~A(XG)

However, the true distribution of tasks is unknown, and we can not compute the training risk
of unlabeled clients; therefore, the computable object is the average training risk of labeled
clients:

1 nr 1 m

er(p) =Eav,— Z > (i g, f(i)) (C.5)

1= lmj lfNA(X

We now state our main theoretical results:

Theorem 14. For any fixed meta-prior w, fixed hyper-prior P and any 6 > 0 with probability
at least 1 — ¢ over the sampling of the datasets, for all distributions p € M(.A) over algorithms,
and for all hyper-posterior functions Q : A — M(M(F)) it holds

Hnp.m)
er(p) < ér(p) + J (1 — "y KLAellm) +log (T3

\/C(A, Q,P) + log(¥m) + 1

n 2ny, +A@p 2mn
(C.6)
where,
C(4,Q,P) = KL(QA)IP) + E ZKL (SHIIP) (C.7)

Proof. For the proof, we define the following intermediate objective, which quantifies the
training risk of all clients. Note that this object exists (There is a labeling for the unlabeled
data, however, we do not have access to them, i.e. the loss function for unlabeled clients is
well-defined, but we can not compute it.)

er(p) = Bany— ﬁ:li B )f(yi,j7f($z‘,j)) (C.8)

nio Mmoo ARG

We divide the proof into bounding er(p) — er(p), and bounding er(p) — ér(p) separately. For
stating our results, we use the following notations as in [ZBL24]:

129



= Posterior Q(A, Q(A)): given as input an algorithm A € A and a hyper-posterior
mapping Q : A — M(F) as input, it outputs the distribution over M(F) x F"
with the following generating process: i) sample a prior P ~ Q(A), ii) for each task,
i=1,...,n, sample a model f; ~ A(X;).

= Prior B: For the hyper-prior P € M(F) as input, it outputs the distribution over
M(F) x F®™ with the following generating process: i) sample a prior P ~ P, ii) for
each task, : = 1,...,n, sample a model f; ~ P

First part is bounding er(p) — €r(p) i.e. multi-task generalization bound for all n tasks. The
change of objective and intermediate step we have here compared to [ZBL24] allows us to
consider the generalization behavior of all tasks (labeled and unlabeled) in contrast to only
the labeled tasks. For the proof, for any task ¢ and any model f; we define:

Zﬁyuafz [E” (C9)

J=1

1
m
By this definition and the definitions of er and er we have:

S A = erta) - () (C.10)

% scsan |
(P’flan fn)NQ(A Q(A)) n i=1

By change of measure inequality [SLCBT12], for any A > 0, any A € A and any Q : A —
M(M(F)), we have:

er(4) — &r(4) — 1 KL (9(4, QA))[I%) < { log Heanﬂ (C.11)

Pf f
Because 33 is independent of Sy, ..., S, we have
N n
E_ et = E T[E E en®iU) C.12
S, Sn (Pfl f2 ofn Nm,bnl PNP,L]lSz szP ( )
By Hoeffding's lemma for A;(f;) € [0, 1], we have
2
E E endl) < estm. (C.13)
Si fimP
Therefore by combining (C.12) and (C.13) we have:
2
E E H endilfi) < esum (C.14)
Sl ----- Sn (P7f17f2 fn) (‘BZ 1
By Markov's inequality, for any ¢ > 0 we have
n 2
Ps, ( endilf) ) < efm ¢ C.15
S (P.f1, f2 ofn) ~‘4311_[1 o ( )
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Hence by combining (C.11) and (C.15) we get

> < emmc, (C.16)

>/\>—*

Ps,...s, (34, Q : er(4) — &i(4) — T KL(Q(A, Q(A)) [B(P)) 2

or, equivalently, it holds for any § > 0 with probability at least 1 — g:

VA Q: er(4) —&r(4) < | KLQ(A QA)IB) + loa(C) + - (C17)

With a union bound for A € {1,...,4mn}, and choosing the best A we get:

P (4.0 er<A)_er(A)<JKL (2(4,0(4 >;!Tr;i)+1og< >+1> Zl_g
(C.18)

With probability at least 1 — g, the bound holds for all A € A, therefore, we can take the
expectation for A € p. Given that E4.,[er(A) — er(A)] = er(p) — er(p)], the following holds
with probability at least 1 — g for all p, and Q:

70,0 ap) - a(p) < p [ KHAACAIM rhoe) 21
For KL(9(A, Q(A))||B), we have:
KL ) =, B, [, B S e
- B [n 2 B [, B m 2]
- KL@A)IP)+, E > KL(AS)|P) (20)

Combining equations (C.19) and (C.20) gives that with probability 1— 2, for all p € M(A), Q :
A — M(M(F)):

\/C(A, Q,P) + log(¥mm) 4 1

2mn

er(p) —er(p) < E (C.21)

A~p

For the second part, we apply the transductive bound (C.3) to generalization between €ér(p)
and ér(p), we get:

nr, T 0 t("L”)
o Semw (1 _ o KLGlI) + log(*5)

n 2ny,

(C.22)

Combining (C.21) and (C.22) proves the theorem. O
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From this general theorem, we can now prove the generalization bound for our algorithm
FLowDUP.

Theorem 4. For all 6 > 0, and any loss function ¢ : Y x Y — [0, 1], the following statement
holds with probability at least 1 — 0 over the sampling of ny, clients of n clients and randomness
of the dataset. For all parameter vectors, 1) = (Vp, ¥,.):

1 9
. np\ so- 1URl? + a1
er(pn) < érlpy) + \l <1 - L) 2o TR ©

n 2ng,

+ E
Yy ~p

(5.8)

507 it gy [1P(Sis 0) — 112 + sa- e [1? + o
2mn

where ¢, and cy are logarithmic terms in n and ny,.
Proof. For each hypernetwork with trainable parameters 1, consider an algorithm A that for
task i generates A(S;) = N (h(Si; ¥n); cgld).

For each v € R¥, the corresponding prior is P = N(v;ayld), and P = N(0; a,ld) is the
hyper-prior over priors i.e. over their mean. Define the meta-prior as 7 = N (0; o, |d) over A
i.e. over hypernetwork parameters .

Define the meta-posterior as a Gaussian distribution over the parameters of the hypernetwork,
pn = N (U ; apld) for a fixed a,. Define the hyper-posterior as Q = N (¢, ; a,ld).

By applying the theorem 14 to the defined distributions, we complete the proof. ]
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APPENDIX

Appendix for Chapter 6

D.1 Extended related work

Clustering Gaussian mixture The problem of clustering Gaussian mixtures is a fundamental
of statistics, perhaps dating back from the work of [Pea94|. Estimating the parameters of
the mixture, as we are trying to in this paper, has a rich history. [MV10] showed that, even
non-privately, the sample complexity has to be exponential in k; the standard way to bypass
this hardness is to require some separation between the means of the different components.
If this separation is o(y/log k), then any algorithm still requires a non-polynomial number of
samples [RV17]. When the separation is just above this threshold, namely O(log(k)'/?*¢),
[LL22] present a polynomial-time algorithm based on Sum-of-Squares to recover the means of
spherical Gaussians. For clustering general Gaussians, the historical approach is based solely on
statistical properties of the data, and requires a separation Q(\/E) times the maximal variance
of each component [AMO05, AS12]. This separation is necessary for accurate clustering, namely,
if one aims at determining from which component each samples is from [DKK*22]. This
approach has been implemented privately by [KSSU19] (with the additional assumption that
the input is in a bounded area): this is the one we follow, as the simplicity of the algorithms
allows to have efficient implementation in a Federated Learning environment. [BKS22] studied
how public data can improve performances of this private algorithm: they assume access to a
small set of samples from the distribution, which improves the sample complexity and allows
them to remove the assumption that the input lies in a bounded area. We note that both
private works of [KSSU19] and [BKS22] have a separation condition that grows with logm,
as ours. To only recover the means of the Gaussians, and not the full clustering, a separation
of k* (for any a > 0) is enough [HL18, KSS18, ST21]. This is also doable privately (when
additionally the input has bounded diameter) using the approach of [CKM*21] and [TCK*22].
Those works are hard to implement efficiently in our FL framework for two reasons: first,
they rely on Sum-of-Square mechanisms, which does not appear easy to implement efficiently.
Second, they use Single Linkage as a subroutine: this does not seem possible to implement
in FL. Therefore, some new ideas would be necessary to get efficient algorithm for FL based
on this approach. A different and orthogonal way of approaching the problem of clustering
Gaussian mixtures is to recover a distribution that is e-close to the mixture in total variation
distance, in which case the algorithm of [ABDH*20] has optimal sample complexity O (kd?/c?)
— albeit with a running time w(exp(kd?)).
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On private k-means clustering The private k-means algorithm of [DITHS24]|, implemented
in our FL setting, would require either (k) rounds of communication with the clients (for
simulating their algorithm for central DP algorithm), or a a very large amount of additive
noise k9 (for their local DP algorithm, with an unspecified exponent in k). Furthermore,
the algorithm requires to compute a net of the underlying Euclidean space, which has size
exponential in the dimension, and does not seem implementable. To the best of our knowledge,
the state-of-the-art implementation of k-means clustering is from [CK21]: however, it has no
theoretical guarantee, and is not tailored to FL.

D.2 Technical preliminaries

D.2.1 Differential Privacy definitions and basics

As mentioned in introduction, one of the most important properties of Differential Privacy is
the ability to compose mechanisms. There are two ways of doing so. First, parallel composition:
if an (e,9)-DP algorithms is applied on two distinct datasets, then the union of the two output
is also (e,9)-DP. Formally, the mechanism that takes as input two elements P;, P, € P and
outputs (A(Fy), A(F2)) is (€,9)-DP. The second property is sequential composition: applying
an (e,9)-DP algorithm to the output of another (e, §)-DP algorithm is (2¢, 20)-DP. Formally: if
A:P — Syis(ca,64)-DP and B: P x Sy — Sp is (¢p,5)-DP, then B(A(-),-) : P — Sp
is (4 +€p,04 + 05)-DP. Those are the composition theorem that we use for the theoretical
analysis. We chose for simplicity not to use advanced composition: the number of steps in
our final algorithms Algorithm 14 and Algorithm 15 is logarithmic, hence the improvement
would be marginal. However, in practice, better bounds can be computed — although they
don’t have closed-form expression. We use a standard algorithm to estimate more precise
upper-bounds on the privacy parameters of our algorithms [KOV15]. The sensitivity of a
function is a key element to know how much noise is needed to add in order to make the
function DP. Informally, the sensitivity measures how much the function can change between
two neighboring datasets. Formally, we have the following definition.

Definition 15 (Sensitivity). Given a norm { : R? — R, the (-sensitivity of a function
f:X™ = R? s defined as
sup L(f(X) — (X)),

z~XIEX™
where X ~ X' means that X and X' are neighboring datasets.

The two most basic private mechanism are the Laplace and Gaussian mechanism, that make a
query private by adding a simple noise. We use the Laplace mechanism for counting:

Lemma 16 (Laplace Mechanism for Counting.). Let X be a dataset. Then, the mechanism
M(X) = |X| + Lap(1/e) is (¢,0)-DP, where Lap(1/e) is a variable following a Laplace
distribution with variance 1/¢.

We use the Gaussian mechanism for more general purposes (e.g., the PCA step). It is defined
as follows:

Lemma 17. Gaussian Mechanism Let f : X — R" be a function with {5-sensitivity Ay 5. Then,

for o(e,0) = M the Gaussian mechanism M (X) = f(X) + Ny (O,A%ZU(&“,é)Q) is
(¢,8)-DP, where N(0,02) is a d-dimensional Gaussian random variable, where each dimension
is independent with mean 0 and variance o°.
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Combining those two mechanisms gives a private and accurate estimate for the average of a
dataset

Lemma 18 (Private averaging). For dataset X in the ball B(0, A), the mechanism M(X) :=

0.2
Peex X‘;ﬁéopﬁé/ ) C20) s (=, 5)-DP. Additionally, |X| >, then it holds with probability 1 — 3

that ||M(X) — u(X)]2 < “ﬁﬁ?ﬁﬁ) n AJ@/Q%\‘/W.

D.2.2 Differentially Private tools for Gaussian mixtures

First, we review some properties of the private rank-k approximation: this algorithm was
analyzed by [DTTZ14], and its properties when applied on Gaussian mixtures by [KSSU19].
The guarantee that is verified by the projection onto the noisy eigenvectors is the following:

Definition 19. Fix a matrix X € R*™ and let II;, be the projection matrix onto the principal
rank-k subspace of X X*. For some B > 0, we say that a matrix Il is a B-almost k-PCA of
X if 1l is a projection such that:

o | XXT — (LX) (LX) |5 < [|IXXT — (I,X)(IX)"||s + B, and
+ [XXT - (MX)IX)T[p < XX — (T0:X) (T X) |7 + EB.

[DTTZ14] shows how to compute a B-almost k-PCA, with a guarantee on B that depends
on the diameter of the dataset:

Theorem 20 (Theorem 9 of [DTTZ14]). Let X € R¥™™ such that || X;||» < 1, and fix
o(g,0) = /2In(2/6)/e. Let E € R be a symmetric matrix, where each entry E; ; with

j > i is an independent draw from N'(0,0(g,8)?). Let I, be the rank-k approximation of
XXT + E. Then, Il is a O(\Vd - o(e,8))-almost k-PCA of X, and is (¢, §)-DP.

[KSSU19] shows crucial properties of Gaussian mixtures: first, the projection of each empirical
mean with a B-almost k-PCA is close to the empirical mean:

Lemma 21 (Lemma 3.1 in [KSSU19]). Let X € R¥™ be a collection of points from k
clusters centered at |11, ..., . Let C' be the cluster matrix, namely C, = p; if X,, belongs
to the j-th cluster, and G; be the j-th cluster. Let II; be a B-almost k-PCA, and denote
111, ..., [l the empirical means of each cluster, and (i1, ..., [i;. the projected empirical means.

" - 1 B
Then, ||; — i3] < ﬁ”X —Clla+ \/%

Second — and this helps bounding the above — they provide bounds on the spectral norm of
the clustering matrix X — C"

Lemma 22 (Lemma 3.2 in [KSSU19]). Let X € R¥™™ be a set of m samples from a
mixture of k Gaussians. Let o; be the maximal unidirectional variance of the j-th Gaussian,
and 0max = maxo;. Let C be the cluster matrix, namely C, = p; if X, is sampled from
N(p;,55). fm > = (¢id + G log,y(k/B)), where (1, (o are some universal constants, then

min

with probability 1 — /3 it holds that

/T minC
# <X =Cl2<4 mejU?.

7j=1
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D.2.3 Properties of Gaussian mixtures

Lemma 23. Consider a set P of m samples from a Gaussian mixtures {(/.;, EJ, w;) }iek)-

Let G; be the set of points sampled from the j-th component. If m > 241°g , then with
probabl/lty 0.99 it holds that Vj, |G;| > mw,/2

Proof. This is a direct application of Chernoff bounds: each sample s is in G; with prob-
ability w;. Therefore, the expected size of G, is mw;, and with probability at least
1 — 2exp(—mw;/12) it holds that ’|G]~| - mwj‘ < mw;/2: for m > 241og(k)/wWmin, the
probability is at least 1 — 2/k. A union-bound over all j concludes. O]

D.2.4 Clustering preliminaries

Our algorithm first replaces the full dataset P with a weighted version of (), and then computes
a k-means solution on this dataset. The next lemma shows that, if cost(P, Q) is small, then
the k-means solution on the weighted () is a good solution for P:

Lemma 24. Let P,Cy CR? and f : P — C be a mapping with I' := 3",p [[p — () |*.
Let w, be such that |w, — | f~1(v)|| < |f~*(v)|/2. Let P be the multiset where each v € C,
appears w,, many times, . Let Cy be such that cost(P Cy) < aOPT( ). Then,

cost(P,Cy) < (2+ 12a)" + 12aOPT(P).

Proof. Recall that Cy(p) is the closest point in Cy to p. We have, using triangle inequality:

cost(P,Cy) = Z lp — Ca(p)|?

<§:|lp Co(f ()17
S%D(Hp—f(p)\!+Hf(P)—Cz(f(p))H)2
§I§2\Ip—f(p)ll2+2!\f(p)—Ca(f(p))||2
<;r+2§;|f Dl - o)
§2F+4i;iwu|lu—(§’2(y)|]2

< 2T + 4aOPT(P).

A similar argument bounds OPT(P): let C* be the optimal solution for P, then, for any point
pwe have || £(p) — C*(F @)l < 17 ®) — C- )| < [1£(p) — pll + o — C*(p)]]. Therefore,

OPT(P) < Y w|lv—Cx(v |12

VEC'1
Z W)y = Cx ()P
VECl
<33 2[Ci(p) — p|* +2|lp — C*(p)|I?
peEP

< 3T + 30PT(P).
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Combining those two inequalities concludes the lemma. O]

D.3 The non-private, non-federated algorithm of [AS12]

The algorithm we take inspiration from is the following, from [AS12] and inspired by [KK10]:
first, project the dataset onto the top-k eigenvectors of the dataset, and compute a constant-
factor approximation to k-means (e.g., using local search). Then, improve iteratively the
solution with Lloyd's steps. The pseudo-code of this algorithm is given in Algorithm 13, and
the main result of [AS12] is the following theorem:

Theorem 25 ([AS12]). For a separated Gaussian mixture, Algorithm 13 correctly classifies all
point w.h.p.

Their result is more general, as they do not require the input to be randomly generated, and
only requires a strict separation between the clusters. In this paper, we focus specifically on
Gaussian mixtures.

Algorithm 13 Cluster(P)
1: Part 1: find initial Clusters

a) Compute P the projection of P onto the subspace spanned by the top & singular
vectors of P.

b) Run a c-approximation algorithm for the k-means problem on P to obtain centers
Viy ..oy Vg

2: Part 2: Forj=1,..k set S; < {p:Vs,||P,— v < %pr — ||} and 6; « pu(S;)
3: Part 3: Repeat Lloyd's steps until convergence:
for j =1,...k, set C(v;) <~ {p: Vs, || P, — v;|| < ||Py —vsl|} , and 0; < u(C(v;))

D.4 Qur result

Our main theoretical results is to adapt Algorithm 13 to a private and federated setting. As
mention in the main body, we show a stronger version of Theorem 7, without assumptions on
diameter and server data. More precisely, we show the following theorem:

Theorem 26. There is an (¢,d)-DP algorithm with the following accuracy guarantee.

Suppose that the client dataset P is generated from a separated Gaussian mixtures with
kdT log? m-4/In(1/8 . . .
m > (1 Og;;; n(1/9) samples, where (; is some universal constant, and that () contains
a least one sample from component of the mixture. Then, the algorithm computes centers
V1, ..., such that, for some universal constants (s, (3, after T' + (5 log oma 8|01 o ndfs of

EWmin
communications, it holds with high probability that:

me2w

min

1 kdT log® mo max\/In(T/6)
||:u] - VJH < C3 max 27’11’ 2 .
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Note that the precision increases with the number of samples: if m is larger than

27 10g (0 max/ Wmin) kd log? Mo max

2 )
min

2w
then the dominating term is 1/27.

Corollary 27. There is an (g,§)-DP algorithm with O(log(m)) rounds of communications
with the following accuracy guarantee. Suppose that the client dataset P is generated from
klog? m\famax

20
€ Whnin

a separated Gaussian mixtures with m = 2 ) samples, that () contains a least

one sample from each component of the mixture and at most m data points. Suppose that
6
m = (klogm\[""’”) and that m = () (W)kd) Then, the algorithm computes centers

2 4
€ Winin € Whnin

vy, ..., U, such that, with high probability, the clustering induced by v, ..., vy is the partition
Gy, ..., Gy.

Proof. Theorem 5.4 of [KK10] (applied to Gaussian mixtures) bounds the number of misclas-
sified points in a given cluster in terms of the distance between v; and ;. Define, for any j,
S; as the cluster of v;, and 0; = ||1; — v;||. Then, for 5’ # j, [KK10] show that, for some
constant ¢

Mwmin(07 4 62) ,

|G; N Sy| <
g = peyr1?
2 2
Since || — py|* > c2k°m“wlw, we get that the number of points from G assigned to
. min (07 +07)
cluster j' is at most % We aim at bounding 4, and 9, using Theorem 26. For T" =

log (%) it holds that 1 < Vkowma | addition, for this value of 7" and a number of

10¢/v/mwmin
1000210g( )2-kd? log(m)* kdT log® Momaxy/In(7/9) < Vkomax

S , We also have e < oo
Therefore, the upper bound on §; and §; from Theorem 26 after T'+10g (0 max 10g |Q|/Wmin) =
O(log(m)) rounds of communications ensure that there is no point misclassified. This which
concludes the statement. O

samples m at least m >

In the case where the assumption of Theorem 7 are satisfied, namely, (1) the diameter is
bounded and (2) the server data are well spread, then the algorithm of Theorem 26 reduces
directly to Algorithm 11 followed with T steps of Algorithm 12, with only 7" rounds of
communication. Indeed, the first O (log %Og@') rounds of the algorithm from Theorem 26
are dedicated to enforcing condition (1) and (2): if they are given, there is no need for those
steps. The organization of the proof is as follows. First, we give some standard technical
preliminary tools about differential privacy and Gaussian mixtures. Then, we show how to
implement Algorithm 13: the bulk of the work is in the implementation of its Part 1, computing
a good solution for ITP. The second part to iteratively improve the solution is very similar to

the non-private part.

!We simplified the original statement of [KK10] to directly adapt it to separated Gaussian mixtures:
in this case, |P — C||3 < 4mo?2,,, and A;; (defined in the original statement) is our separation value,

\/mamax 1Og( )

max’
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D.5 Part 1: Computing centers close to the means

D.5.1 Reducing the diameter

Lemma 28. There is an -DP algorithm with one communication round that, given wp;, and
IOg IQl 10g m\/go'max)

EWmin

Omax, reduces the diameter of the input to O (

Proof. We fix a distance D = 41og mv/domay. First, the server identifies regions that contains
many server points: if ¢ is such that |Q N B(q,D)| > 28ng%' then ¢ is marked frozen.
Then, each client assigns its points to their closest server point in (), breaking ties arbitrarily.
In one round of communication, the server learns, for each server point ¢ € ), the noisy
number of points assigned to ¢, namely w,(P) = wy(P) + Lap(1/e). For privacy, the noise
added to each count follows a Laplace distribution with parameter 1/c. Hence, with high
probability, the noise is at most O (biﬂ) on each server data ¢q. With high probability on

the samples, for all j the B(uj, D) contains all the w;m samples from G;. Therefore, any
server point ¢ sampled from §; is either frozen, or the noisy count in B(g, D) ball is at least

MWpin/2 — |Q N B(p;, D)| - logeﬂ > MWmin/3, using Lemma 23.

Consider now an arbitrary point p € R?. Since G, is fully contained in B(p;, D/2), either
the ball B(p, D/2) doesn't intersect with GG, or B(p, D) contains entirely GG;. Furthermore,
by triangle inequality, for any ¢ € G; N Q) the ball B(gq, D) contains entirely G;: if ¢ is not
frozen, it has noisy count at least mwmi,/3, and therefore true count at least mwpmi, /6. To
reduce the diameter, we first remove all points from () that are not frozen and for which the
ball B(q, D) has noisy count less than mwm,/3: by the previous discussion, those points
are not sampled from any G; and are part of the noise. In addition, connect any pair of
points that are at distance less than D. We claim that each connected component has
diameter at most O (bgt';w . To prove this claim, we fix such a component, and
consider the following iterative procedure. Pick an arbitrary point from the component, and
remove all points that are at distance 2D. Repeat those two steps until there are no more
points. Let ¢ be a point selected at some step of this procedure. First, note that B(q, D) is
disjoint from any ball B(¢/, D), for ¢’ previously selected — as B(¢q’, 2D) has been removed.

Furthermore, either ¢ is frozen and the ball contains 253}”“”’“"@ many points of (), or ¢ is not

frozen and B(q, D) contains at least mwmi,/6 points of P. Therefore, there are at most

tmaz ‘= L + M iterations. So the connected component can be covered with t,,,,

balls of radlus 2D Add|t|ona||y since each edge has length at most D, the component has
diameter at most O(t,,0.D) = O <1°g|Q|1°gm‘fU’“ax>. This concludes the claim.

EWmin

The other key property of the connected component is that each G is fully contained in a
single connected component, as all points of G; are at distance at most D of each other.
Therefore, we can transform the space such that the connected components get closer but
do not interact, so that the diameter reduces while the centers of Gaussians are still far
apart. Formally, let D’ be the maximum diameter of the connected components. Select an
arbitrary representative in () from each connected component, and apply a translation to the
connected component such that its representative has coordinate (100D’ - 4, 0,0, ...,0). This
affine transformation ensures that (1) within each connected component, all means are still
separated and the points are still drawn from Gaussian with the same covariance matrix and
(2) the separation between centers of different component is at least 50D’. Therefore, the
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instance constructed still satisfy the separation conditions of Definition 6, and has diameter at
most O(kD') = O <klogmlogcz|¢3amax) .

EWmin

D.5.2 A relaxation of Awathi-Sheffet’s conditions

The result of [AS12], applied to Gaussian, requires a slightly weaker separation between the
centers than what we enforce. They consider a dataset P sampled from a Gaussian mixtures,
and with cluster matrix C' (namely, C,, = p; if P, is sampled from the j-th component).

They define for each cluster A% := \/ﬁG—Wmin(\/EHP — C|l2), [|P — C||r), and require

15 — |l = c(ALS + A%F) for some large constant c.

In the Gaussian setting, we have |G| ~ mw; (Lemma 23), ||P—C|2 = O(0maxy/m) Lemma 22
and [|A = C||p = ©(Vmdoma). Thus, in most cases, min (VE| P — Clla, | P = Cl|r) =

VMEO max Polylog(d/wmin), except in some degenerate cases — and we keep the minimum only

to fit with the proof of [AS12]. We can define A; = % min (\/Epolylog(d/wmin), \/3)

our separation condition Definition 6 ensures that |[z1; — /|| > c(A; + Ajr), for some large c.
We now show the two key lemmas from [AS12], adapted to our private algorithm.

Fact 29 (Fact 1.1 in [AS12]). Let P € R¥™™ be a set of m points sampled from a Gaussian
mixtures, and let C' be the cluster matrix, namely the p-th column is C), = p; if X, is sampled

from N (p;,%;). Let I be a B-almost k-PCA for Py, ..., P,,. Suppose that B satisfies
B < YEmnlne - Then:

P — C|lF < 20min(k[| A — C|3, | A = C|[E) (= mw; A7)

Proof. First, since both TIP and C have rank k, it holds that ||TIP — C||% < 2k||TIP — C|3.
By triangle inequality, this is at most 2k (||IIP — P||y + ||P — C||2)*>. Now, we have that
|ITIP — P||3 = |[(ITP — P)T(IIP — P)||2: since IT is an orthogonal projection, IT = I17 = I1?
and therefore ||TLP — P||3 = ||PPT — (ILP)(IT1P)”||5. Using that IT is a B-almost k-PCA of P,
this is at most ||(II, P — P)(II,P — P)T||y + B, where II,,P is the best rank-k approximation
to P. By definition of I, this is equal to || P — II,P||3 + B < ||P — C|3 + B. Overall, we
get using va + b < a + Vb

TP — C||% < 2k (|IIP = Pl + ||P = C|»)*
2
<2k (2|P - Cll2 + VB)
< 16k|P — C||2 + 4kB.

Using Lemma 22 and the assumption that 4kB < \/mwmin0max concludes the first part of
the lemma. For the other term, we have |[|[IIP — C||p < |IIP — P||p + ||P — C||r. The
fact that IT is a B-almost k-PCA ensures that ||[IIP — P||% < ||P — C||% + kB; and the fact
that ||[P — C||% > |P - C|)5 > %&"%ax > B concludes (where the second inequality is from
Lemma 22). O

Fact 30. [Analogous to Fact 1.2 in [AS12]] Let P € R¥™ be a Gaussian mixtures, and
II be a B-almost k-PCA for P, ..., P,,. Suppose that B satisfies B> < mwmino2,,.. Let
S = {v1,...,vx} be centers such that cost(IIP,S) < mko?,, -log>m. Then, for each u;,

there exists j' such that ||p; — vj|| < 64, so that we can match each ji; to a unique v, .
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Proof. The proof closely follows the one in [AS12]. Assume by contradiction that there is a j
such that Vj', ||p; — vj|| > 6A;. For any point p € P, let v, be its closest center. Then, the
contribution of the points in GG; to the cost is at least

(€3
Y ey = v+ Tp — pu]|* > 7](6Aj)2 — > Mp — p|I* > 18|G4|A% — [[IIP — C||%,

pEGj pGG]'

where the first inequality follows from (a — b)*> > % — % Using first that |G5]1A% =
100mko?,,, log®(m), then Fact 29 combined with Lemma 22 yields that ¥, [[IIp — 1|2 >

1800mko?2 _ log?(m) — 16mko?

max

This contradicts the assumption on the clustering cost. [

Assuming there is a matching as in Fact 30, the proof of [AS12] directly goes through (when
the Lloyd steps in Parts 2 and 3 of the algorithm are implemented non-privately), and we can
conclude in that case that the clustering computed by Algorithm 11 is correct. Therefore, we
first show that our algorithm computes a set of centers satisfying the conditions of Fact 30;
and will show afterwards that the remaining of the proof works even with the addition of
private noise.

D.5.3 Computing a good k-means solution for I1P
The goal of this section is to show the following lemma:

4log |Q|

EWmin

Lemma 31. There is an e-DP algorithm with 10 log rounds of communications that

computes a k-means solution S with

cost(IIP,S) = O (m -log? ( ) ko2 log m) :

EWmin

The proof of this lemma is divided into several parts: first, we show that the means of the
projected Gaussians Iluy, ..., [Ty, would be a satisfactory clustering. As points in () are drawn
independently from II, there are points II() close to each center IIy;: our second step is
therefore an algorithm that finds those points, in few communications rounds.

Lemma 32. Let II be the private projection computed by the algorithm. With high probability,
clustering the projected set 11G; to the projected mean Iy, has cost |G;|logm - ko?

max*

Proof. We focus on a single Gaussian G;, and denote for simplicity 1 := p; its center and

3= IT3; the covariance matrix of IIG;. Standard arguments (see Proof of Corollary 5.15
in [KSSU19], or the blog post from [McS14]) show that, with high probability, for all point

it holds that ||[TI(p — p)||3 < \/klog(m)omax. For a sketch of that argument, notice that if
the projection II was fixed independently of the samples, this inequality is direct from the
concentration of Gaussians around their means, as the projection of G; via Il is still a Gaussian,
with maximal unidirectional variance at most o,ax. This does not stay true when II depends on
the sample; however, since II is computed via a private mechanism, the dependency between
IT and any fixed sample is limited, and we can show the concentration. Combined with the
fact that there are |G| samples from G;, this concludes. O
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Lemma 31 in particular ensures that clustering ITP to the full set I1Q yields a cost mko?,, -

log® m. Therefore, if we could compute for each g € @ the size wy(IIP) of I1g's cluster in I1P,
namely, the number of points in I1P closer to Ilg than to any other point in IIQ) (breaking ties
arbitrarily), then Lemma 24 would ensure that computing an O(1)-approximation to k-means

on this weighted set yields a solution to k-means on IIP with cost O (mko?nax

- log? m).
However, the privacy constraint forbids to compute w,(IIP) exactly, and the server only
receives a noisy version w,(ILP) — with a noise following a Laplace noise with parameter 1/c.

Hence, for all points ¢ € (), the noise added is at most 1‘”% with high probability.

D.5.4 If assumption (2) is satisfied: the noise is negligible

Assumption (2) can be used to bound the total amount of noise added to the server data: we
can show that the total contribution of the noise is small compared to the actual k-means
cost, in which case solving k-means on the noisy data set yields a valid solution. We show the
next lemma:

Lemma 33. For any set of k centers S, it holds that

qu(HP) cost(p, ) — qu/(lﬁ) cost(p, S)| < |Q|10i|Q|A2

Proof-

qu(ﬂp) cost(q, S) — Zwﬁ) cost(q, S)| =

> Lap(1/e) cost(q, S)

1 )
OgJQ‘. In this case, we

With high probability, each of the |@Q| Laplace law is smaller than
get ’Zq Lap(1/e) cost(q, S)‘ < M Therefore, the gap between the solution evaluated

with true weight w,(IIP) and noisy weight wq/(lﬁ) is at most M O

Using |Q] < m, the assumption |Q| < %‘;g‘“ therefore ensures that the upper bound of
the previous lemma is at most mklog(m)o2, . Hence, if S is a solution that has cost
O(1) times optimal on the noisy projected server data, it has cost O(mko?Z,, log(m)) on
the projected server data. Combining this result with Lemma 24 concludes: cost(IIP,S) =

O (mko? ., log(m)).

max

D.5.5 Enforcing Assumption (2)

In order to get rid of Assumption (2), we view the problem slightly differently: we will not
try to reduce the number of points in () to the precise upper-bound, but will nonetheless
manage to control the noise and show Lemma 31. Indeed, if all points of () get assigned more
than 2logm/e many input points, then the estimates of w, are correct up to a factor 2, and
Lemma 24 shows that a k-means solution .S for the dataset consisting of 11() with the noisy
weights satisfies cost(I1P,S) = O (mlmﬁ1ax - log? m). However, it may be that some points
of () get assigned less than 2logm/e points, in which case the noise would dominate the
signal and Lemma 24 becomes inapplicable. Our first goal is therefore to preprocess the set of

hings Q to get ) such that :
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1. for each cluster, HQ still contains one good center, and

2. Vg e 0, W, > 2logm/e (where the weight @ is computed by assigning each data point
to its closest center of Q)

The first item ensures that cost(ILP, IIQ) = O (mk;o?nax -log? m); the second one that the
size of each cluster is well approximated, even after adding noise. Our intuition is the following.
Removing all points ¢ € ) with estimated weight less than 2log m/¢ is too brutal: indeed, it
may be that one cluster is so over-represented in () that all its points get assigned less than
2logm/e points from P. However, in that case, there are many points in the cluster and
in I1Q: we can therefore remove each point with probability 1/2 and preserve (roughly) the
property that there is a good center in IIQ). Repeating this intuition, we obtain the algorithm

described in Algorithm 14.

Algorithm 14 SimplifyServerData

1: Input: Server data ), client datasets P, ..., P", a projection matrix II computed from
P!, ..., P", and privacy parameter ¢

2 Let F < 0,Qq « Q, T = 10log (12514l

3: fort =0to T do o

4: Let C = FUQ;

5. for each ¢ € C, the server receives a noisy estimate @gt) of wn,(I1Q:), with noise
Lap(T'/e).

6:  Server computes L :={q € C: @E]t) < 2logm/e}.

7. F+— FU(Q/\L).

8:  Server computes Qy 11, a subset of L where each point is sampled with probability 1/2.
9: end for

10: Return: F'

We sketch briefly the properties of algorithm 14, before diving into details of the proof. First, the
algorithm is -DP, as each of the T steps is £/T-DP. Then, points in F' are frozen: even after
adding noise, their weight is well approximated. We will show by induction on the time ¢ that, for
any cluster j that does not contain any frozen point at time ¢, then QN By, 2t-\/kIog momax)
contains many points: more precisely, |Q; N B(j;,2t - /klogmoma)| > €|G;|/2. Since at
each time step only half of the points in L are preserved in Q¢41 (line 7 of the algorithm),
it implies that, at the beginning, |Q N B(u;,2t - Vklogmomax)| 2 2'¢/T|G;|. Therefore,
for t = log(1/(¢wmin)), we have for each cluster that either it contains a frozen point, or
|Q N B(uj, 2t - Vklog momax)| > f—’l > m: as the second option is not possible, all clusters
contains a frozen point, which is a grz)mod center for that cluster. Our next goal is to formalize
the argument above, and show:

Lemma 34. Let F' be the output of Algorithm 14. Then, for each cluster j, there is a point
vj € F such that ||II(p; —v;)| < log (461%@') -v/klogmomax. Furthermore, for each q € F,
define w, as the number of points closest to q than any other point in F' : it holds that
w, > 2logm/e.

For simplicity, we define A¢ := v/klog momax. To prove this lemma, we show inductively that
after t iterations of the loop in the algorithm, then either B(Ilx;,2tA¢) contains a frozen
point, or | B(Ily;, (t+1)A¢) NILQ:| > €]G;|/2. Since the number of points in I1Q); is divided
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by roughly 2 at every time step, the latter condition implies that there was initially at least
~ 2'e|G,| points in B(I1p,, (t + 1)Ac) NIIQ. For t ~ log(1/(ewmin), this is bigger than m
and we get a contradiction: the ball contains therefore a frozen point.

Our first observation to show this claim is that many points of P are close to j;:

Fact 35. With high probability on the samples, it holds that ‘B(Huj, VE1og Mo max) N HGj‘ >
|G

Proof. As in the proof of Lemma 32, the fact that Il is computed privately ensures that,
with high probability, all points p € G, satisfy ||II(p — p;)|| < VEklogmoma. Thus,

| B(Ip;, V/ETog moma) N 11G,| > |G, 0

For the initial time step ¢ = 0 we actually provide a weaker statement to initialize the induction,
and show that there is at least one point in B(Ilx;, v/klog momax) N1IQ:. This will be enough
for the induction step.

Fact 36 (Initialization of the induction). With high probability, 3¢ € Q, ||I1(1; — q)|| <

Vk1og mo max.

Proof. This directly stems from the fact that there is some point ¢ € () that is sampled
according to G;, and that II is independent of that point. Therefore, Ilg follows the Gaussian
law IIG;, which is in a k dimensional space and has maximal unidirectional variance opmax.
Concentration of Gaussian random variables conclude. n

To show our induction, the key lemma is the following:

Lemma 37. After t iteration of the loop, either B (H,uj, (t 4+ 1)vklog mamax) contains a

frozen point, or ‘HQt N B(Mp;, 2(t + 1)vV/E1og Mo max)| > e|G;|

= 4Tlog(TIQI)

Proof. Let A¢ := \/klog momax. First, it holds with high probability that all the noise added
Line 5 satisfy ’fuff) - wnq(HQt)‘ < Tlog(T|Q|)/e. This directly stems from concentration
of Laplace random variables, and the fact that there are T'|Q)| many of them. We prove
the claim by induction. Fix a ¢ > 0. The induction statement at time ¢ ensures that
either there is a point frozen in B(Ily;, (t + 1)A¢), in which case we are done, or there
is at least one point in I1Q); N B(Ily;, (t + 1)A¢) (note that this statement holds for
t = 0 by Fact 36). By triangle inequality, this means that all points of I1G; N B(1lu;, Ac)
are assigned at time ¢t + 1 to a point in B(IIy;, (t + 2)A¢) (in line 4 of Algorithm 14).
Therefore, by Fact 35, 3 .114er10,nB (11, ,(t4+2)Ac) w;, > |Gj|. Then, either TIQ, contains less

than %&”QI) many points from B (Ily;, (t +2)A¢), and we are done, as one of them must

have wr, (I1Q441) > 2T log(|Q|T") /< and will be frozen — as in this case ﬁ)flt) > Tlog(|Q|T)/e.
Or, there are more than %&”QI) points, and they all have w!*! < 2T log(T'|Q])/< : Chernoff
bounds ensure that, with high probability, at least %&”QI) will be sampled in the set ;. 1,
which concludes the lemma. O

Lemma 34 is a mere corollary of those results:
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Proof of Lemma 34. Again, we define Ag := \/klog moma.. At the end of Lemma 34, all
points in F" are frozen: let f : P — F such that f(p) = argmin ¢ [[II(p — q)||, breaking ties
arbitrarily. Since all points are frozen, it holds that for all ¢, |f~'(q)| > 2logm/e: therefore,
their noisy weight o, satisfy |@, — |/~ (q)| < L= (q)‘. Furthermore, for T large enough it

holds that 7 > log (*"'8TI4L): this holds e.g. for T — 10 log (H1os2),

min EWmin

Lemma 37 ensures that either B(Ilu,;, (T + 1)A¢) contains a frozen point, or |IIQr N

|G
B(Ip;, 2(T + 1)Ac)| > sty

Suppose by contradiction that we are in the latter case. Since, at each time step, every point
in () is preserved with probability 1/2, it holds with high probability that |IIQ) N B(Ily;, 2(T +
1)A¢)| > 27 - |G;|. Indeed, all points of that ball are still present in Q@ with probability

. . T £lG,| o
1/T": Chernoff bounds ensure that there must be initially at least 2 - Tlog(rIq) PoINts in
that ball in order to preserve %&”QI) of them after the sampling. With our choice of T,

this means |IIQ N B(Ilp;, 2(t + 1)Ac¢)| > |Q|, which is impossible. Therefore, it must be
that B(IIy;, (T'+ 1)Ac¢) contains a frozen point, which concludes the proof. O

Proof of Lemma 31 We now have all the ingredients necessary to the proof of Lemma 31.
The algorithm is a mere combination of the previous results:

» Use Algorithm 14 to compute a set F'.

= Server sends F to the clients, who define f : P — F such that f(p) = argmin,x [|TI(p—
q)||, breaking ties arbitrarily.

= Client 7 sends wy, (IIP?) := |[{p € P*: f(p) = ¢}|.
= Server receives ,, a noisy version of w, := 3, wz.

= Server computes an O(1)-approximation S to k-means on the dataset IIF' with weights
W

To show that S has the desired clustering cost, we aim at applying Lemma 24. For this, we
first bound 3, [TI(p — f(p))||?>. For each cluster j, let v; be the point from F as defined in
Lemma 34. We have, using the definition of f and triangle inequality:

Z IM(p— FENI* <D > e —v)lI> <2>° > M(p — wp)l* + [T(k; — ).

Jj peGj J peG;

From Lemma 32, we know that 3=, 3" ¢, [ITI(p — p15)||* = O(mlogm- ko). The guarantee
of v; in Lemma 34 ensures >, > e, [ITI(; — v5)||* = O (m -log? <€wmm) ko2 .. 10gm).
Thus, >, [[I(p — f(p)|I> = O (m log? ( ) k:amaxlogm). Since all points in F' have

an estimated that satisfies |, — |f~!(q)|| < Q)I, we can apply Lemma 24: the so-
lution computed by the above algorithm on the dataset I[TF with weights W, has cost at
most O (m - log® (5.1 - ko2, logm)+O(OPT(IIP)) = O (m - log® (1) - ko?, logm).
This concludes the proo1c of Lemma 31.

Wmin
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D.6 Part 2: Improving iteratively the solution

Our global algorithm is described in Algorithm 15: first, we use Lemma 28 to reduce the
diameter of the input; then, we compute a good initial solution using Lemma 31. Then, we
implement privately Part 2 and Part 3 of Algorithm 13, using private mean estimation. We
note that this algorithm, when assumptions (1) and (2) are satisfied, is exactly Algorithm 11
followed with Algorithm 12. Hence, Theorem 7 follows directly from the proof of Theorem 26.

Algorithm 15 Cluster

1: Input: Server data (), client datasets P!, ..., P", and privacy parameters ¢, §

2: Process the input to reduce the diameter to A using Lemma 28, with privacy parameter
e/4.

3: In one round of communication, compute a O(vVdA - o(¢/4,6))-almost k-PCA using
Theorem 20.

4. Part 1: find initial centers yil), ...,y,gl) using Lemma 31, with privacy parameter /4

5. Part 2:

a) Server sends 1", ., y,(:) to clients, and client 7 computes S’ := {p € P* : Vs, ||p —

1 ~
vV < Yip - O3

. . 2
b) Server receives, for all cluster 7, V](- ) =

1 n ) 272 Alog(2T/9)
ST (i Spes; b+ Na (0, 25522

6: Part 3: Repeat Lloyd's steps for T steps, with privacy parameter (¢/T,6/T):

1. Server sends z/ft), o u,ﬁt) to clients, and client 7 computes S;'. ={pe P :Vs,|p—

t A
v < |Ip — v @3,

D) .

2. Server receives, for all cluster 7 ;

1 n ) 272 Alog(2T/5)
s (T Spes; p +- A (0, 222110

Given the mapping of Fact 30, the main result of [AS12] is that step 2 of the algorithm
computes centers that are very close to the f;:2

Theorem 38 (Theorem 4.1 in [AS12]). Suppose that the solution vy, ..., vy is as in Fact 30,
namely, for each fu;, it holds that ||j1; — vj|| < 6A;. Denote S; = {p : Vr # j, ||IIP, — v;|| <
1P, — v ||}. Then, for every j € [k] it holds that

1
11(S5) — pl] = O ( [P = CHQ) ,
avaien

where c is the separation constant from Definition 6.

Finally, the next result from [KK10] shows that the Lloyd's steps converge towards the true
means:

2Note that the original theorem of [AS12] is stated slightly differently: however, their proof only requires
Fact 29 and the matching provided by Fact 30, and we modified the statement to fit our purposes.
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Theorem 39 (theorem 5.5 in [KK10]). /f, for all j and a parameter v < ck /50,

Y|P -C
gy — vy < ME=Clle
|G

then Pl
f}/ —_
|11 — u(C())l| £ ——F—,
2,/1Gj|

where C(v;) is the set of points closer to v; than to any other v;:.
This allows us to conclude the accuracy proof of Theorem 26

Proof of Theorem 26. The algorithm is (g,6)-DP: each of the 4 steps step — reducing the
diameter, computing a PCA, finding a good initial solution and running T Lloyd's steps — is
(/4,8/4)-DP, and private composition concludes. The first three steps require a total of

2
2+10log 461%‘9' many rounds of communication, the last one requires T'+-log 7= rounds. This

min

simplifies to T' + (5 log %‘)g'@ for some constant (5. The first step reduces the diameter to

A=0 (%rsfm); therefore, Lemma 31 combined with Fact 30 ensures that z/fl), ey V,E,l)

satisfies the condition of Theorem 38. In addition, Lemma 4.2 of [AS12] ensures that the size of

: ; : : - Na(A202(e )
each cluster || is at least ‘%' at every time step. Therefore, the private noise Na(220%(.)) i

57
2mamax~ n .
bounded with high probability by 7 := O (W) -0 (’“‘m‘)g mone /) ‘”), which
J min

2
€ Whnin

for and m = Q <debg2 o ln(l/é)) is smaller than A; = s in (\/EPOIYIOg(d/wmin)a d)_

Hence, the conditions of Theorem 38 and Theorem 39 are still satisfied after adding noise,
and the latter implies that the noisy Lloyd steps converge exponentially fast towards B(/s;, 7).
[P—Cll2

1
=0 <2> ‘
02T+log Bmin
+ 7.
vaiexl

From Lemma 22 ensures ||P — C|| < O(y/M0Omax). Since |G| > mwmin/2, the first term is
at most O (2%)

2
T+log —Z}max

More precisely, it holds with probability 1 — 1/&? that ||u; — v; min

Therefore,

2
Imax
P VTJrlog min
:u] 7

( (1 kdT 10g? Mo max 1n(T/5))>
= O | max )

2T’ me2w?

min

D.7 Experiment Details

D.7.1 Dataset details

Mixture of Gaussians Datasets \We generate a mixture of Gaussians in the following
way. We set the data dimension to d = 100 and we generate k£ = 10 mixtures by uniformly
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randomly sampling k means {1, ...} from [0, 1]%. Each mixture has diagonal covariance
matrix 3; = 0.51; and equal mixture weights w; = 1/k. The server data is generated by
combining samples from the true mixture distribution together with additional data sampled
uniformly randomly from [0, 1]¢ representing related but out-of-distribution data. We sample
20 points from each mixture component, for a total of 20 x £ = 200 in distribution points and
sample an additional 100 uniform points. For Section 6.5.1 we simulate a cross-silo setting
with 100 clients, with each client having 1000 datapoints sampled i.i.d from the Gaussian
mixture. For Section 6.5.2 we simulate a cross-device setting with 1000, 2000 and 5000 clients,
each client having 50 points i.i.d sampled from the Gaussian mixture distribution. The server
data is identical in both cases.

US Census Datasets We create individual datapoints coming from the ACSIncome task in
folktables. Thus each datapoint consists of d = 819 binary features describing an individual
in the census, including details such as employment type, sex, race etc. In order to create a
realistic server dataset (of related but not not in-distribution data) we filter the client datasets
to contain only individuals of a given employment type. The server then receives a small
amount (20) of datapoints with the chosen employment type, and a larger amount (1000) of
datapoints sampled i.i.d from the set of individuals with a different employment type. We do
this for 3 different employment types, namely “Employee of a private not-for-profit, tax-exempt,
or charitable organization", “Federal government employee" and “Self-employed in own not
incorporated business, professional practice, or farm". These give us three different federated
datasets, each with 51 clients, with total dataset sizes of 127491, 44720 and 98475 points
respectively.

Stack Overflow Datasets Each client in the dataset is a stackoverflow user, with the
data of each user being the questions they posted. Each question also has a number of tags
associated with it, describing the broad topic area under which the question falls. We first
preprocess the user questions by embedding them using a pre-trained sentence embedding
model [RG19]. Thus a user datapoint is now a d = 384 text embedding. Now we again wish
to create a scenario where the server can receive related but out of distribution data. We
follow a similar approach to the creation of the US census datasets. We select two tag topics
and filter our clients to consist of only those users that have at least one question that was
tagged with one of the selected topics. For those clients we retain only the questions tagged
with one of the chosen topics. The server then receives 1000 randomly sampled questions
with topic tags that do not overlap with the selected client tags as well as 20 questions with
the selected tags, 10 of each one. For our experiments we use the following topic tag pairs
to create clients [(machine-learning, math), (github, pdf), (facebook, hibernate), (plotting,
cookies)]. These result in federated clustering problems with [10394, 9237, 23266, 2720] clients
respectively.

D.7.2 Verifying our assumptions

On each of the datasets used in our data-point-level experiments we compute the radius of
the dataset A, shown in Table D.1.

klog? (m)amax\/a

EWmin

Assumption (1) requires A = O < > For the Gaussian mixture, k = 10,d =

100, Wiin = 1/10,m = 10°% and omax = 0.5: thus A clearly satisfies the condition. For the
US Census datasets, k = 10,d = 819, m € {127491,44720,98475}. As we cannot estimate
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Dataset A

Gaussian Mixture (100 clients) 10.57
US Census (Not-for-profit Employees) | 2.65
US Census (Federal Employees) 2.65
US Census (Self-Employed) 2.65

Table D.1: Radius of each dataset.

Omax and wmin(since the dataset is not Gaussian), we use an upper-bound wpmi, = 1, and

replace omax with a proxy based on the optimal k-means cost, \/OPT/m: this is a priori a
large upper-bound on the value of 0., but it still gives an indication on the geometry of
each cluster. As can be seen in Figure 6.1, Figure D.6, the average optimal cost is about 3.5
. thus, /OPT/m ~ 1.87, and we estimate blog? (m)omax'd o 10-10g7(10°)0.005-VB19. ;1 93()()),

EWmin 0.5
This indicates that Condition (1) is satisfied as well for this dataset. Assumption 2 requires
‘ < emklog(m)o?,,
> A2

that the size of the server data is not too large: |Q . In the Gaussian case, we

have |@| = 300, and the right-hand-side is about 29000.

In the US Census Dataset, we again upper-bound 02 = OT'ZT. In that case, the right-hand-side

is about 620000, while there are 1020 server point. Although our estimate of o, is only an

upper-bound, this indicates that assumption (2) is also satisfied.

D.7.3 Baseline implementation details

SpherePacking We implement the data independent initialization described in [SCLT17]
as follows. We estimate the data radius A using the server dataset. We set a = AVd, for

j=1,...,k, we randomly sample a center v; in [-A, A]%. If v; is at least distance a from the
corners of the hypercube [—A, A]? and at least distance 2a away from all previously sampled
centers vy, ...,v;_1, then we keep it. If not we resample v;. We allow 1000 attempts to

sample v;, if we succeed with sampling all k centers then we call the given a feasible. If not
then a is infeasible. We find the largest feasible a by binary search and use the corresponding
centers as the initialization.

D.7.4 Adapting FedDP-KMeans to client-level privacy

As discussed in Section 6.5.2, moving to client-level DP changes the sensitivities of the
algorithm steps that use client data. To calibrate the noise correctly we enforce the sensitivity
of each step by clipping the quantities sent by each client to the server, prior to them being
aggregated. Concretely, suppose v; is a vector quantity owned by client i, and the server
wishes to compute the aggregate v = >, v;. Then prior to aggregation the client vector is
clipped to have maximum norm B so that

5 — ﬁ’l)i, if HUZH > B
' Vi, otherwise.

The aggregate is then computed as © = >, ©;. This query now has sensitivity B, and noise can
be added accordingly. Each step of our algorithms can be expressed as such an aggregation
over client statistics, the value of B for each step becomes a hyperparameter of the algorithm.
We make one additional modification to Step 3 of FedDP-Init to make it better suited to
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FedDP-KMeans with Missing Clusters in Server Data

—e— Server missing 0 clusters
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Figure D.1: Mixture of Gaussians data with £ = 10 clusters and 100 clients. Performance of
FedDP-KMeans when the server is missing 0, 1, 2 and 5 of the 10 total clusters.

the client-level DP setting. In Algorithm 11 during Step 3 the clients compute the sum m§-
and count n; of the vectors in each cluster Sj. Rather than send these to the server to be
aggregated the client instead computes their cluster means locally as

J H ?
; 4, ifn; >0

uh =< "
0, otherwise,

as well as a histogram counting how many non-empty clusters the client has:

; 1, if n; >0
C. =
I 0, otherwise.

The server then receives the noised aggregates u; and ¢; and computes the initial cluster
centers as v; = u;/¢;. In other words we use a mean of the means estimate of the true cluster
mean.

D.8 Additional Experiments

D.8.1 Setting hyperparameters of FedDP-KMeans

In this section we analyze the hyperparameter settings of FedDP-KMeans that produced the
Pareto optimal results shown in the figures in Sections 6.5.1 and 6.5.2. These analyses give us
some insights on the optimal ways to set the hyperparameters when using FedDP-KMeans in
practice.
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Figure D.2: Mixture of Gaussians data with 100 clients. Server missing 1 of the k£ = 10
clusters.

—e— DP-FedKM + FDP-Lloyds —e— Serverlloyds + FDP-Lloyds ---- k-FED
—e— ServerKMeans++ + FDP-Lloyds SpherePacking + FDP-Lloyds —— Optimal
Server Missing 2 Clusters

56 -
@
o
(9]
2 54 1
8 —g—= . 90
£ S
Y4 52 4

50 a2 c

0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8
epsilon

Figure D.3: Mixture of Gaussians data with 100 clients. Server missing 2 of the k = 10
clusters.
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Figure D.4: Mixture of Gaussians data with 100 clients. Server missing 5 of the k£ = 10
clusters.

Distributing the privacy budget The most important parameters to set are the values of
epsilon in Parts 1-3 of Algorithm 11. Here we discuss how to set these.

Let €1, €9, €3¢ and €3 denote the epsilon we allow for part 1, part 2, the Gaussian query in
part 3 and the Laplace query in part 3 respectively. We let €jnit = €1 + €9 + €36 + €3.. By
strong composition the initialization will have a lower overall budget than &;,;;, however, it
serves as a useful proxy to the overall budget as we can think of what proportion of &;,;; we
are assigning to each step. Shown in Tables D.2 and D.3 are the values from our experiments.
Specifically, for each dataset we take the mean across the Pareto optimal results that we
plotted of the € values used for each step. We then express this as a fraction of &;,;;. Loosely
speaking, we interpret these values as answering “What fraction of our overall privacy budget
should we assign to each step?"

The results paint a consistent picture when comparing values with the same unit-level of
privacy with slight differences between the two levels. For datapoint level privacy, clearly
the most important step in terms of assigning budget is to the Gaussian mechanism in Step
3 with the other steps being roughly even in term of importance. Therefore, as a rule of
thumb we would recommend assigning budget using the following approximate proportions
[0.2,0.2,0.45,0.15]. For user level privacy we observe the same level of importance being
placed on the Gaussian mechanism in Step 3 but additionally on the Gaussian mechanism in
Step 1. Based on these results we would assign budget following approximate proportions
[0.35,0.1,0.45,0.1]. Clearly these are recommendations based only on the datasets we have
experimented with and the optimal settings will vary from dataset to dataset, most notably
based on the number of clients and the number of datapoints per client.

Number of steps of FedDP-Lloyds The other important parameter to set in FedDP-
KMeans is the number of steps of FedDP-Lloyds to run following the initialization obtained
by FedDP-Init. As discussed already, this comes with the inherent trade-off of number of
iterations vs accuracy of each iteration. For a fixed overall budget, if we run many iterations,
then each iteration will have a lower privacy budget and will therefore be noisier. Not only
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Dataset €1/€init | €2/€init | €36/ €init | €31/ €init
Gaussian Mixture (100 clients) 0.18 0.23 0.43 0.17
US Census (Not-for-profit Employees) | 0.24 0.17 0.41 0.18
US Census (Federal Employees) 0.15 0.16 0.52 0.17
US Census (Self-Employed) 0.20 0.23 0.47 0.10

Table D.2: Amount of privacy budget, as a fraction of &;,;;, that is assigned to each step of

FedDP-Init. Results shown are the mean of the Pareto optimal results plotted for each of the
data-point-level experiments in Figures 6.1, D.6 and D.7.
Dataset €1/€init | €2/E€mit | €36/Eimit | €3L/Einit
Gaussian Mixture (1000 clients) 0.38 0.09 0.42 0.10
Gaussian Mixture (2000 clients) 0.43 0.10 0.36 0.11
Gaussian Mixture (5000 clients) 0.43 0.09 0.37 0.11
Stack Overflow (facebook, hibernate) 0.29 0.15 0.42 0.15
Stack Overflow (github, pdf) 0.37 0.12 0.40 0.10
Stack Overflow (machine-learning, math) | 0.29 0.14 0.45 0.13
Stack Overflow (plotting, cookies) 0.33 0.11 0.47 0.09

Table D.3: Amount of privacy budget, as a fraction of ;,;;, that is assigned to each step of

FedDP-Init.

Results shown are the mean of the Pareto optimal results plotted for each of the

client-level experiments in Figures 6.2, D.8, D.9, D.10 and D.11.

that, but in fact the question of whether we even want to run any iterations has the same
trade-off. If we run no iterations of FedDP-Lloyds, then we use none of our privacy budget
here, and we have more available for FedDP-Init. To investigate this we do the following: for
each dataset we compute, for each number of steps T' of FedDP-Lloyds, the fraction of the
Pareto optimal runs that used T steps.

Table D.4:

Table D.5:

Dataset 0 steps | 1 step | 2 steps
Gaussian Mixture (100 clients) 0.61 0.39 0
US Census (Not-for-profit Employees) 0.8 0.1 0.1
US Census (Federal Employees) 0.91 0.09 0
US Census (Self-Employed) 0.92 0.08 0

Fraction of the Pareto optimal results that used a given number of steps of
FedDP-Lloyds for the data-point-level experiments.

Dataset 0 steps | 1 step | 2 steps
Gaussian Mixture (1000 clients) 0.86 0.11 0.04
Gaussian Mixture (2000 clients) 0.8 0.17 0.03
Gaussian Mixture (5000 clients) 0.81 0.1 0.1
Stack Overflow (facebook, hibernate) 1.0 0 0
Stack Overflow (github, pdf) 1.0 0 0
Stack Overflow (machine-learning, math) | 0.94 0.06 0
Stack Overflow (plotting, cookies) 0.96 0.04 0

Fraction of the Pareto optimal results that used a given number of steps of

FedDP-Lloyds for the client-level experiments.
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The results, shown in Tables D.4 and D.5, are interesting. In all but one dataset more than
80% of the optimal runs used no steps of FedDP-Lloyds, with many of the datasets being over
90%. The preference was to instead use all the budget for the initialization. The reason for
this is again the inherent trade-off between number of steps and accuracy of each step, with it
clearly here being the case that fewer more accurate steps were better. One point to note
here is that FedDP-Init essentially already has a step of Lloyds built into it, Step 3 is nearly
identical to a Lloyds step but with points assigned by distance in the projected space. Running
this step once and to a higher degree of accuracy tended to outperform using more steps.
This in fact highlights the point made in our motivation, about the importance of finding an
initialization that is already very good, and does not require many follow up steps of Lloyds.

D.8.2 Missing clusters in the server data

In order for our theoretical guarantees to hold we required the assumption that the server data
include at least one point sampled from each of the components of the Gaussian mixture and
this assumption was reflected in the experimental setup of Sections 6.5.1 and 6.5.2. This is,
however, not a requirement for FedDP-KMeans to run or work in practice. To test this we
run experiments in the setting that certain clusters are missing from the server data in our
Gaussian mixtures setting. Specifically, the server data is constructed by sampling from only a
subset of the £k = 10 Gaussian components of the true distribution. Figure D.1 shows the
performance of FedDP-KMeans as we increase the number of clusters missing on the server.
As we can see performance deteriorates modestly as the number of clusters missing from the
server dataset increases. Figures D.2-D.4 show that this also occurs in the other baselines
that make use of the server data and that FedDP-KMeans is still the best performing method
in this scenario.

D.8.3 Choosing k using Weighted Server Data

While in practice, k-means is often used with a value of k£ determined by external factors,
such as computational or memory demands, %k can also be chosen based on the data at hand.
Existing methods can be incorporated into our setting quite simply, by using the method on
the weighted and projected server dataset I1Q), with weights wq(ﬁP). This dataset serves as
a proxy for the client data and we can operate on it without incurring any additional privacy
costs. We illustrate this using the popular elbow method. Concretely, we run lines 1-16 of
Algorithm 11 using some large value £/, then we run line 17 for £ = 1,2,3,... and plot the
k-means costs of the resulting clusterings. This is shown in Figure D.5. Clearly, the elbow of
the curve occurs at £ = 10 which is indeed the number of clusters in the true data distribution
(we used the same Gaussian mixture dataset as in the original experiments).

D.9 Additional figures
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Elbow method for choosing k on the weighted projected server dataset
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Figure D.5: Plotting the Within-Cluster Sum of Squares (aka k-means cost), against the
number of clusters, when clustering the weighted projected server data points. The true
number of clusters in the data is & = 10, the prior steps of FedDP-Init were run with &’ = 20.
The “elbow” of the curve indeed occurs at k£ = 10.
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Figure D.6: Results with data-point-level privacy on US census data. The 51 clients are US
states, each client has the data of individuals with employment type “Employee of a private
not-for-profit, tax-exempt, or charitable organization".
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Figure D.7: Results with data-point-level privacy on US census data. The 51 clients are US
states, each client has the data of individuals with employment type “Self-employed in own
not incorporated business, professional practice, or farm".
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Figure D.8: Results with client-level privacy on Synthetic mixture of Gaussians data with 1000
clients in total.
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Figure D.9: Results with client-level privacy on Synthetic mixture of Gaussians data with 5000
clients in total.
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Figure D.10: Results with client-level privacy on the stackoverflow dataset with 23266 clients
with topic tags facebook and hibernate.

157



—e— DP-FedKM + FDP-Lloyds

—e— Serverlloyds + FDP-Lloyds ---- k-FED
—e— ServerKMeans++ + FDP-Lloyds

SpherePacking + FDP-Lloyds —— Optimal

0.88 A

k-means cost

075 100 125 150 175 200 225 250  2.75
epsilon

Figure D.11: Results with client-level privacy on the stackoverflow dataset with 2720 clients
with topic tags plotting and cookies.
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Figure D.12: Results with client-level privacy on the stackoverflow dataset with 10394 clients
with topic tags machine-learning and math.
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