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Abstract

The widespread adoption of apps like Whatsapp and Signal has translated into billions
of people all around the world communicating on a regular basis by making use of
services that offer end-to-end encryption and even provide security guarantees when a
user’'s device is compromised.

This was made possible by the introduction of the Double Ratchet Algorithm [PMS16],
which was designed for a setting where communication takes place between two
parties. However, in practice, many apps offer the possibility of creating groups. The
protocols they use to secure communication are inefficient for large group which has
the undesireable consequence that the aforementioned apps have established limits
on the group size of roughly 1000 users. This has motivated the introduction of the
Messaging Layer Security (MLS) standard [BBR"23] by the IETF which is based on a
primitive called Continuous Group Key Agreement (CGKA) [ACDT20].

This primitive allows a group of users to maintain a shared secret key that is frequently
rotated by the group members in order to change group membership, achieve forward
secrecy (FS) and post compromise security (PCS). Most protocols are based on binary
trees where the nodes are associated to a pair formed by public key and a secret key.
Each leaf corresponds to one of the group members and a user knows the secret keys
associated to nodes along the path from their leaf to the root. When a user wants
to update their key material they have to change log(/N) many keys. This requires
uploading log(NN) many ciphertexts to communicate the new keys to the rest of the
group members in a way that respects the tree structure.

In this thesis we study how much communication between group members is required
in order to add and remove users from a group as well as in order to provide PCS when
we consider CGKAs built using standard cryptographic primitives like pseudo-random
functions and public-key encryption. Furthermore, we also consider the case of MLS
and provide the first lower bound showing that its communication complexity is much
worse than previously believed, i.e., it is very far from log(/N). Finally, we also propose
a variant of MLS which provably achieves the same security properties with a much
lower communication cost.
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CHAPTER

Introduction

The fact that more than half of the world's population (54% according to [SB25])
now has access to the internet through their own smartphone also means that an ever-
increasing number of people can make use of the messaging services provided by apps
like WhatsApp, iMessage, Messenger or Signal. In fact, according to WhatsApp's official
website “more than three billion people in over 180 countries use WhatsApp” [Wha].

This means that whenever two people have a conversation on any of these apps they
are benefiting from the security properties of the Double Ratchet Algorithm introduced
by Perrin and Marlinspike [PMS16] or some variant thereof. These protocols allow the
users to derive some keys that are known to both parties and use them to encrypt their
messages in order to prevent anyone else from learning their content or impersonating
any of the parties. This is usually referred to as end-to-end encryption (E2EE). However,
the key difference with previous protocols is that the Double Ratchet Algorithm instead
of simply deriving one key, derives a sequence of keys through key updates that provide
confidentiality even when a key is leaked in the following sense:

- the messages sent before remain secret (forward secrecy), and,
- after a new key is derived using fresh randomness, future messages are also kept
secret (post-compromise security).

The aforementioned apps do not restrict communication to take place between two
parties. Instead, users may create group chats. This leads to the question of how to
offer participants the same security guarantees as before but now in a group setting.
The most natural solution for a group of n users is to consider the n(n — 1) pairs of
distinct users separately and for each of them execute the Double Ratchet Algorithm.
However, this has a major shortcoming, namely, communication complexity scales
linearly in the group size as sending a message requires encrypting it individually to

1




1.

INTRODUCTION

each party. This is not just a purely theoretical observation. It actually has real-world
implications; WhatsApp limits the number of users in a group to 1024 users and Signal
establishes a maximum group size of 1000 users.

The question of building a scheme that combines security and efficiency has motivated
the creation of the IETF working group Messaging Layer Security (MLS) and has led
to the publication of the RFC 9420 [BBR"23] standard, to which we will refer as MLS
from now on. Unlike the aforementioned apps, it has the goal of supporting groups of
up to 50000 users.

This thesis studies the trade-offs between efficiency and security in the context of group
messaging. The problem becomes trivial when one considers heavy machinery such as
succinct multiparty non-interactive key exchange [ABG'25]. However, this is very far
from being practically efficient. Therefore, we only consider protocols that are built
using standard cryptographic primitives such as public-key encryption or pseudo-random
generators.

1.1 A Simple Approach to Building Secure Group
Messaging

For now, let's consider the problem of confidentiality and ignore other properties such
as authenticity. That is, we would like to guarantee that only group members can read
the content of the messages. There is already a standard cryptographic primitive that
solves this problem, namely, symmetric encryption. If all group members agree on a
secret key and they encrypt their messages with this key, then they can be sure that
only the other group members can recover the original messages. In other words, the
problem of confidentiality in group messaging can be reduced to the question of group
key agreement. The main challenge in its application to group messaging stems from
the fact that we must deal with the problem of membership change.

For instance, removing a user from a group should mean that the remaining users
preserve the ability to communicate confidentially, despite the fact that the removed
user learned the key they were previously using. Analogously to the approach described
earlier, this can be solved by having the remaining group members agree on a new key.

This intuition was formalized in the work of Alwen et al. [ACDT20, ACDT21] who
introduced a primitive called Continuous Group Key Agreement (CGKA) and formally
showed how to build secure group messaging from it (and other cryptographic primitives)
while guaranteeing confidentiality and authenticity as well as other security properties
specific to group messaging that we will discuss later. The first CGKA scheme is the
ART protocol of Cohn-Gordon et al. [CCG"18] and actually predates the formalization
of the CGKA primitive itself.



1.1. A Simple Approach to Building Secure Group Messaging

Multicast Encryption. Before we delve deeper into the study of CGKA, it is worth
mentioning that a similar problem also arises in other contexts beyond that of group
messaging. If one considers the case of pay TV, where customers have to pay a monthly
fee in order to have access to the content of some channels, the question of being
able to communicate a message (here the channel’s content) to an evolving group of
users (here the customers who pay) has clear similarities to the one of group messaging.
There is a natural cryptographic way of solving this problem resembling the previous one;
the TV signal is sent encrypted using a symmetric scheme and the company provides
the secret key to the users. If a customer stops paying, everything the company has
to do is to encrypt the signal under a new key and distribute the new key to those
who keep paying as well as communicate it to any new customers. This solves the
original problem in a way that still involves sending only one signal and its efficiency is
determined by that of the key rotation procedure.

In this kind of setting we have a central authority (CA) that communicates the
corresponding secret key to group members and changes this key as determined by
how group membership evolves in time. This cryptographic primitive is called multicast
encryption (ME). ME predates CGKA by about two decades and the existence of a
central authority makes the problem simpler since there is no need to use public-key
encryption.

Continuous Group Key Agreement. While in a multicast protocol the main goal
of the CA is to communicate a secret key in a way that guarantees that only current
group members can learn it, in CGKA this has to be achieved in the absence of a
CA. Instead, in CGKA the add and remove operations are carried out by the users
themselves and communication takes place over an untrusted network. Moreover, users
can also perform another kind of operation that is called an update; it enables a user
to refresh their key material without any membership changes taking place. Every time
one of these operations takes place, the key on which users agree changes and we say
that a new epoch starts. Therefore, each epoch has its own associated group key. The
two security properties that we want to achieve by issuing updates are post-compromise
security (PCS) and forward secrecy (FS).

At a high level, we say that a CGKA scheme provides PCS if it guarantees that users
can agree on a secure key even after a compromise provided that a certain amount
of communication takes place between the group members. A secure key is one that
remains indistinguishable from random even when given the keys known to the corrupted
users during that period. FS refers to the property that a compromise should not leak
information about the group keys from past epochs. In both notions there is a healing
period between the compromise and the secure keys. How long this period is, leads
to more fine-grained notions of security as we will discuss later. Both notions can be
combined into one called post-compromise forward secrecy (PCFS) that requires that
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any key outside the healing period of any of the corrupted keys (from both previous
and future epochs) looks random.

Selective vs. Adaptive Adversaries. There are also other questions to take
into account when defining what constitutes a secure CGKA scheme. In the CGKA
literature adversaries are usually adaptive, i.e., their actions can be adjusted as the
execution of the security experiment proceeds. Here we use the term actions in an
informal way that the precise definition of security should make explicit, but the reader
may think of them as a sequence of operations to be carried out by the users and an
epoch whose group key the adversary challenges. This is obviously a desirable property
since the intended application of group messaging provides a long period of time (e.g.,
months or years) in which to carry out an attack and it would not be realistic to assume
that an adversary commits to its actions at the beginning of a security experiment.

Passive vs. Active Adversaries. In CGKA it is also particularly relevant whether
we consider a passive adversary, i.e., one that is restricted to observing communication
and not allowed to tamper with the messages exchanged by the user, or an active one
which can behave in arbitrary ways. Some works consider partially active adversaries
that can control the delivery of messages and corrupt users, but not use the information
obtained in order to craft messages. This is not a very realistic model and MLS is
known to satisfy a stronger notion of security, namely, insider security [AJM22] which
captures the possibility that corrupted group members behave maliciously.

Asynchronous communication. In addition to the above considerations, a CGKA
is usually designed for asynchronous settings in which not all users may be online at all
times and then when a user comes online, it should be able to process the messages
previously exchanged and catch up with the group after said messages are relayed by
an untrusted server. This is a natural scenario in applications like group messaging and
most CGKA constructions (among them the first CGKA construction [CCG"18] and
MLS) are designed to operate in an asynchronous setting.

1.2 Efficiency in Multicast Encryption and
Continuous Group Key Agreement

The previously described approach to secure group messaging naturally leads to the
study of the efficiency of CGKA constructions. Since ME is an older primitive and it
has served as a starting point for building CGKA, we first discuss the main idea behind
efficient ME schemes.
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Key Trees. The basic design principle uses so-called key trees and serves as an
inspiration for many of the existing ME and CGKA constructions. Key trees were
first used in the context of ME by Wallner, Harder and Agee in [WHA99] and by
Wong, Gouda and Lam in [WGL0O0]. They are (usually binary) trees in which the leaves
correspond to the users and every node in the tree has an associated secret key. The
secrets that belong to any of the nodes along the path from a user’s leaf to the root
are exactly the secrets in the tree that are known to that user. The root’s secret is
therefore called the group secret. The protocol proceeds in a way that guarantees that
a user can never learn any secret outside of its path to the root. This property receives
the name of the tree invariant. If we assume that the edges are directed from the root
to the leaves!, then an edge (u,v) corresponds to a ciphertext of the form Enc(k,, k)
that allows anyone with knowledge of the key k, to also obtain the key £,.

The internal nodes of the tree make it possible to communicate any change to the
group key in an efficient way. Adding a new user can be done by increasing the depth
of the tree by one if it is a full binary tree or just making use of one of the available
leaves and assigning it to the new user if the number of users NN is not a power of
two, and, in both cases, sampling fresh secrets along the newly added user's path. In a
binary tree this results in at most [log(n)] 4+ 1 ciphertexts.

Eliminating a user corresponds to sampling a new group key and communicating it to
the remaining users in a way that avoids using any of the keys known to the removed
user. In a key tree this can be done by first deleting all the secrets along the removed
user's path and then for each node along their path from their leaf to the root it suffices
to sample a new secret and communicate it to all the users below it by encrypting it
to its children except for the leaf of the removed user. This requires at most 2log(n)
ciphertexts in the case of binary trees. The communication can be reduced by a factor
of 2 if one uses a pseudo-random generator (PRG) to derive the new keys along a path
as shown in [CGI*99a].

In the context of CGKA, the use of key trees, which usually receive the name of
ratchet trees, was first proposed by Cohn-Gordon, Cremers, Garratt, Millican and Milner
in [CCG*18], which uses binary trees whose nodes have associated ElGamal secrets.
Namely, leaves have a secret z; and a public value ¢g*¢ associated to them and each
leaf corresponds to one party who is the only one who knows the corresponding secret.
Internal nodes are defined in a recursive way where a node with children whose secret
values are a and b is assigned a public value gf(gab) and a secret g® for some map f to
the integers. Most CGKA constructions take the approach of TreeKEM [BBR*23] and
use key trees where the public/secret key pair associated to the nodes correspond to
an arbitrary public-key encryption.

1This convention is not always adopted in the ME and CGKA literature and for example [AAB*21]
considers edges pointing towards the root.
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However, a crucial difference between these protocols as well as other CGKA construc-
tions like [Weil9, KPPW*21, ACDT20, AANT22, AANT24] and the aforementioned
multicast schemes is that their efficiency is not well understood. The lack of a central
authority implies that adds and removals do not always respect the binary tree structure
and, instead, they destroy it. In all of the aforementioned CGKA protocols there exist
sequences of adds and removals that result in future operations requiring that a linear
amount of ciphertexts be sent. That is, their worst-case communication complexity
is linear rather than logarithmic. Moreover, in some protocols like TreeKEM even if
we restrict ourselves to considering update operations there are sequences which result
in a linear amount of ciphertexts being sent. This defeats the purpose of using binary
trees in the first place.

1.2.1 Efficiency of Replacements

When studying the communication complexity of the add and remove operations we
are usually interested in asymptotic results as a function of the group size. Therefore
we sometimes decide to keep the group size invariant and do so by considering the
action of removing a user and adding a user at the same time. We refer to this as a
replacement. From the previous description on how key trees work, it follows that we
can do a replacement in a way that involves log(n) 4+ 1 many ciphertexts; we remove a
group member and use the available leaf for the user we would like to add. Moreover,
this only requires the use of symmetric encryption and PRGs.

Batched Replacements in ME. In a large group, it may very well be the case that
the CA wants to remove multiple users at the same time. If done sequentially, this
would require d(log(n) 4+ 1) many ciphertexts where d denotes the number of users to
be removed. However, if we choose d many leaves in a binary tree as the one used in
the protocol outlined in the previous paragraphs we would expect to see their paths
intersect. Thus, proceeding to remove the users sequentially results in a number of
nodes being repeatedly assigned new secrets. In order to avoid this redundancy we
can try to batch those replacements in a way that each node only has to be assigned
a new key once. Indeed, if we choose any d leaves in a binary tree, we would need
to replace at most d(1 + log(n/d)) nodes [NNLO1]. By following this approach one
obtains protocols with improved communication cost as shown implicitly by [NNLO1]
and explicitly for ME in [LYGLO1, SMO03] with hashing and symmetric-key encryption
as building blocks; d users can be replaced in a single round with a communication cost
of d(1 + log(n/d)) without increasing the cost of future operations.

(Batched) Replacements in CGKA. Whether the previous approach works in
CGKA heavily depends on the security notion considered. Even if the size of the

6
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batch is just one! If we do not consider concurrency and restrict ourselves to a very
weak security model where all users are honest and no randomness leakage when
sampling new keys is considered and, in particular, all users delete any information as
determined by the protocol, this is indeed the case. By using Tainted TreeKEM without
taints [KPPW™21] the resulting effect on the tree is essentially the same as in the case
of ME though it requires the use of public-key encryption instead.

However, if we do not trust that a removed user has actually deleted any previous keys
it may have learned as part of the protocol execution, then Tainted TreeKEM (now
in its version with taints for security) has worst-case linear communication. In fact,
this is inherent to any CGKA scheme built in a black-box way from PKE that provides
PCS, and is, therefore, secure against a non-adaptive adversary that learns (through
corruption) old secrets of a user that is later removed. Specifically, a worst-case linear
bound was given in [BDG22].

Previously Known Lower Bounds for Replacements. The first lower bounds
on the communication needed to replace one user in ME are due to Canetti, Malkin
and Nissim [CMN99] and Snoeyink, Suri and Varghese [SSVO01]. Both consider ME
schemes built only using symmetric-key encryption and, in particular, do not allow
the use of pseudorandom generators. In [CMN99] it is proven that there exists a
user whose removal requires that the central authority broadcasts log(n) ciphertexts if
one only considers so-called structure preserving protocols. In [SSVO01] this additional
requirement is dropped, but instead of proving that there is one user whose removal
induces such a cost, the authors prove a weaker statement, namely, that there exists a
sequence of 2n replacements such that the total communication is Q(nlog(n)).

The first worst-case lower bound to apply to ME protocols built using symmetric-
key encryption, PRGs and secret sharing is due to Micciancio and Panjwani [MP04]
who defined security by making use of a symbolic model in the style of Dolev and
Yao [DY83]. They showed the existence of sequences of (non-batched) replacements
that induce a log(n) — o(1) communication cost per replacement proving that the
protocol of [CGIT99a] has optimal worst-case complexity.

When considering CGKA, one should also take into account public-key encryption.
Alwen et al. [AABT21] lift the bound of [MP04] to an average-case bound meaning
that instead of showing the existence of a sequence that induces a logarithmic cost,
they prove that a randomly chosen sequence of replacements also has log(n) — o(1)
communication cost per replacement. Their result applies to both primitives, CGKA
and ME.

The work of Bienstock et al. [BDG™22] considers CGKA built in a black-box way from
public-key encryption and give a worst-case sequence of operations that result in a
sustained lower bound of 2(n). The sequence is built by first having a user u; add
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a set of users S to the group where |S| = Q(n). Next, a previous group member,
ug, proceeds to replace u; and since the new group key cannot be learned by wu;, this
requires that uy addresses the users in S separately because any keys they agree on
were communicated to them by w; in the previous round. In the next round another
user ug replaces us and by repeating this process, we obtain a sequence of replacements
of a single user per round where the communication cost in each round is 2(n).

The approach used to prove the bound clearly relies on not trusting user u; to have
deleted any key material it communicated to the users in S when adding them. This is
a security property not satisfied by Tainted TreeKEM when used without taints and
explains why this scheme can achieve a O(log(n)) communication cost for non-batched
replacements. The argument used to prove the bound does not extend to the case of
ME schemes either.

1.2.2 Efficiency of Updates in CGKA

Concurrency in CGKA. The absence of a CA also introduces an element that has
to be considered when studying large groups; multiple users may want to perform
operations at the same time. One approach would be to simply require that all
operations be done sequentially, i.e., if two users want to do, for example, an update,
then one has to do it first and the other user has to first process said update and
then proceed to generate their own. This is clearly undesirable for large group sizes
as it means that PCS may only be achieved after a linear number of rounds (in the
number of concurrently updating parties).> This is indeed the case for a number of
constructions such as rTreeKEM [ACDT20], Tainted TreeKEM [KPPW™21], Causal
TreeKEM [Weil9] and early versions of the CGKA underlying MLS, more specifically,
versions 7 and older of TreeKEM.

The Propose-and-Commit Paradigm. In order to handle concurrency, TreeKEM
introduces two different kinds of operations called proposals and commits. A user
can propose to add a new user, remove a group member or an update, but proposal
messages do not establish new group keys. As part of an update proposal, a user
includes a new public leaf key and stores the corresponding secret. Later on a user
can issue a commit to a (possibly empty) set of proposals. As part of the commit
the user samples new keys for each node along their path. All the non-leaf nodes on
the paths of users who issued an update proposal and all the nodes on the path of
the users being removed that do not belong to the committing user's path become
blank, i.e., all their key pairs are deleted and no new key pair is assigned to them. As a

2This is assuming that priority is given to parties which have not had a successful update for the
longest period of time.



1.2. Efficiency in Multicast Encryption and Continuous Group Key Agreement
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Figure 1.1: Illustration of two concurrent update proposals in TreeKEM by users u;
and ugz (left) and a commit to their proposals by user uig (right). As part of their
update proposals users u; and uz sample new leaf keys (colored in blue) and user u;g
samples new keys for all the nodes along their path to the root (colored in orange).
The ciphertexts sent by w4 correspond to the edges colored in orange. This sequence
of operations results in a total of four blank nodes (light gray nodes).

result, the committing user’'s co-path® may include some blank nodes and therefore the
committing user may have to generate additional ciphertexts in order to communicate
the new secret keys. This allows to handle concurrent proposals, but commits do not
support concurrency. For an example see Figure 1.1.

The current version of TreeKEM based on the Propose-and-Commit framework achieves
PCS in just two rounds in the sense that if all corrupted parties issue a proposal
and these are included in a commit, the resulting group key is secure. Protocols
like CoCoA [AANT22] and DeCAF [AANT24] allow to process concurrent operations
without relying on the Propose-and-Commit framework, though it comes at the cost of
a relaxation of the notion of PCS considered, which can take a logarithmic number
of rounds to achieve. Additionally, in CoCoA the server crafts individualized packages
for each user instead of simply forwarding the messages it receives. This makes it
possible to reduce the number of ciphertexts each user downloads. DeCAF achieves
PCS in log(c) many rounds where c is the number of corrupted parties. This value is
not known, but, in practice, one may expect it to be much smaller than n. However,
in DeCAF users must receive all the messages sent by other users and therefore the
recipient communication is higher than in CoCoA.

Previously Known Lower Bounds for Updates. The work of Bienstock, Dodis
and Rosler [BDR20] was the first to prove a lower bound on the communication needed
in a PCS secure CGKA scheme. They consider a symbolic model similar to the one
of [MP04] in which CGKA schemes are built from PRFs, public key encryption and

3The co-path of a user u is the set of children of the nodes in u's path that do not belong to u's
path.
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broadcast encryption. They show that if all the n members of the group can do updates
concurrently and 2 rounds of (possibly concurrent) communication suffice to agree on
a secure key after all the users get corrupted, then a total number of at least n(n — 1)
many messages have to be exchanged. The argument proceeds by observing that if
the adversary corrupts all the group members, then after a first round of concurrent
updates the users do not agree on any secure keys. This means that in the second
round of concurrent updates every user has to send a message to the remaining n — 1
with the new group key. This yields the lower bound of n(n — 1), i.e., a linear overhead
per updating party.

The previous argument relies on the assumption that there is no coordination between
users. If we allow users to coordinate with those doing concurrent updates, then the
lower bound is just linear since the first round still requires that users publish a new
secret while in the second one it would be enough for one user to send the new group
key.

1.3 Our Contributions and Outline

1.3.1 On the Cost of PCS in CGKA

The lower bound of [BDR20] shows that if a CGKA is built from standard primitives
and achieves PCS in just two rounds, then it requires linear communication per user.
This motivates the study of protocols that may need more rounds to guarantee that a
secure key is obtained but do so with a lower communication cost. In CoCoA [AANT22]
each update is of logarithmic size while PCS is achieved after all previously corrupted
users perform a logarithmic number of updates even if this is done concurrently.

In Chapter 3 we study upper and lower bounds on the communication needed when
one considers such a delayed form of PCS. This notion is parametrized by an integer
k between 2 and log(n) that denotes how many rounds of updates by the corrupted
parties must suffice to derive a secure key even if communication is done concurrently.

We obtain a lower bound of order kn'*'/(:=1) /1og(k). When k = 2, this recovers the
bound of [BDR20]. Furthermore we introduce two variants of CoCoA which achieve

PCS in £ many rounds and result in nearly matching upper bounds with communication
cost of k2nttl/(k=1) and knlt+2/(k=1),

1.3.2 The Cost of Maintaining Keys in Dynamic Groups

Multicast encryption protocols that allow a CA to replace d many users by sending just
d(1 +log(n/d)) ciphertexts have been around for more than two decades. In the case
when d = 1 this was proven to be optimal in [MP04, AAB*21] (among protocols built

10
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from standard primitives). However, in the case where d > 1 we only know the trivial
lower bound of d shown in [BDR20].

In Chapter 4 we close this gap by showing that any ME construction based on standard
primitives requires that the CA sends at least Q2(dlog(n/d)) ciphertexts. This is an
average case lower bound in the sense that it holds when the parties to be replaced are
chosen randomly. We also show that this lower bound holds for CGKA schemes. The
result covers all the standard primitives considered in the symbolic models of [MP04,
BDR20, AAB*21] with the exception of broadcast encryption (BE) which was also taken
into account in [BDR20]. This is, however, justified because we show in Appendix A.1.4
that this primitive can be used to build ME which supports batched user replacements
with a cost of just d + 1 messages.*

1.3.3 Concurrent Updates without Pruning

The introduction of the propose-and-commit framework together with its blanking
mechanism made it possible for TreeKEM [BBR"23] to handle concurrency. However,
blanks, as shown in Figure 1.1, do not preserve the binary tree structure and, in
particular, the in-degree of some nodes increases. This makes future operations more
costly.

In Chapter 5 we initialize the formal study of the actual communication cost of the
MLS protocol in a way that introduces the number of users who make proposals or
commits as parameters p and c, respectively. In our model p users issue a proposal,
then a user commits to all said proposals and this is followed by ¢ — 1 rounds in which
one user commits to an empty set of proposals. We show that if the users doing
proposals and commits are chosen at random, the expected size of a commit message
is Q(nlog?(uﬁ)). If we consider the case when p = 1 = ¢, this is already worse than
Q(y/n). This means that MLS’ communication is not just far from logarithmic in the
worst-case but also on average.

On the positive side we give a new version of MLS that provably guarantees that
commit messages are of size O(log(n)) when proposals and commits are chosen at
random and p and c are constant. We also show that it satisfies the same notion of
security as MLS does.

4Basically, d messages are needed to communicate to the added parties their secret key in the BE
scheme and one additional BE ciphertext is used to communicate the new group key to those who
remain in the group.

11
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1.4 Other Related Work

There are questions in group messaging that are not considered in this work. For
instance, in the real world users are often members of multiple groups with partially
overlapping membership. This makes some efficiency gains possible as studied in
[AABT21], but it can also have an impact on security as studied in [CHK21]. We focus
our attention on the setting where only one group is taken into consideration.

Even if it is true that the most common approach to secure group messaging follows
the modular approach of [ACDT21] and is therefore based on CGKA, it should also
be observed that there is a line of work that is not based on TreeKEM [WKHB21,
BCG23, CEST24] or not even on a CGKA (and focuses on other security properties)
[LZPR24, LZPR25].

This thesis does not take into account the external operations of MLS since these are
not part of the usual definition of CGKA, but the recent work of Cremers, Giinsay,
Wesselkamp and Zhao [CGWZ25] has introduced the notion of external CGKA to
account for them. Moreover, the MLS working group is still active at the time of
writing this thesis and further additions to the specification are to be expected.

When it comes to the study of the security of MLS or some of its components there is
also a line of work whose approach is based on the use of automated tools to obtain
machine-checked symbolic proofs [CJL23, WPBB23, WPB25].

A feature that apps usually offer is the possibility of restricting certain group operations
such as adds or removals to a subset of members called administrators. This leads to
the notion of administrated CGKA which was introduced in [BCV23] by Balbas, Collins
and Vaudenay.

Another topic that is practically relevant, but not covered by the security notions studied
in this work is that of metadata protection. This can be achieved in a generic way as
shown in the work of Hashimoto, Katsumata and Prest [HKP22].

Alternatively, one could also study the applications of CGKA (or some of the techniques
used when constructing it) to other problems beyond group messaging such as encrypted
cloud storage as done by Backendal, Balbas and Haller in [BBH25].

Finally, it should be noted that we focus our attention in ME and CGKA and how to
build them from standard primitives (e.g., public-key encryption or signatures) as well as
the efficiency of the resulting schemes without discussing specific instantiations of said
primitives. This becomes particularly relevant if one wants to implement these protocols
and see wide-spread adoption of the MLS standard, and is especially important in the
post-quantum setting. In what concerns authentication this has been studied in the
work of Hashimoto, Katsumata and Pascual-Perez [HKPP25].
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CHAPTER

Preliminaries

This chapter presents some of the notation that we use throughout the thesis, basic
mathematical results and elementary cryptographic concepts. More advanced notions
like that of CGKA will be defined in slightly different ways in each chapter and are
therefore not included here.

2.1 Mathematical Preliminaries

For an integer n € N, we denote the set {1,...,n} by [n]. We use the notation R+
to denote the set of all positive real numbers and R for the set of non-negative real
numbers. The set of all finite binary strings is denoted by {0, 1}*.

Definition 2.1.1 (Minimal set cover). Let n € N, S C 2I"l and X C [n]. A cover
of X with respect to S is a set T C S satisfying X C UperT. A cover of X with
respect to S of minimal cardinality is referred to as a minimum cover. We use the
notation minCovers (X, S) for any such cover while SizeMinCov(X,S) denotes the
cardinality of a minimum cover of X with respect to S. If only covers formed by

subsets of X are taken into consideration, we use the notation minCover_(X,S) and
SizeMinCov_(X,S).

Note that there may exist multiple minimal set covers of X with respect to S.
Definition 2.1.2 (Negligible function). A function f: N — R is said to be negligible
if for every integer ¢ € N there exists ny € N such that for all n > nyq it holds that
f(n) <n=c.
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Proposition 2.1.3 (Inequality of arithmetic and geometric means). For k € N, let
x1,...,2r € R be non-negative. Then

k

k 1 k
i=1 i=1

Lemma 2.1.4 (Bollobas Set Pairs Inequality [Bol65]). Let m € N and consider families
of finite sets X = {X1, Xo,..., X} and Y = {Y1,Ys,....Y,,,} such that X;NY; = ()
if and only if i,j € [m] are equal. Then

m X Y
- (e
i=1 ’Xl‘

Lemma 2.1.5 (Bernoulli's Inequality). For all > —1 and r € R\ (0, 1) it holds that

(14+2)">14ra.

2.2 Basic Cryptographic Definitions

Here we provide definitions for some of the fundamental cryptographic primitives that
are used later on. We adapt them from [KL14], but can also be found in any standard
cryptography textbook.

2.2.1 Public Key Encryption

Definition 2.2.1. A public-key encryption (PKE) scheme is a tuple of efficient algo-
rithms PKE = (PKE.Gen, PKE.Enc, PKE.Dec) formed by

= a probabilistic key generation algorithm (pk,sk) <— PKE.Gen(1*) that outputs a
pair formed by a public key and a secret key,

= a probabilistic encryption algorithm that on input a public key pk and a message
m outputs a ciphertext ¢ < PKE.Enc(pk,m),

= a deterministic decryption algorithm that on input a ciphertext ¢ and a secret
key sk outputs a message m < PKE.Dec(sk, ¢) or an error value L.

We say it is correct if for all (pk,sk) <~ PKE.Gen(1%) and all messages m it holds that

PKE.Dec(sk, PKE.Enc(pk, m)) = m.
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Now we proceed to define security. For an adversary A and a PKE scheme PKE we
consider the following experiment Exppg(\):

—

. sample b €<— {0, 1},
2. sample (pk,sk) <—s PKE.Gen(1%) and give 1* and pk to A,

3. A is allowed to make decryption queries in which it sends a ciphertext ¢ and
receives PKE.Dec(sk, ),

4. A sends a pair of messages (mg,m;) and receives a challenge ciphertext ¢* +
PKE.Enc(pk, my)

5. Ais allowed to make decryption queries in which it sends a ciphertext ¢ with the
condition that ¢ # ¢* and receives PKE.Dec(sk, ¢),

6. A outputs a bit v/,
7. the output of the experiment Expiyg(A) is 1 if b =" and 0 otherwise.

Definition 2.2.2. We say that a PKE scheme PKE is IND-CCA2 secure if for all
efficient adversaries A

1
PrExpfie(N) = 1] - 5

is negligible.

2.2.2 Digital Signatures

Definition 2.2.3. A digital signature is a tuple of efficient algorithms SIG = (GenS, Sign, Vrfy)
formed by

= 3 probabilistic key generation algorithm (svk,ssk) <— GenS(1%) that outputs a
pair formed by a public verification key and a secret signing key,

= a probabilistic encryption algorithm that on input a secret signing key ssk and a
message m. outputs a signature o <— Sign(ssk, m),

= a deterministic verification algorithm that on input a message signature pair
(m, o) and a verification key svk outputs a boolean value b <— Vrfy(svk, m, o).

We say it is correct if for all (svk,ssk) <— GenS(1*) and all messages m it holds that
Vrfy(svk, Sign(ssk,m)) = 1.
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For an adversary A and a signature scheme SIG we consider the following experiment
EXPéG()\)3
1. sample (svk,ssk) < GenS(1*) and give 1* and svk to A,

2. Ais allowed to make signing queries in which it sends a message m; and receives
o; < Sign(ssk, m;),

3. A outputs a message-signature pair (m*, "),

4. the output of ExpZic()\) is 1 if for all queries i it holds that (m*,o*) # (my, o;)
and Vrfy(svk, m*, %) = 1. Otherwise the output is 0.

Definition 2.2.4. We say that a signature scheme SIG is SEUF-CMA secure if for all
efficient adversaries A 1
PrExpde(N) = 1] - |

is negligible.

2.2.3 Random Oracle Model

As is often the case, we will consider the random oracle model (ROM). Therefore, a
hash function H: {0,1}* — {0, 1}" will be seen as a randomly chosen function from
the set of all functions with domain {0, 1}* and codomain {0, 1}", and we will assume
that the output of H on some input = € {0, 1}* can only be learned by querying an
oracle on said input .
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CHAPTER

On the Cost of PCS in CGKA

This chapter essentially replicates the results that appear in our publication [ACPP23].

3.1 Introduction

Updating keys in a ratchet tree as illustrated in Figure 3.1 only works if updates are
sequential. That is, if two users want to update, then they need to do it in order,
with the second processing the first user's update before creating their own. TreeKEM
supports concurrent updates through the “propose-and-commit” (P&C) paradigm, but
handling concurrency in this way degrades the nice tree structure and thus efficiency
of the protocol. Indeed, after several users update concurrently, all of their paths to
the root but one will lose their keys, i.e., they become blank, increasing the in-degrees
of nodes in the tree and thus the cost of that and subsequent operations. This incurs
an overhead that is linear in the number of updating parties, something which was
shown to be optimal by Bienstock, Dodis and Rosler [BDR20], whenever PCS is to be
achieved as soon as all corrupted users update once.

CoCoA [AANT22] takes a different approach, and simply choses a “winner” whenever
there is a conflict, i.e., when two users want to concurrently replace the same key, as
illustrated in Figure 3.2. As opposed to the previous scenario, this does not immediately
“heal” the state of the concurrently updating parties (in the Figure, key K& is not
secure if Dave's key K4 was compromised). However, in [AANT22] it is shown that
the group heals (i.e., achieves PCS) after all corrupted users participate in log(n)
(possibly concurrent) update rounds. This is a middle ground between the immediate
concurrent healing of (P&C) TreeKEM, and the n sequential rounds needed for earlier
non-concurrent versions of TreeKEM.

17




3.

ON THE CosT oF PCS iNn CGKA
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Figure 3.1: Left: lllustration of a ratchet tree with n = 4 users {A, B,C, D} where
each key K; = (pk;, sk;) is a public/secret key tuple. Right: To update and achieve
PCS Alice rotates keys { K1, K5, K7} by sampling new keys { K7, K3, K=} (blue, shaded
background) and encrypting each secret key under the public key of their parent (blue,
dashed arrows), e.g. Ky — K3 corresponds to a ciphertext Enc,y,(skz). Given those
ciphertexts, all users can learn the new keys on their path to the root. For example Bob
must decrypt the ciphertexts Encpy, (sks) and Encpy, (skz). This requires 2[log(n)] = 4
ciphertexts. However, by deriving the keys { K7, K5, K=} deterministically from a single
seed using a PRG as suggested in [CGIT99b], we can save the ciphertexts for the solid
blue arrows and only need [log(n)]| = 2 ciphertexts.

Ky K- K- : K-
PR o <~ : o <K
K K K: K : K K;
S £x S P VR P
K1 KQ Kg K4 ]\71 KQ Kg [(;1 : [\'I KQ K3 ]\:1
A B C D A B C D B C D

Figure 3.2: lllustration of CoCoA where Alice and Dave concurrently rotate their keys.
Left: state of the ratchet tree before the updates. Middle: Keys { K7, K5, K=} and
{Kj, K§, K5} generated by Alice and Dave's updates respectively. There's a collision
at the (root) key K7, and the server chooses a “winner” (any rule for choosing winners
will do), in this case Alice. Right: New state of the ratchet tree (Keys in the tree
depicted with shaded background). The new root key is K> while Dave's K is ignored.
As K- was encrypted to K4 we do not achieve PCS if Dave's state { K4, K, K7} prior
to the update was compromised. But once all corrupted parties updated log(n) times
PCS will be achieved (in particular, if Dave updates once more PCS is achieved).

In this chapter we prove a lower bound on the communication cost of CGKA protocols
that heal in any number of (up to logarithmic in the group size) rounds.

A Combinatorial Model. Conceptually, our lower bound proof proceed in two steps.
We first derive the lower bounds in a clean and simple combinatorial model which

18



3.1. Introduction

proceeds in rounds. The state of the protocol for n users in round t is captured by a
set system S; C 2[", where S € S, means that after round ¢ there is a shared secret
amongst the users S not known to the adversary. In particular, [n] € S; means the
group [n] = {1,...,n} shares a secret, which has to be satisfied in all rounds with a
secure group key.

For example, in the ratchet tree example from Fig. 3.1 (where users are denoted
{A,B,C,D} not {1,2,3,4}), the sets corresponding to the keys K, .., K7 are

Se={{1},{2}, {3}, {4}, {1,2},{3,4},{1,2,3,4}} .

If a user u gets compromised, all secrets corresponding to sets containing u become
known to the adversary and thus the sets must be removed, e.g., if we compromise
user 1, the set system becomes

St+1 = {{2}7 {3}7 {4}7 {37 4}} :

A user u can update and create new sets (keys) as follows. They can always locally
sample a key, creating the singleton {u}. For two sets S, 5’ € S, where u € S (or
u € S'), they can create a new set S U .S’, by deterministically deriving a secret from
that of S using a PRF, and encrypting it under the public key of S’. This would get
added to S in the next round. Note that indeed all users in S U S’ are able to derive
the secret either deterministically from the secret associated to S or by decrypting
the ciphertext. In the simplest version of TreeKEM, user 1 performs an update by
creating {1}, then {1,2} = {1} U{2}, then {1,2,3,4} = {1,2} U{3,4} (i.e., the keys
Ky, K5, K7 in Fig. 3.1). Of course, u is not restricted to create new sets as the union
of only two sets, but could also encrypt the secret using the keys of sets S1,...,.5 to
form the set S UUY_, S;. The communication cost of this operation, i.e., the number
of ciphertexts that have to be uploaded to the server to communicate the new secret to
all members of the corresponding set, would in this example be k. In Section 3.3.1 we
extend this idea into a self-contained combinatorial model consisting of set system &,
and an accompanying cost function Cost required to satisfy properties matching the
intuition given above. In Section 3.3.2 we use it to prove our lower bounds.

The Symbolic Model. While the combinatorial model offers a clean model for
proving lower bounds, it is not obvious how it captures real-world protocols. We show
that any lower bound in the combinatorial model implies a lower bound in a symbolic
model capturing pseudorandom functions and public-key encryption. Most existing
CGKA protocols can be captured in this symbolic model and the fact that lower bounds
in the combinatorial model carry over to the symbolic model justifies the interest of
the combinatorial model we propose. Symbolic models were introduced by Dolev and
Yao [DY83] in public key encryption, used in multicast encryption by Micciancio and
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Panjwani [MP04] and in CGKA by Bienstock, Dodis, and Résler [BDR20] and Alwen et
al. [AAB*21]. In the symbolic model pseudorandom functions and public-key encryption
are treated in an idealized way by seeing their inputs and outputs as variables with a
data type, which, in turn, follow some grammar rules, and ignoring other considerations
that an actual construction may have. The functionality and security of these primitives
are captured by the grammar rules and entailment relations described in Section 3.4.1.

3.1.1 Our Bounds.

In this chapter we prove lower bounds on the communication cost of CGKA protocols
achieving PCS. Moreover, in Section 3.5 we introduce a new protocol, a modification
and generalization of CoCoA. It introduces the necessary number of rounds to heal as
a parameter and, in some cases, improves over the natural generalization of CoCoA in
this setting.

We measure the cost of a protocol in terms of the number of ciphertexts that users in a
group must create (and upload to a server for the other users to download) to achieve
post-compromise security.! Sometimes, we additionally put a bound on the number of
rounds required for parties to heal. We do not require forward-secrecy and will also
consider groups of a fixed size, i.e., without removals or additions of users, just updates.
Note that both of these make the lower bounds stronger, as an adversary could always
choose to not use add/removes. Additionally, FS is relatively well understood, and can
be achieved without any asymptotic overhead [ACDT20].

We consider the setting where the users do not know who is compromised or who else
will update in any given communication round, and the adversary schedules who does
updates in each round. This is similar to that of [BDR20].

When a user is corrupted, we assume its entire secret state is leaked to the adversary,
who can also observe all computations — in particular all local randomness — of the user
during the corruption. We call this the “randomness corruption” model (RC for short),
but we will also consider a weaker “no-randomness corruption” (—=RC for short) model,
where only the secret state is leaked. In this model, a corrupted user can still create
encrypted secrets for other users. Most protocols are proven secure in the stronger RC
model, whereas lower bounds are naturally stronger in the =RC model. We point out
that our lower bound require some additional restrictions on the CGKAs. We expand
on this at the end of the introduction.

Lower bound. The number k of updates a user is required to make before their state
is guaranteed to heal plays a crucial role. Our security game is parameterized by the

it is possible, as in [AANT22, AHKM22], to reduce recipient communication by introducing
additional reliance on the server. We focus on sender communication.
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Upper bounds

Scheme Communication Rounds Rand. corr. See
TreeKEM and related n? 2 RC [BBR18]
Bienstock, Dodis, Résler n? 2 -RC [BDR20]
CoCoA on Yn-ary trees nk?*/n k RC  Sec. 352
CoCoA on 2-ary trees nlog(n)?  log(n) RC  [AANT22]
CoCoALight on *-Y%/n-ary trees nk &-9&/n k RC  Sec. 3.5.3
Lower bounds

Restrictions Communication Rounds Rand. corr. See
None n? 2 -RC [BDR20]
NDW, NNE, PCU" nlog(n)/log(log(n)) log(n) —-RC Cor. 3.4.12
NDW, NNE, PCU" e-n- Yo - k/log(k) k —-RC Cor. 3.4.12

Table 3.1: Upper-bounds (top) and lower-bounds (bottom) in the no-information setting
for Q(n) corrupted users. Communication is measured as total number of ciphertexts
sent to recover from corruption, column “Rounds” indicates the number of update
rounds after which schemes are required to recover from corruption, column “Rand.
corr.”, whether the security model allows the adversary to learn internal randomness
of algorithms. The protocol [BDR20] improves over TreeKEM in that concurrent
operations do not degrade future performance, which is not captured in the table.
Our lower-bounds require CGKA to not allow distributed work (NDW) and not use
nested encryption (NNE). Our bound holds without the extra assumption requiring
the protocols to have publicly-computable update cost (PCU). However, additional
properties of it hold when this assumption is present. We refer the reader to the
discussion in Section 3.1.3 below for more details. Here, a. =~ ¢ is some constant
depending on €.

number of users n and k. The adversary schedules who updates in each round, and
we require that, at any point, the group key is secure provided every party who was
corrupted in the past was asked to update at least & times (since their last corruption).
Table 3.1 states our lower bound and upper bound, as well as existing ones. Our lower
bound is roughly n'*'/* . k/log(k).

The main message here is that we need to allow for logarithmically many rounds for
healing (as in CoCoA) if we want a small logarithmic sender communication cost per
user. In particular, if we insist on a constant number of rounds, the average cost per
user will be of order n'/*.

Upper bound. We introduce in Section 3.5 the protocol CoCoALight, a modification
of CoCoA that achieves PCS in k € [4,2 [log(n)] + 1] rounds. This protocol has a
cost k - n1+2/(:=1) "which matches the lower bound up to a factor log(k)/n/* =1 In
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particular, our protocol is only a factor of log(log(n)) from optimal for k in the order
of log(n). In turn, CoCoA (or rather, a straightforward generalization of it we propose
for k € [2, [log(n)] + 1], as opposed to k = [log(n)] + 1 in the original protocol) has
better efficiency for low values of k. The key insight in our protocol is that users do not
need to update all the keys in their path to heal. In fact, it suffices for them to update
keys one by one, as long as every key in the path is updated twice. We formalize and
discuss this further in Section 3.5.

3.1.2 Our Proofs

Proof of the Lower Bound. To prove the lower bound we first show that, if the
protocol can heal from ¢ corruptions in k rounds, then there is some user whose cost
is c'/*. In particular, if ¢ = ©(n), we get a cost of ©(n'/¥). The intuition for this is
quite simple, let us give it for ¢ = n. Initially everyone is corrupted, so our set system
is simply {1},...,{n}, after the kth round [n] = {1,...,n} is in our set system. If we
denote with s; the size of the largest set in round ¢, we have s; = 1, s, = n, which
means there must be a round i where s,,,/s; > n'/(*=1)_ Therefore, in this round,
the user creating the new set of size s; has cost > n!'/(*=1) A slightly more careful
argument shows that the maximum cost of a user in each round adds up to k - /=1,

To prove our bound we will show that for ¢ = ©(n) corruptions, we can adversarially
schedule the updates so that a 1/log(k) fraction of users (and not just a single one)
can be forced to pay close to the maximum cost in each round, which then adds up to

nt /B kS log (k).

This adversarial scheduling goes as follows: before each round, the adversary investigates
each user's cost, should they be asked to update in the next round. Then, it simply
picks a 1/log(k) fraction of users, all having either very small cost or, if such a set
does not exist, a set of users with roughly the same cost (we show that such a set of
users always exists).

Proof of the Upper Bound. We prove our protocol secure by following the framework
set by [KPPW™21], which reduces the adaptive security of a CGKA protocol to that of
a game played on graphs. One first defines a so-called safe predicate, which captures
the settings in which security should be guaranteed (i.e., every corrupted user performed
k updates since their last corruption, in our case). This is implicit in our security game.
Then, in order to apply previous results, one needs to essentially show that any key
satisfying the safe predicate trivially leaked as a result of a user corruption during the
execution. We do this in Theorem 3.5.1, where we associate to each group key in the
execution a recovery graph, made up of those keys that trivially allow recovery of the
group key. Then, through a combinatorial argument, we show that if the safe predicate
holds all keys ever leaked through a corruption cannot belong to the recovery graph
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of the challenge key. Security of the protocol thus follows using the aforementioned
framework, in a fashion similar to that of previous works, such as [AAN*22].

3.1.3 Overcoming Lower Bounds.

Proving lower bounds for important protocols serves several purposes. On the one hand,
it can tell us when constructions falling into the model of the lower-bound cannot be
further improved. As we identify a protocol that almost match our lower bound, this
question is basically answered.

However, lower bound proofs can also hint as to where one should look for constructions
overcoming them. One such possibility is to consider building blocks not captured by
the bounds, or seemingly technical assumptions, which seem crucial for the lower-bound
proofs to go through.

More Powerful Building Blocks. The symbolic model we consider (and which is
captured by our combinatorial model) allows the basic primitives of PRFs or public-key
encryption, and thus does not rule out protocols overcoming our lower bounds if they
use more sophisticated tools.

The “big hammer” in this context is multiparty non-interactive key-agreement (mNIKE).
With this primitive, each user could simply create a single message to be broadcast, after
which any subset of users can locally compute a shared secret. While this overcomes

our lower-bounds, it is just of theoretical interest, as currently no practical instantiations
of mMNIKE exist.

There already do exist CGKA protocols using primitives not captured by our model, in
particular rTreeKEM [ACDT20] and DeCAF [AANT24]. The variant rTreeKEM uses
secretly-updatable public-key encryption [JMM19] (skUPKE), but this primitive is used
to improve the forward secrecy of the protocol, with no difference to the (asymptotic)
communication cost of the protocol. The CGKA DeCAF also uses skUPKE, but in order
to improve the round complexity for healing: instead of log(n) rounds as in CoCoA,
DeCAF only needs log(c) rounds, with ¢ being the number of users corrupted.

Note that our lower bound is independent of the number of corrupted users, but the
proof argues based on an adversary which corrupts ¢ = ©(n) parties. In this setting
DeCAF's cost matches that of CoCoA and thus adheres to our lower bound. However,
under the promise that very few, say constant, users are actually corrupted, DeCAF
heals in a constant number of rounds with cost O(nlog(n)).

Finally, two recent works [HKP*21, AHKM?22], explore the use of multi-recipient
multi-message PKE (mmPKE), which allows for more efficient updates. However, the
improvements save a constant factor in the ciphertext size, and do not have an influence
in the asymptotic cost of the protocols.
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Distributing work. Our bound is restricted to schemes that do not “distribute the
workload of communicating a secret on several users”, in the following sense. We
require that, if in any round a user gets access to a secret they did not previously
possess, then they must have recovered it from a single update message, or sampled it
by themselves. In particular, for such schemes, it holds that whenever a user encrypts a
secret, they know which other users will have access to it at the end of the round. We
point out that all CGKA protocols we are aware of satisfy this requirement.

Nested encryption. Finally, we require that users do not create layered ciphertexts,
i.e., those of the form Enc(pk,, Enc(pk,y, m)). Again, this is a property that is satisfied
by all CGKA protocols we are aware of. This condition has a similar flavor as the one of
distributing work, with the difference being that, instead of splitting the communication
cost between several users, using this kind of layered encryption enables a user to spread
out communication cost over several rounds.

Publicly-computable update cost. We show that there exists a sequence of updates
such that the lower bound holds. However, this does not mean that the sequence can
be found using only public information. We introduce this assumption to guarantee
that the adversary can tell what cost a user will incur if asked to update in round ¢
using only public information available at the end of round t — 1 and this suffices to
find the update sequence used in the proof of the lower bound. We also introduce a
stronger version of this property, which we call offline publicly-computable update cost,
that makes it possible to use public information available at the end of the initialization
phase and the sequence of users who have performed updates in the previous rounds.
While the strong property is satisfied by all protocols we are aware of, it is conceivable
that protocols exist that overcome our bound, by having a user toss a coin when asked
to update, with the outcome determining whether a “cheap” or “expensive” update is
made.

3.2 Preliminaries

We now establish syntax for continuous group-key agreement (CGKA) schemes as
needed for this chapter. A CGKA scheme allows a group G of users to agree on a group
key that is to be used to secure communication within the group. In order to be able
to recover from corruption users can also, possibly concurrently, send update messages,
which rotate their key material. On top of this, CGKA schemes normally allow for group
membership to evolve throughout the execution, by adding or removing users. However,
while schemes allowing for theses additional operations are desirable in practice, the
main goal of this work is to establish lower bounds on the communication complexity of
recovering from corruption by concurrent updates. Thus, we restrict our view to static
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groups, i.e., we do not require the functionality of adding users to or removing users
from the group. Not considering adds and removes allows for less technical notation,
and we point out that lower bounds only profit from this restriction, as they hold even
for schemes restricted to static groups. In doing so, our syntax essentially follows that
of [BDR20], with a couple of small differences mentioned below.

A continuous group-key agreement scheme CGKA specifies algorithms CGKA.Setup,
CGKA.Init, CGKA.Upd, CGKA.Proc, and CGKA.Key. Algorithms CGKA.Setup and
CGKA.Init can be used to initialize the a group G, that since we restrict our view to
static groups, throughout this work we simply identify with G = [n] for some n € N.
Here, CGKA.Setup is used to generate every user's initial internal state and can be
thought of as the users generating a key pair and registering it with a PKI. CGKA.Init,
on the other hand, is called by one of the users to initialize the group. It generates
a control message that, when processed by the other users, establishes the initial
group-key k%. Afterwards, the scheme proceeds in rounds ¢, in each of which a subset
of users in GG concurrently generate update messages using algorithm CGKA.Upd. The
update messages are in turn processed by the group members resulting in a new group
key ki, that can be recovered from a user's internal state using algorithm CGKA.Key.

More formally,

- CGKA.Setup(n;r) on input the group size n and random coins r outputs public
information pub, as well as an initial state st, for every user u € G = [n].

- CGKA.Init(st,, pub; r) receives as input a user’s (initial) state, the public infor-
mation pub, and random coins r. Its output (st/, Ml,) consists of the initializing
user's updated state and a control message MI,,.

- CGKA.Upd(st,, pub;r) in round ¢ takes as input a user’s current state, the public
information pub, and random coins r. It returns updated state st/, and a update
message MU,.

- Deterministic algorithm CGKA.Proc(st,, pub, M) gets as input a user u's state,
the public information pub, and a set M of control messages that either consists of
a single group initialization message Ml,, or a family of update messages (MU,),.
Its output is the processing user's updated state st/,.

- Deterministic algorithm CGKA.Key(st,) on input a user's state returns u's view
of current group key kg belonging to key space K.

When comparing to the syntax of [BDR20], one can find two differences. On the one
hand, we chose not to merge algorithms CGKA.Setup and CGKA.Init, as in [BDR20],
although this would be possible since we consider the simple setting where a single static

25



3.

ON THE CosT oF PCS iNn CGKA

Game CORRECT®*A(n, u, (U;)i»y)  Oracle ROUND(U,)

00 t+ 0 13 MU« 0

01 INIT(n, up) 14 foru € Uy

02 while t < tiax: 15 (st,, MU!) + Update(st,, pub)

03 tet+1 16 MU <« MU,

04 ROUND(U;) 17 for u € [n]:

05 return 0 18 st, + CGKA.Proc(st,, pub, MU)
19 k¥ « CGKA.Key(st,)

Oracle |N|T(n UO) 20 if 3U7 NS [n] : k%; 7& k% disagreement on group key
21 return 1

06 (pub, (sty)uep)) +— CGKA.Setup(n)

07 (Sty,, MISO) + CGKA.Init(st,,, pub, n;r)
og for u € [n):

09  st, < CGKA.Proc(st,, pub, MIBO)

10 k% < CGKA.Key(st,)

11 if u,v € [n] - kY # k¥

12 return 1

Figure 3.3: Correctness game for continuous group-key agreement scheme CGKA.

group is created. On the other hand, we include the algorithm CGKA.Key, present
in the original CGKA definition from [ACDT20]. This makes it easier to argue the
connection between the combinatorial and symbolic models. The two main properties
that we require from a CGKA scheme are correctness and security.

Correctness. For correctness we essentially require that, for every valid sequence of
operations, in every round ¢, all users agree on the current group key k%, where G = [n]
is a static group of cardinality n € N. We capture the notion of correctness formally in
the game of Figure 3.3. The game gets as input n, the user ug € G initializing the
group, and a sequence (U,); of updates to be applied in every round where U, C G.
The game returns the value 0 if the execution was correct and 1 otherwise. Accordingly,
we say that a scheme CGKA is perfectly correct if, for every input (n, ug, (U;)i$*) and
all choices of random coins, we have that 0 = CORRECT““**(n, uq, (U;)m3). As,
at every point in time, for a perfectly correct scheme, all users agree on the current
group key, we will denote it simply by k¢, instead of k.

Security. For security, we require that the group key of a CGKA scheme recovers
from corruption assuming that every party did at least k updates since their last
corruption. More formally, we consider the security notions of indistinguishability of the
group key from random (IND-k-PCS,,04c), and one-wayness (OW-A-PCS,040). Here,
mode € {—=RC, RC} indicates whether the corruption of a user reveals only their private
state in the current round, or also additionally the random coins they sampled in the
round. Thus, we end up with 4 different security notions. The weakest, OW-k-PCS_gc,
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is used for our lower bounds in Section 3.3.2 and the strongest, IND-k-PCSgc, for our
new upper bound of Section 3.5.

The security games are formally defined in Figure 3.4. They provide the adversary A
with an initialization oracle INIT that allows for a single query, that has to be made
before using any of the other oracles. It enables A to set up a universe of users and
initialize a group. Using oracle ROUND, the adversary can specify sets of users to
concurrently perform updates. All operations are then processed by the members of
the group, and the round counter ¢ is increased. Further, A can, at any point in time,
use the corruption oracle CORR(u) to reveal user u's current internal state st,, and,
in the case that mode = RC, additionally the random coins u sampled in the current

round while updating. Finally, A, at an arbitrary point in time ¢*, can make a single
query to the challenge oracle CHALL, which in Game IND—k:—PCSCGKA(A), depending

mode
on challenge bit b*, returns either the current group key or a uniformly random key.
The adversary wins if it is able to correctly guess b* and safety predicate safe-k-PCS
holds. In Game OW-£E-PCSSCKA(A), the oracle instead stores the current group key
as challenge key k*. This has to be computed by A in order to win, again with the
restriction that safe-k-PCS holds. The predicate safe-k-PCS verifies that, for every
user that at time t* is a member of the group, (a) they were never corrupted after ¢*

and (b) since their last corruption before t* they performed at least k& updates.

Definition 3.2.1 (k-PCS security). Let CGKA be a continuous group-key agreement
scheme, k € N, and mode € {RC, ~RC}. Then CGKA is IND-k-PCS 04 Secure, if
for every PPT adversary A the advantage function

mode mode

| Pr[IND-k-PCSSIRA(A) = 1] b* = 1] = Pr{IND-k-PCSSORA (A) = 1] 6 = 0]

is negligible.

Further, CGKA is OW-k-PCS,0qe Secure, if for every PPT adversary the advantage
function
Pr[OW-E-PCSSCRA(A) = 1]

mode

is negligible.
Remark 3.2.2. We make the following observation about the security model.

(i) In this work we are interested in the communication cost of achieving post-
compromise security, and thus ignore attacks breaching forward secrecy, i.e.,
learning group keys from previous rounds by corrupting users. This is encoded in
lines 35 and 36 of the safe predicate, which disallow corrupting users after the
challenged round t*.
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Game IND-k-PCSSSRA(A)

mode
00 b* = {0,1}
01 b+« AINIT,ROUND,CORR,CHALL

02 return [b = b*] A safeg pcs

Game OW-k-PCSSSKA(A)

mode

03 k «— AINIT,ROUND,CORR,CHALL

04 return [k* = k] A safey_pcs

Oracle INIT(n, up)

one call; called first

05 t<+ 0

06 Corlu] + 0, Upd[u] < 0 for all u € [n]
07 Coinslu, t] <+ 0 for all u € [n], V¢

08 rsetup s R

09 (pub, (sty)ucpn)) +— CGKA.Setup(n; reetup)
10 r < R; Coins[ug, t] <y {r}

11 (styo, MLy, ) = CGKA.Init(st,,, pub, n; r)
12 for u € [n]:

13 st, « CGKA.Proc(st,, pub, Mlgo)

14 kg + CGKA.Key(st,)

15 return pub, MI?LO

Oracle CHALL

one call, Game IND-k-PCSSEKA (A)

16 t5« 1t
17 ko <5 KC; ki < kg
18 return kp-

Oracle CHALL
one call, Game ()\\'—/»'—l’(‘hf‘(fhﬂ\‘(A)

19 t5 <t
20 k* < kg

Oracle ROUND(U;)

21 t+1t+1

22 MU + 0

23 for u € Us:

24 require u € [n]

25 Upd[u] +y {t}

26 r<s R; Coinsu,t] <y {r}

27 (sty, MU!) < Update(st,, pub; r)
28 MU« MU},

29 for u € [n]:

30 st, + CGKA.Proc(st,, pub, MU)
31 kg « CGKA.Key(st,)

32 return MU

Predicate safej,_pcg

33 for u € [n]:

34 if Corfu] £ 0

35 if 3t € COI‘[U] it > t*: \ corruption after challenge
36 return 0

37 t¢ + max{t € Cor[u]}

if |{t € Upd[u] : t§ <t <t*} < ke
too few updates
39 return 0
40 return 1

Oracle CORR(u)

41 Corlu] - {t}
42 return (st,, Coins[u, t])
43 return st,

if mode = RC

if mode = —=RC

Figure 3.4: Security games IND-k-PCS,,,oqe for indistinguishability and OW-k-PCS,,.04e
for one-wayness of group keys with respect to mode of randomness-corruption mode €
{RC,—RC}. The game is defined with respect to continuous group-key agreement

scheme CGKA and adversary A. We

require that the adversary's first call is to

oracle INIT, which can only be queried once.

(ii) Our security model is quite weak. In particular, all initialization and update
operations are honestly generated and immediately processed by all users in
synchronous rounds. We point out that this only strengthens our lower bounds,

as they hold even for a security notion far weaker than what one would aim for
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in practice. While this leaves open the possibility of improving on our bounds by
switching to a stronger security notion, we point out that they are closely matched
by the upper bound of Section 3.5, which we expect to be easily made secure
in asynchronous settings with a semi-honest server using standard techniques to

ensure consistency (e.g. signatures, a key schedule, transcript and parent hashes,
etc.[AANT22, AIM22]).

Restrictions. Our lower bounds apply to CGKA schemes CGKA satisfying the follow-
ing two restrictions:

- CGKA does not use nested encryption (NNE). This means that users do not
create layered ciphertexts of the form Enc(pk,, Enc(pk,, m)).

- CGKA does not distribute work (NDW). This means that, if in any round a
user gets access to a secret they did not previously possess, then they must have
either sampled it by themselves or recovered it from the update message of a
single user.

The properties are not directly exploited in our proofs in the combinatorial model.
Instead, we use them to show that bounds in the combinatorial model also hold in
the symbolic model. We defer the restrictions’ formal definitions to Section 3.4.1
(Def. 3.4.2 and Def. 3.4.4), where we will also formally justify their impact on the
combinatorial model. We point out that all CGKA schemes that we are aware of satisfy
both properties.

We also consider an additional property. We say that CGKA has publicly-computable
update cost (PCU) if it is always possible to determine the size [MU,,| of an update
that a user u would produce if asked to update given access only to public information,
i.e., pub, as well as the sets of update messages sent so far. With this additional
property we can show that not only there exists a sequence of updates for which the
total communication cost is at least roughly n'*'/* . k/log(k), but it is also possible
to find the sequence using only public information. Formally, CGKA schemes with
publicly-computable update cost are defined as follows.

Definition 3.2.3 (Publicly-computable update cost). Let CGKA be a CGKA scheme.
Consider an execution of game IND-k-PCS 040 (or OW-k-PCS 040 ). We say that
CGKA has publicly-computable update cost if, for every round t and for every user u €
Gy with internal state st!, and public information pub, it is possible to efficiently compute
IMU|, where (st’, MU) < Update(st!,, pub; r) would be the output of calling the update
procedure, from public information at the end of round t —1 (i.e., all messages MI,, and

MUZ/ sent in any round t' <t — 1, the sequence (Uy)y<i—1, n, k, pub and ug). Note
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that, in particular, the size of MU must be independent of the random coins r used to
generate the update message. We say that that CGKA has offline publicly-computable
update cost if the same property holds using only the initialization messages Mlgo, the
sequence (Uy)y<t—1, n, k, pub and uy.

All CGKA schemes that we are aware of have offline publicly-computable update cost.
For example, for schemes based on ratchet trees, as for example TreeKEM or CoCoA,
the size of every user's next update is fully determined by the position of blank and
non-blank nodes in the ratchet tree, which can be determined given just the sequence
of update / propose-commit operations.

3.3 Results in the Combinatorial Model

In this section we define a self-contained combinatorial model capturing CGKA schemes
recovering from corruption in k rounds of updates and then prove a lower bound on
the communication complexity of such schemes. The model is given in Section 3.3.1,
the bound in Section 3.3.2.

3.3.1 The Combinatorial Model

We now present a purely combinatorial model capturing an adversary interacting with a
correct and secure CGKA scheme built from public-key encryption and pseudorandom
functions. This connection will be made formal later in Section 3.4.1. The interaction
proceeds in rounds, during which users schedule update operations and at the end of
which a set of users is corrupted.

High-level structure. An instance of the combinatorial model is characterized by a
tuple (1, k, tmax, Co) and a sequence (Uy, C;)imy*, where n, k, tnax € N, Co C [n], and
Uy, Cy C [n] for all ¢. Intuitively, this corresponds to setting up the group G = [n] and
in round 0 corrupting the set of users Cy. The sequence (U;, C;)i™3* determines the
operations performed in the following t,,. rounds, where

- U, is the set of users performing an update in round ¢, and

- Cy is the set of users corrupted at the end of round ¢.

The integer k determines the safety requirement imposed on the CGKA scheme. More
precisely, we aim to capture CGKA schemes that recover from corruption after k
updates, meaning that if every user did at least k£ updates since the last round in which
they were corrupted, then the group must agree on a secure key. Formally, consider an
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instantiation of the combinatorial model with respect to (n, k, tmax, Co) and (U, Cy); as
described above. We say that a round t € {0, ..., tnax} is safe, if for every user u € G
such that u € Cy for some t’ there exist rounds t1, ..., %, such that

uwe U, forallie{l,...,k} and (3.1)
max{t. € {0,..., tmax} ;U ECL} <ty < -+ <ty <t .

Recall that since we only want to argue about post-compromise security but not
forward-secrecy the condition also excludes the corruption of users after round t. This
has the effect of requiring fewer rounds to be safe and therefore it only strengthens our
lower bounds.

Set system and cost function. The main intuition behind the combinatorial model
is to associate the secure PKE and PRF keys present in the CGKA scheme in round ¢
to the set of users in G that have access to them at this point in time, i.e, can recover
them from their internal state. 2 Here ‘secure key' refers to keys that were established
by update operations and cannot be trivially recovered by the adversary. The adversary
is able to get access to keys directly by corrupting users’ states, or by recovering them
from protocol messages. The latter is possible if the message contains the key in
plain, if it contains an encryption of the key under a key the adversary has access to,
or if the key is the result of a PRF evaluation under a key the adversary has access
to. In every round the sets S(sk) of users having access to secure keys sk form a
subset of 2¢. Intuitively, security and correctness of a CGKA scheme imply that the
system of associated sets should satisfy certain properties, and that adding sets to it
by scheduling updates comes at the cost of sending ciphertexts. These properties are
stated below and, looking ahead, will serve as the main tools to derive our lower bound.
For an illustration of the set system corresponding to a ratchet tree as described in the
introduction see Figure 3.5 (Top).

Formally, consider an instantiation of the combinatorial model with respect to (n, k, tiax, Co)
and (Ut Cy);. We require the existence of a cost function Cost and a sequence (S)o<t<t s
of set systems S, C 2¢. The cost function and sequences are required to satisfy three
properties to be given further below. The cost function takes as input

- the user u € G performing the update operation,
- the round t with 1 <t < ¢,.x, and

- the history M; = (n,k, (Uy)1<p<¢) of sets of users performing updates in the
previous rounds.

2More precisely, in our translation to the symbolic model in Section 3.4.1 we will use the set of
users that at some point between the last time they were corrupted and round ¢ had access to the key.
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(pkfjﬁsk(?)
.7
e N T
(pkmSka) (pk( Sk(’) <pk({ Skd) - (pkbvskb)
(1,2} (3,4,5) {5,6,7) 6,7}
A

(Pky,ski) (pko, ska) (pks; sks) (pky, ska) (pks, sks) (pke, ske) (Pky,skr)
{1} {2} {3} {4} {5} {6} {7}

_ 1 Sy Ss So Sa
S=A1,..., [hbmmmmmmmmem - fo--e-- fo--n--- e
5‘/ g/
S ={5,6,7} |;|. ........ L

Figure 3.5: lllustration of a ratchet tree and its associated set system S;. Vertices
contain key-pairs (above) and the associated set (below). Keys already present in
the system at time ¢ — 1 are depicted in black and keys added by user 5 in round t
in blue with shaded background. Edges indicate that knowledge secret key of the
source implies knowledge of the one of the sink. Dashed, blue edges correspond to
ciphertexts Encpy (sksink) Sent by user 5 in round ¢, solid edges either to keys derived
using a PRF in round ¢ (depicted in blue) or to keys communicated in a previous round
(depicted in black). Accordingly, user 5 generated key-pairs (pks,sks;) and (pk,, skq)
using fresh randomness, and (pk_, sk.) and (pk,, sk.) using a PRF. Bottom: Depiction of
the sets required to exist by property (iii) using the examples S = {1,...,7} = Ur, S;
and S’ = {5,6,7} = U, S/ with k = 4 and &’ = 1 corresponding to the secret keys sk,
and sk, respectively. We have Sy = {5} = 5j, S1 = {1,2}, So = {3}, S3 = {4}, and
Sy ={6,7} = S]. Note that the number of ciphertexts sent to communicate the secret
keys corresponding to S and S’ to their members are 5 > k and 1 = £’ respectively,
thus satisfying the inequality on the user's cost function required by property (iii).

Its output is an integer Cost(u,t, M;). For better legibility, we will simply write
Cost(u,t) whenever the third input is clear from context.

Note that while the cost of a user's update in a given round depends on the operations
performed in previous rounds, it does not depend on the sets C of users corrupted in
previous rounds. The latter is justified, since, looking ahead, in the security game in
the symbolic model, users are not aware whether they are corrupted or not. However,
if asked to update by the adversary, they may decide to create particular ciphertexts
depending on the history of operations performed so far, as these may have impacted
their internal state.
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Requirements on set system and cost function. We now give three properties to
be satisfied by the cost function and the set system.

(i) Correctness of the CGKA scheme implies that group members share a common
key. Further, by security, whenever a round is safe, the corresponding shared key
must not be known to the adversary at this point in time.

Formally, if round t is safe we require that G = [n] € &;.

(i) If a user is corrupted in some round, all keys they currently have access to can
also be recovered by the adversary and therefore should be considered insecure.
This is represented by S; not containing any sets that include a party corrupted
in round .

Formally, for all ¢ € {0,...,tmax} and all u € C; we have that S € S; implies
that u ¢ S.

(iii) The third property captures how users agree on new keys when using basic
cryptographic primitives (PRFs and PKE) and which cost in terms of ciphertexts
sent is incurred by communicating these keys to other users. A user u € G can
always sample a new key locally. Further, from such a key or one already present
in the system they can derive a chain of new keys using PRF evaluations. To
communicate the key sk to other users they can encrypt it under a public key pk’
that must have either been present in the system at the end of round ¢ — 1 or
been previously generated by u in round ¢. From the resulting ciphertext, every
user with access to the corresponding sk’ is able to derive sk as well as all keys
derived from sk using PRF evaluations. Note that if sk’ is insecure, then the
adversary can recover sk.

In terms of sets this essentially means that the set .S € S, of users able to recover sk
can be covered by a union of sets in S;_; (and potentially a singleton {u} in
case user u generated the starting point of the PRF evaluation chain from
fresh randomness) and that the cost of the user communicating sk to the other
members of S should be at least the number of sets forming the union (where
sometimes one ciphertext can be saved, as the key serving as a starting point of
a chain of PRF evaluations needs not be communicated).

Formally, for every ¢ > 1 and every S € S, we require that there exist h € N
and Sy, ..., Sy, such that either

So = {u} forsomeu e U, or Sy€ 81, (3.3)
and if h > 1 then S; € S, for all : € {1,...,h}. Further, we require that
h
SNnC« C S (3.4)
i=0
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where C<; = Up<y<; Cp are the users that have been corrupted at least once in
or before round t. And, regarding the cost function, we require that

Ju € Sy N Uy such that Cost(u,t) > h . (3.5)

Note that if in Equation 3.3 we have Sy = {u} then the user in Equation 3.5
must be u. Finally, we can connect the cost of adding a set to the set system S;
to its MinCover with respect to S;_;. Indeed, for S € &, if u is the user required
to exist by Equation 3.5, then by Equations 3.3, 3.4, and 3.5 it holds that

Cost(u,t) > |minCover5(S N Cxs, Sy U{u})| —1 . (3.6)

The precise connection between the combinatorial model and the symbolic model is
established later in Section 3.4.1. There, we essentially show that an adversary playing
the one-wayness security game in the symbolic model with respect to a correct and
secure CGKA scheme that satisfies the restrictions described in Section 3.2 implies the
existence of a set system S, satisfying Properties (i)-(iii) if one uses the number of
ciphertexts sent by a user u in round ¢ as cost function Cost(u,t).

3.3.2 Lower Bound in the Combinatorial Model

We now give a lower bound on the communication cost required to recover from
compromise within & rounds in the combinatorial model. Conceptually, our proof
proceeds in two steps. First, we lower bound the sum of the maximal per-user update
cost over all rounds. This bound is a best-case bound, i.e., it holds with respect to
every sequence (U,); of updating users. In a second step we then prove our main result,
a bound on the total cost required to recover from corruption. This bound is worst
case, i.e., it holds with respect to an adversarially chosen sequence of updating users.
Concretely, we will exploit that the cost of a user u € U; updating in round ¢ does not
depend on the cost of other members of U, updating concurrently. This enables us
to find a sequence (U;); for which all members of U; have roughly the same update
cost, which yields the desired bound as the bound on the maximal per-user update
cost implies that the cost of the users in U; in sufficiently many rounds ¢ must be quite
large.

Lower bound on the maximal per-user update cost. We first consider the
scenario that after an arbitrary setup phase of ¢, rounds a set of ¢ users in G = [n] is
corrupted and that after m subsequent rounds of updates we have G € S; (intuitively
corresponding to the existence of a secure group key). Below, we bound the sum of
the maximal per-user update cost over the m rounds. Note that this bound holds
irrespective of how the sets U, of updating users are chosen.
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Proposition 3.3.1. Letn, k,t.,m € N, C' C [n], and ¢ = |C| such that In(c) > m—1.
Let t,.x = t.+m and consider an instantiation of the combinatorial model with respect
to (n, k, tmax, Co), (Us, Cy)y, where Cy, = C, Cy = 0 fort # t., and (Uy), is an arbitrary
sequence.

If G = [n] is contained in the set-system S, .. at the end of round ty.x = t. + m,
then we have

m

Cost(u, to+1) > (m—1) ( Ve —1
t:lug%]?c)it ost(u,t. +1t) > (m )( Ve )

Proof. For t € {1,...,m} let s; = max{|SNC| : S € Si.4+} denote the largest
number of (previously) corrupted users that are contained in an element of Sy, ;.

Let tmin € {1,...,m} be minimal such that s, , > 0. We now argue that s, , = 1.
Note that by Property (ii), in round t. no S € S;, contains any of the users in C.
Now, for contradiction assume s; , > 1, implying the existence of a set S' € S; 1+,.,
containing more than one formerly corrupted user. Let Sy, ..., Sy be the sets guaranteed
to exists by Property (iii). Then Sy must contain at most one user of C'as C NS =10
forall S € &;.44,,,—1. Further, if h > 1 then all S; with ¢ > 1 are elements of &;_ 44, -1

min

and thus cannot contain any users in C'. This is in contradiction to s;, . > 1. Thus, we
have s, .. = 1 as well as s,, = ¢, which directly follows from [n| € S;_y,,. This implies
m
I st/st-1=sm/Stmm = - (3.7)
t=tmin

Further, we have max,cy, ,, Cost(u,t. +1) > s;/s,1 — 1 for every tyn +1 <t < m.
To see this consider S € S; 4+ with |SNC| = s;. By Property (iii) we have that
SNC C S U U?:l S; and Cost(u,t. +t) > h for some user u € U, h € N>,
So € Si, 111 U{u}, and S; € S;_ ;1. Since every set in S;_ ;1 and in turn also Sy
contains at most s;_; users in C' we have that the cover of S must consist of at least
s¢/5¢-1 sets, i.e., we have max,ey, ., Cost(u,t. +1t) +1>h+1> s;/s,_; as desired.

To conclude, we will make use of the inequality of arithmetic and geometric means (Propo-
sition 2.1.3). By setting m' = m — tyin and xy = Sy, 4t/ Strt—1 for t =1,....m’
and defining = 7, z, we obtain from Equation 3.7 that ¢ < [[7, =, < (z/m/)™.
Solving for x gives

m m
> max Cost(u) > > (s¢/sp1—1)=z—m
=1 “€ltc+t t=tmin+1

>m/ (Rfe—1) = (m-1)("Ve-1) |
the statement of the proposition. Here, in the last step we used the fact that the

function m’ — m/ {/c is monotonously decreasing on the interval [1,1n(c)] and that
by assumption m — 1 < In(c). O
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From maximal per-user cost to total-communication cost. We now show that
for an adversarially chosen sequence (U;); of sets of updating users actually almost all
users have to adhere to the bound derived in the previous paragraph. Intuitively, after
an arbitrary warm up phase of . rounds and corrupting a linear fraction of users in
round t., we construct (U,), such that either all updating users have roughly the same
update cost, or all users have a very small update cost. This procedure will then be
repeated for sufficiently many rounds to force that a linear fraction of all users in the
group has updated at least k£ times. In this case the final round t,,,, must be secure
enforcing that G € S;,,.. This allows us to use the bound derived in the previous
paragraph to show that the communication cost of rounds corresponding to the former
case must be substantial. We obtain the following.

Theorem 3.3.2. Letk,n,t. € Nand( < € < 2/5 be a constant such that (14-¢)k € N.

Set o, = % >0 and tpax = te + (1 +e)k. If 3 < k <In(a.n), then for every

sequence (U;); there exists a set C C [n] of size [a.n] and a sequence (U,){™5, 4
such that the instantiation of the combinatorial model with respect to (n, k, tyax, 0)
and (U, Cy)im5<, where C,, = C and C, = () if t # t,, satisfies

(14+e)k
(k: — 1) 26” 1+Elk—l —_
3 ConlUi) 2 O g | (om= 1)

Proof. We postpone the definition of C' and first describe how the sets of updating users
are chosen. In round t.+t for every user u consider the communication cost Cost(u, t.+
t) incurred if the user would update in this round. Let § = ((k — 1)/(2(1 + €)k)) -
((a+on/oen)—1). Given (U/)y<i. 4+ the set Uy ¢ of users to update is chosen according
to the following case distinction.

(a) Letn' =n(l—¢c/(4log(k))). If at least n—n’ users have an update cost Cost(u, t.+
t) > k-6, then Uy 4+ is chosen to be a set of [n — n'] of those users.

(b) Else, if at least n/(1 — £/2) users have an update cost Cost(u,t.+t) < ¢ then
Ut 1t is chosen to be a set of [n/(1 —£/2)] of those users.

(c) Else, as we will show below, we can find a set U; ; C [n] of [n/(1 —¢/2)]
users u with update costs for round t. + t satisfying
>~ Cost(u,t.+t) > max Cost(u,t.+1) L e’ (3.8)
Cc - X y Ve a5 a1 71N . .
’ uEUtC+t 2 2 IV].Og(k)-‘

UeUtc-H
Note, that if in any of the rounds case (a) occurs, then the total upload update cost

is at least en/(4log(k)) - k6 = en(k — 1)/(8(1 + ¢) log(k))( +a+-Yazn — 1) and in
particular exceeds the desired bound.
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This allows us to restrict to the case, in which (a) never occurs, in the remainder of
the proof. Note that in this case in every round [n/(1 —¢/2)]| users update. We will
show below, that this implies that after (1 + ¢)k rounds of updates the set Uj_ypdate Of
users that updated in at least k of the rounds after ¢. must have size at least [na.].
This, however, means that if we set C' = Uj,._ypdate, then the round ¢, = t. + (14+¢)k
must be safe as defined in Equation 3.1 which by Property (i) of the combinatorial
model implies that G = [n] € S;,,,.. Thus we are in the setting of Proposition 3.3.1
for m = (14 ¢)k and ¢ = [na.] and obtain

(1+e)k
; Dax Cost(u,t.+1t) > (14+e)k — 1) (9 Yan — 1) (3.9)
> (k—1)( 0% /an —1)

In the following we denote the update cost of user w in round ¢+t by ¢!, :== Cost(u, t.+t).
Note that in every round t. + ¢, in which case (b) occurs, we have that the maximal
update cost must be at most max,cy, ., ¢, < 0 = (k—1)/(2(14¢)k)-( t+r/azn—1).
Thus, if we denote the set of such rounds in {t. + 1,... tnax} by Ty and the set
of rounds in which case (c) occurs by T{), then we obtain 3°,c7, maxucu,, ., <
(k—1)/2-( t+or/az-n—1). Plugging this in Equation 3.9 yields 3¢, maxuer, ., ¢, >
(k—1)/2-( 0+or/a.n —1). This by Equation 3.8 implies the theorem'’s statement, as

3y ey 5ozl S e
Cy = Co 2 = |l o5 max c,
t=1 u€Us. 4+ t€T<C) u€Us, 4+t 2 Q[IOg(k)—l tGT(C) uel

(k_l) 2en 4e)k=1/0y 1 —
S 'E(He) nogacﬂJ“ Ve 1)

where in the last step we used that n' = (1 —¢/(4log(k)))n > 4n/5 for k > 3, and
that 1 +¢ > 1.

Thus, it only remains to show that (A) in case (c) a set satisfying Equation (3.8) exists,
and (B) that ’Uk—Update’ Z (ozen]

Regarding (A), note that in case (c) at least [n/] users have an update cost of at
most dk and at least [en'/2] of these users have an update cost larger or equal to 4.
Assume w.l.o.g. that the users are ordered by update cost, ie., ¢} < b <--- < (.
The intuition behind the statement we aim to prove is that ¢ < Cost(u,t. +t) < 0k
for the users in the interval [|(1 —¢/2)n’|, [n]]. Thus, if we divide the interval into
log(k) subintervals of length approximately n'e/(21log(k)) then for at least one of those
intervals the cost of the start u;_; and end point u; must differ by at most a factor of
2. Thus if one lets the [(1 —/2)n’| users preceding u; update, already the sum of
the update cost of the users contained in the subinterval satisfies Inequality 3.8. For an
illustration of this see Figure 3.6.
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]

Users (1 o 5/2)71/ n n

Figure 3.6: Existence of U, satisfying the property of case (c) for k = 8. The
interval [(1 —¢/2)n/,n'], of users with update cost between § and k - § is split into
log(k) subintervals I, I, I3 of length n'e/(21og(k)). While within the left and right
subintervals the minimal and maximal cost of users differs by more than a factor of 2, it
does not for the middle subinterval. Such a subinterval must always exist as else the cost
of user n’ would exceed k- §. As a consequence the sum of the costs of the users in the
middle interval (shaded in dark gray) covers at least half of max, ¢y, Cost(u,t.+1)-|I5],
the maximal cost of a user in the interval times the interval length (area shaded in
(dark and light) gray).

Formally, for i = 0,..., [log(k)] consider the update cost of user w; := | (1 —&/2)n'| +
i-|[n'e/2] / [log(k)]]. Wethen have ¢; > dandc, . <kd (since|(1—e/2)n'|+
[log(k)] - [[n'e/2] / [log(k)]] < [n']) implying that there exists j > 2 such that
¢/, , < 2. Indeed, otherwise we would have ciloguc)/cz1 = [ies®] e/ >
2o > k. Now by choosing U;_ ¢ = {u; — [(1 —¢/2)n'] +1,...,u;} and using
that (1 —¢/2)n’ > en'/(21log(k)) we obtain

Uj Uj
¢ ¢ ¢
> A= > Wz 2.
€Ut u=u;—[(1-¢/2)n"]+1 Ui—1

2 || )3

> max(c;,) - ; {leg;k:)]J

We now show (B). Note that if case (a) never occurs, then in every round a set of
[(1 —&/2)n'] users updates. Thisimplies that after (1+¢)k rounds (14<) [(1 — ¢/2)n'] k
updates were issued. Let 0 < o < 1 denote the fraction of users in [n] that updated in
at least k& rounds. These users must have made at most (1 + ¢)k - an updates, while
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the sum of updates of the remaining users must have been at most (k — 1) - (1 — a)n.
As the sum of these two terms must exceed the overall number of updates made, we
obtain

(I+ekan+(k—1)-1—an>1+e)[(1—¢/2)n'k
> (1+)(1— &/2)(1 — /(4log(k)nk |

which by solving for « yields

S (1+e)(1—¢/2)(1 —¢/(41og(k))k/(k—1)—1

@= L +reo)k/(k—1)—1
S (1+e)(1—¢/2)(1—¢g/4) -1 - e—5/2% 4+
- 2+ 2 =T 81t %

finally, since the number an of users updating in at least £ rounds must be an integer,
we even obtain that an > [a.n]. O

While we phrased Theorem 3.3.2 as a single-stage experiment, i.e., only consider the
communication required to recover from corruptions made in a single round, it easily
carries over to a repeated experiment consisting of repeatedly corrupting a linear fraction
of the users from which the group has to recover within (1 4 )k rounds of updates.
Note, that the setting of Theorem 3.3.2 allows for an arbitrary setup phase (U;);<.
of t. rounds. Thus, by simply applying the arguments in the proof iteratively to each
recovery phase, we obtain that the derived bound holds even in an amortized sense,

i.e., even in this setting the recovery from each corruption requires communication of
order nk +%/n /log(k).

Corollary 3.3.3. Let k, n, t., €, and a. be as in Theorem 3.3.2. Let z,.. € N and for
0 <2< Zmax Sette., =t.+ 2 (t.+ (1+e)k) and tax = Zmax - (tc+ (L +€)k). For all
collections of sequences (Ut)?:’;c,z—tc 1 WithO < 2 < Zyax, there exist sets C, C [n] each

of size [a.n| and collections of updates (Ut)icz’;:rz(rf) * such that for every instantiation

of the combinatorial model with respect to (n,k,tmax,®) and (U, Cy)is*, where
Ci..=C.and Cy =0 ift ¢ {t.. | 0 < 2 < Zmax}, we have

tc,z+(1+€)k (l{f _ 1) 26” )
Cost(U, > . < n) TFE—T — 1)
oy, Ol 275 st g (e

for very 0 < z < Zpax-
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3.4 Results in the Symbolic Model

In this section we define CGKA in a symbolic model, an approach introduced for
public key encryption by Dolev and Yao [DY83], following the work on multicast
encryption by Micciancio and Panjwani [MP04], and generalized to CGKA by Bienstock,
Dodis, and Résler [BDR20], who considered concurrent updates for schemes recovering
in two rounds. A similar model was also used to lower bound the communication
incurred by users in CGKA schemes in order to achieve PCS, in a setting of multiple
groups [AABT21]. We show how the questions we are interested in can be translated
from the symbolic to the combinatorial model of Section 3.3.1, which allows us to
conclude that the bounds derived in the combinatorial model also hold with respect to
the symbolic model.

3.4.1 The Symbolic Model

We consider schemes constructed from pseudorandom functions and public-key encryp-
tion, both modeled as idealized primitives that take as input symbolic variables, and
output symbolic variables. To more easily distinguish these from non-symbolic variables
we use typewriter font. We use the following syntax.

(i) A pseudorandom function PRF takes as input a key k and a message m and
returns a key k' = PRF(k,m).

(i) A public-key encryption scheme consists of a tuple of algorithms (PKE.Gen,
PKE.Enc, PKE.Dec), where PKE.Gen on input of secret key sk returns a public
key pk. PKE.Enc takes as input a public key pk and a message m, and outputs
a ciphertext ¢ with message data type. PKE.Dec(sk, c) takes as input a secret
key sk and a ciphertext c, and outputs a message m. We assume perfect
correctness: PKE.Dec(sk, PKE.Enc(pk,m)) = m for all sk, pk = PKE.Gen(sk),
and messages m.

As data types, we consider messages, public keys, secret keys, symmetric keys, and
random coins, the latter being a terminal type. Which variables can be recovered from
a set of messages V, is captured by the entailment relation +.
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Data type Grammar rules
Message m — sk, pk, PKE.Enc(pk, m)
Public key pk — PKE.Gen(sk)
Secret key sk — k
Key k — r, PRF(k,m)
Random coin r terminal type
Entailment relation

meM = MFm
M+ m, pk = M+ PKE.Enc(pk, m)
MEk = M F PRF(k,m) for all m
Mt PKE.Enc(pk, m), sk : pk = PKE.Gen(sk) = MEm

Note that the entailment relation captures (ideal) correctness and (ideal) security of
PRF and PKE, as recovering a PRF output or an encrypted message from a ciphertext
requires knowledge of the secret key. Security is effectively captured by the of a sequence
of entailment relations that recover the appropriate message. Examples and further
comments (in the setting of multicast encryption) can be found in [MP04, Section 3.2].
The set of messages which can be recovered from M using relation - is denoted by
Der(M) := {m: M F m}.

We point out that the model of [BDR20] covers more primitives, concretely, dual PRFs,
updatable PKE, and broadcast encryption. It is an interesting open question to consider
whether a translation to our combinatorial model is also possible if one takes these
additional primitives into account. For a brief discussion on challenges to overcome if
one allows dual PRFs see Remark 3.4.11 after the proof of this section’s main result.

Continuous group-key agreement in the symbolic model. A CGKA scheme CGKA
in the symbolic model follows the syntax of Section 3.2. Additionally, we require some
of the inputs to CGKA's algorithms to be symbolic variables. Concretely, we require
that the group keys k, public and internal states pub and ST, random coins r as well
as the control messages MI and MU are symbolic. They can also have a non-symbolic
counterpart which we omit as the properties we study and the security game we consider
in the symbolic model do not depend on the non-symbolic variables. However, we often
distinguish between symbolic random coins r and non-symbolic randomness r as this is
used in some of the proofs. Intuitively, symbolic randomness represents the new secrets
being sampled, while non-symbolic randomness allows to capture the fact that the
algorithms may flip a coin in order to determine their actions (e.g., the update algorithm
might flip random coins to decide whether to generate certain ciphertexts or not).
Further, we assume that the context symbolic variables, e.g., which key corresponds to
a certain ciphertext, or which keys correspond to a particular set of users, are implicitly
known to the algorithms.
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We use the game of Figure 3.3 to define correctness of CGKA, where we addition-
ally require that, for every algorithm, each of its symbolic outputs can be derived
from its symbolic inputs using the entailment relation . E.g., if user u com-
putes (ST,,MU,) <« CGKA.Upd(ST,,pub;r,r), then we require that ST, , MU, €
Der({ST,, pub,r}), and similarly if ST, + CGKA.Proc(ST,,pub,M), then it must
hold that ST/, € Der({ST,, pub, M}).

Regarding security, we target the notion of OW-k-PCS_gc of Definition 3.2.1. As our
goal is to prove lower bounds, using one-wayness as the targeted security notion only
makes our results stronger compared to using indistinguishability.

We structure the game in rounds that correspond to the oracle calls that occur between
two subsequent calls to oracle ROUND. We say a query to some oracle was made
in round O if it was made before the first query to ROUND, and in round t for
t € {1,...,tmax}, if it was either the ¢-th query to ROUND, or, for calls to CHALL or
CORR, if it was made after the ¢-th and before the (¢ + 1)-st query to ROUND. This
allows us to fully characterize adversaries A by the sequence of inputs to the oracles
made in each round. For round 0, these are the input (n, Gy, ug) to INIT and the set Cj
of corrupted users; for round t, the set U, of updating users queried to ROUND, as well
as the set C} of users corrupted during the round; and finally, t* indicating in which
round the single call to CHALL is made. An explicit description of the OW-k-PCS_g¢
security game in the symbolic model can be found in Figure 3.8.

Definition 3.4.1 (Symbolic k-PCS security). Let CGKA be a continuous group-
key agreement scheme, k € N. Then CGKA is OW-k-PCS_g¢ secure, if for all
(n, ug, Co, (Uy, Cy)imax, ) it holds that

Pr[OW-k-PCSES-M (1, ug, Co, (Uy, C)tmax %) = 1] = 0

where the probability is taken over the non-symbolic randomness.

This notion of security, in which for any sequence (n, ug, Co, (U, Cy)i™4*, t*) the game
is lost, is standard in the literature of symbolic security and used, for instance, in
[MPO04] and [BDR20]. The requirement that the probability be zero, implies that the
game is not won for every possible choice of non-symbolic randomness. The reason
for this choice rather than requiring that it be a negligible function in log|R|, where R
denotes the set of non-symbolic randomness, is that it may very well be the case that
|R| is small since this is not the randomness used to sample new keys (when it would
be reasonable to work with log|R| as a security parameter). For instance, one could
just flip a coin (i.e., R ={0,1}).

In the game we require that all symbolic random coins used by users are generated
disjointly. More precisely, if R denotes the set of random coins used by user u in
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round ¢ in the init/update procedures, then we require that r € R: implies r ¢ RY, for
all (u,t) # (v, t).

We now define a property of CGKA schemes that we will require for our bounds. It essen-
tially forbids schemes to generate ciphertexts of the form PKE.Enc(pk,, PKE.Enc(pk,,m)).
For some intuition on how it factors into our translation to the combinatorial model
see Remark 3.4.11 after the proof of this section’s main result.

Definition 3.4.2 (No nested encryption). We say a scheme CGKA does not use nested
encryption if, for all ciphertexts ¢ < PKE.Enc(pk,m), the encrypted message is either
a secret key or a random coin, i.e., of type sk, Xk, orr.

Our goal for the remainder of this section is to show that the task of deriving lower
bounds on the communication complexity of correct and secure CGKA schemes translates
to the analogue in the combinatorial model. To this end, we define useful secrets, i.e.,
secret symbolic variables that the adversary is not able to derive, and associate them to
the set of users with knowledge of them. We prove that these sets satisfy the properties
of the combinatorial model described in Section 3.3.1 for a cost function that counts
the number of messages sent in a given round by a user.

Useful secrets and associated sets. First, we establish some notation. Consider
an adversary playing OW-k-PCS_gc. We denote the set of public messages sent up
to and including round ¢ by M;, i.e., for t = 0 we set My = {pub,MI?LO} to be the
output of oracle INIT; and for every round ¢ > 1 we extend the set by the output of
oracle ROUND: M; < M;_; UMU, where MU = ROUND(U;). Further, for ¢t > 0 we track
all variables the adversary learned up to and including round ¢, via the corruption oracle,
in a set COR;. l.e., at the beginning of round ¢, the set COR; is initialized to COR;_;
and, if user u is corrupted in round t, then their current state ST, (meaning the one
after all oracle calls of the round) is added to the set. Note that COR; matches the set
COR;, defined in game OW-k-PCS_gc, that tracks the values known to the adversary
via corruption. This allows us to define the notion of useful secrets s, i.e., variables of
type r, k, and sk that cannot be derived by the adversary, and in round ¢ associate to
them the set of users which had access to s at some point between their last corruption
and round t.

Definition 3.4.3 (Useful secrets and associated sets). Consider adversary A playing
game OW-k-PCS_gc in the symbolic model and let t € N, and s be a variable of
type r, k, or sk generated during the game, before or in round t. We say that s is
useful in round t if s ¢ Der({M;,COR;}). We define the associated set of a secret s in
round t as

S(s,t) = {u € [n] | s € Der(STi™, (RY )i, 1200, M)} C [1]
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where t., = max{t | u € C; andt <t} (t.., = —1 if u has never been corrupted).
We define the associated set of s after the setup as

S(s,—1) :={u € [n] | s € Der(ST, ', pub)} C [n] .
We define the set system in round t as

S, := {S(s,t) | s is useful in round t} C 2" .

The intuition behind the definition of S(s,?) is that any user who can derive the secret
s in a round #' such that ., +1 <t <t (i.e., s € Der(ST,,M;)) should belong to the
set S(s,t). This is indeed the case since ST, C Der(ST. ', R’ M) because symbolic

outputs of algorithms can always be derived symbolically from their symbolic inputs.

The definition of ¢., depends on the user u and the time ¢, but not the secret s. It
is usually clear from context what round ¢ we are considering, but in some cases we
may write ¢, to make it explicit. Observe that for any ¢t > 0, t.,, <. The following
property holds; if s is useful at time ¢, then for every u € S(s, t) it must be the case that
tew <t (if for some u € S(s,t) we have t.,, = t, then s € Der(ST!,,M,;) C Der(M;, COR;)
and we get a contradiction with the definition of s being useful in round ¢). The
notation ST, ! refers to the state that u is assigned by the CGKA.Setup algorithm.

We now define what it means for a scheme to not allow users to distribute work.
Intuitively, this requirement says that whenever a secret (be it already existing or newly
generated) is communicated to a set of users who did not yet have access to it, this
communication must have been done by a single user. For example, this notion excludes
schemes in which two users w1, uy, already sharing a common key, communicate this
key to users uz and u, by having u; encrypt it to us, and us encrypt it to uy. See
Figure 3.7 for an illustration of a scheme that does make use of distributed work.

Definition 3.4.4 (No distributed work). Consider a scheme CGKA and an execution
of game OW-k-PCS_gc with respect to CGKA in the symbolic model. For user u
and round t let ST denote the user’s state in round t and r! the random coins
generated in round t. We say that CGKA does not allow users to distribute work
if, for all t and every secret symbolic variable s, there exists a user u' such that for
every u € S(s,t) \ (S(s,t — 1) U {u'}) it holds that s € Der(ST: ', M,_;,MU!,) and
s € Der(ST! ' RE M, ).

u'

Connection to combinatorial model. In the following we show that the three
properties required in the combinatorial model are satisfied by the symbolic model’s
associated set system. The first two are quite natural observations, the last essentially
corresponds to a generalization of a statement that is shown in the proof of [BDR20,
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(P, ske) (Pkq, ska) (pky, sks)
{1,2,3} {4,5} / {4,5,6,7} {6,7}
ST /N /N
(pky,ski) (pko, ska) (pks,ska) (pky, ska) (pks,sks) (pkg, ske) (pk;, skr)
{1} {2} {3} {4} {5} {6} {7}

o So S, S, Ss Sy
S = {1, o 7} T R | T ———

Figure 3.7: Top: Example of a ratchet tree and its associated set system S; making use
of distributed work. Vertices contain key-pairs (above) and the associated set (below).
Edges indicate that knowledge of the secret key of the source implies knowledge of
the one of the sink. Dashed edges correspond to ciphertexts E”Cpksource(Sksink) sent
by user 1 in round t, solid edges either to keys derived using a PRF in round ¢ or
to keys communicated in a previous round. Keys already present in the system at
time ¢t — 1 are depicted in black and keys added by user 1 in round ¢ in blue with
shaded background. The dotted edge corresponds to a ciphertext sent by user 5 in
round ¢. Note that the associated set of (pk,,sk,) changes in round ¢ as an effect
of this ciphertext, and that users 6 and 7 need to decrypt ciphertexts sent by two
different users, namely users 1 and 5, in order to recover sky, implying that the scheme
does indeed use distributed work. Bottom: Depiction of the sets proven to exist in
Theorem 3.4.9 using the example S = {1,...,7} = Uf:g S; in the set system depicted
above. Note that £ = 4 matches the number of ciphertexts sent in round ¢ to establish
S, which, however, stem from more than a single user (compare Theorem 3.4.9; (iii)).

Thm. 2] and can be seen as quantifying the cost of adding new sets to the set system S,
by updating. We measure the cost in terms of the number of symbolic variables sent
by a user u in round ¢ and denote this quantity [MU’,|. When interested in the cost of a
round ¢, we take the sum over all users u € U,.

Intuitively, Property (i) is enforced by correctness and security, as on one hand every
member of G; must be able to derive the current group key from their state, and the
safety predicate being satisfied implies that the group key at time ¢* must be useful, i.e.,
Gy € Si+. Property (ii) corresponds to the simple fact that no secret derivable from
ST, can be useful in a round in which the user gets corrupted, as in this case it can be
derived by the adversary as well. Equivalently, a set S € S; cannot contain any users in

45



3.

ON THE CosT oF PCS iNn CGKA

C;. Finally, Property (iii) corresponds to the intuition that the secret s belonging to
a new set S = S(s,t) needs to be communicated to (at least) every member u of S.
If s cannot be derived using PRF evaluations from a secret already known to wu, then
either it, or a secret from which it can be derived using PRF, must be communicated
to u by encrypting it to a useful key that was known to the party in the previous round,
i.e., in round t — 1. In other words, this determines a covering of the set S with sets
in S;_1 and possibly a singleton {u} for some updating user u € U; with the property
that the number of symbolic variables contained in the messages exchanged in round ¢
is at least the number of sets in the said cover minus one. When we consider schemes
in which users do not distribute work, we obtain a simpler statement for property (iii)
and it matches Equation 3.5 from the combinatorial model.

Lemma 3.4.5. If s is useful at timet > 0 and u € S(s,t), one of the following
statements is true:

1. there exist a secret s’ and a message ad such that PRF(s',ad) = s, s’ is useful
at time t and s’ € Der(STtw, (R, 11<i<t, My),

2. s € STlen,
3. se rf; for some t., +1 <t <t,

4. there exists ¢ = PKE.Enc(pk, s) € STl U (rh),, ,11<p<¢ UM; such that sk €
Der(STte, (%), . +1<<t,M;) and pk = PKE.Gen(sk).

Observe that case 2 is only possible if t..,, = —1, and case 4 does not consider the
possibility of nested encryption as we assume that our scheme does not use it.

Proof. If s is a PRF image, i.e., there exist a secret s’ and a message ad such that
PRF(s’,ad) = s, s’ must be useful at time ¢ and we have two possibilities depending
on whether s’ € Der(STte, (r!);. , +1<0r<,M;). If s0, we are in the first case. Else,
either PRF(s',ad) = s € STt U (r}),, . 11<r<; UM, or there exist a ciphertext with
the properties stated in case 4. By assumption s is useful at time ¢, so the case when
s € STlew U (xh))s, . +1<0<t UM, reduces to only two options, namely, s € ST or
s € r’ for some tew +1 <t <t

If s is not a PRF image, we get a similar case division. Indeed, either s € STl U
(I'Z)tc’u+1§t/§t UM, or there exists a ciphertext with the properties stated in case 4.

The observation that case 2 is only possible if ¢.,, = —1 follows from the fact that
ST!e» € COR,,, C COR; when ¢, > 0. -

We now proceed to study case 4 in greater detail.
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Lemma 3.4.6. If s is useful at timet > 0 and uw € S(s,t) and there exists ¢ =
PKEEnC(pk, S) € STZC’HU(I‘Z)tcﬁu_;'_lst/StUMt SUCh that sk € Der(STff’“, (rZ)tc,u'f‘lSt/St? Mt)
and pk = PKE.Gen(sk), one of the following is true:

4.1. ¢ € M; and sk is useful at time t,
4.2. t.,, >0, c € STlen \ My and sk is useful at time t,

4.3 te,=—1,c€ST,'\ M, and s € Der(Tsetup)-
Observe that in case 4.3 sk is not guaranteed to be useful at time t.

Proof. By assumption ¢ € STt (rZ)thrlSt/St UM, and c is not of type randomness,
so it must be the case that either c € M; or ¢ € STlev \ ;.

If ¢ € M;, the fact that s is useful at time ¢ implies that sk is useful at time ¢. This
corresponds to case 4.1.

If c € STlew \ M, and tew > 0, then ¢ € COR;,, C COR;. The fact that s is useful at
time ¢ implies that so must sk be. This is case 4.2.

If c € STlew \ M, and ., = —1, then ¢ = PKE.Enc(pk,s) € ST,' C Der(rsetup)
because symbolic outputs of algorithms can always be derived symbolically from their
symbolic inputs. Therefore we have to consider three cases: pk,s € Der(rsetup) OF
C € Tgeup OF there exists an encryption of ¢ in Tgepup. Only the first of the three options
is possible as c is not of type randomness. O

We introduce some notation:

PRFfl(s) :={s' | 3k € NyoJady,...,ad,: s = PRF(-,ady) o ...o PRF(-,ad;)(s")}

Cases 1 in Lemma 3.4.5 and 4.1 and 4.2 in Lemma 3.4.6 yield a new useful secret
sk that satisfies the same conditions as s in Lemma 3.4.5. This makes it possible to
repeatedly apply these two results until we reach cases 2 or 3 or 4.3. This is captured
in the following result.

Corollary 3.4.7. If s is useful at timet > 0 and u € S(s,t), there exists a sequence
{S1u,---,80,u} such that

(i) every secret s;,, is useful at time t and s;,, € Der(STke, (rZ)tc,qut’Sta M),
(i) s¢,. € PRF7!(s),

(iii) iften >0, s1., ERL for somet., +1 <t <t,
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(iv) ifte, = —1, s1,, satisfies that s, ,, € ST'v ors;, € RY forsomet.,+1 <t <t
or s1, € Der(rserup),

(v) for every i € {1,...,0, — 1}, there exist s, such that s;, € PRF'(s],)
and a ciphertext c;,, = PKE.Enc(pk],,si11.) € ST,o* UM, where pk;, =
PKE.Gen(s],,),

(vi) for any t* such that t.,, < t* < t we have that if ¢;,, € STt UM, and
u € S(siy, t*) then u € S(si41.4,t),

(vii) If s;., € Der(R.) for somet,, <t <t, thens,, € R' andi= 1. Moreover if
tew > 0, for every i > 2 it holds that s, ¢ STy Uy, y1<v<t Der(R%).

Proof. We set X = () and x = s. Now we start a recursive process by considering the
following case division that follows from Lemma 3.4.5 and Lemma 3.4.6 for secret x:

If we are in cases 2 or 3, we do X < {x} U X and stop.

If we are in case 1, the sequence X remains unchanged and repeat the process
with x < &’.

If we are in cases 4.1 or 4.2 of Lemma 3.4.6, we do X <+ {x} U X and repeat
the process with x < sk.

If we are in case 4.3, we do X <« {x} U X and stop.

Procedure always stops as argued in the paragraph above Corollary 3.4.7. The first five
properties follow directly from Lemma 3.4.5, Lemma 3.4.6 and the construction of the
sequence X . Property (vi) is a consequence of (v) as we show below.

By assumption, t.,: < t* < t, therefore t.,; = t.. The fact that u € S(s;,,t*)
implies that s;, € Der(STif’“’t*, (Rg)tcyu}t*ﬂgtlgt*,Mt*). Since ¢;, € STlewt UM =
STt U M- we get that u € S(si11.4,t%).

In order to show property (vii) we observe that if s;,, € Der(R!), then either there
exists s/, such that s}, € PRF'(s;,) or s;,, € Rl,. In the first case s;, would not
have been included in the sequence, so it must be the case that s;, € RZ, which also
implies that the recursive process stops, i.e., © = 1. It also follows from the way the
sequence is defined that s;, ¢ STie* UU;, , 11<r< R . From the combination of both

properties it follows that s;, ¢ ST UUy, , 41<r<t Der(R%) for all s;,, withi >2. [

We obtain a corollary of property (vi) that is a consequence of applying it repeatedly.
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Corollary 3.4.8. If s is useful at timet > 0, u € S(s,t) and there exists an index
ie{l,...,0,} such thatu € S(s;,,t—1), then eitheru € S(sy, ,,t—1) C S(s,t—1)
or there is an index k < {,, such that u € S(sg,,t — 1) and cj,, € My \ Mp_.

Proof. We start by recalling the fact that s is useful at time ¢ implies that for every
u € S(s,t) it must be the case that ¢., < t.

If £, = 1, then property (ii) of Corollary 3.4.7 guarantees that S(s;,,t—1) C S(s,t—1)
and we would get u € S(s,t — 1) as desired. Otherwise, ¢, > i and we consider the
following two cases:

- If ¢; € My \ Mi_q, then it suffices to take k = i since u € S(s;,,t — 1) by
assumption.

- Else c;,, € STt UM;_;. We have ., <t — 1 <t (where the first inequality
follows from the previous observation that ¢.,; < t) and by (vi) of Corollary 3.4.7
for t* =t — 1, we obtain that v € S(s;41,4,t —1). We now repeat the same
argument depending on whether ¢, = i+1or ¢, > i+1 and if £, > i+1, we would
consider whether ¢; 41, € M;\M;_; (and take k =i+ 1) or ¢;41,, € STLewt UM;_4.

By repeating this argument we either get that u € S(sy, ., — 1) and from property (ii)
of Corollary 3.4.7 deduce that S(sy, ., t —1) C S(s,t —1) and u € S(s,t — 1), or find
an index k < ¢, such that u € S(sg,,t — 1) with cj,, € My \ M;_. O

With these results we can prove the main result of this section, a theorem that connects
the symbolic model and the combinatorial model.

Theorem 3.4.9. Let CGKA be a perfectly correct continuous group-key agreement
scheme that is OW-k-PCS_g¢-secure and does not use nested encryption. Consider
an adversary playing game OW-k-PCS_g¢ of Figure 3.8 in the symbolic model.

(i) If kg, is the group key in round t, then S(kg,,t) = G;. In particular, if
oracle CHALL is queried in round t* and the safety predicate is satisfied, then we
have Gt* S St*.

(ii) If user u was corrupted by the adversary in round t, then for every S € S, it
holds that u ¢ S.

(iii) Let t > 1. Recall that U; C [n] indicate the users that updated in round t
and for u € U, the set MU', corresponds to the control messages generated by
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performing the corresponding update operation. Then for every set S € S, there
exist k € N> and sets {S;}_, such that either

(a) So = {u} for someuw € Uy, or(b) Sy € Si—1

and, ifk > 1,5, €8, 1 foreveryi=1,... k. Furthermore, it holds that

k
SNC<«, CJS: and > MU|>Fk .

i=0 ueUt

where C<; = U<y <; Cyp are the users that have been corrupted at least once in
round t or before. If CGKA does not allow users to distribute work, then the last
statement can be replaced by the following stronger expression:

Ju € Sy N U; such that |MU%| > k .

Before turning to the Theorem'’s proof we observe the following.

Remark 3.4.10. Consider an execution of game OW-k-PCS_gc in the symbolic
model, where CGKA is a perfectly correct, OW-k-PCS_g¢-secure CGKA scheme which
does not use nested encryption and does not allow users to distribute work, and set
Cost(u, t) = [MU| to be the number of symbolic variables sent by w in round t. Then,
by Theorem 3.4.9 the associated set system S; (Definition 3.4.3) and Cost satisfy all
properties of the combinatorial model described in Section 3.3.1. As a consequence, to
prove lower bounds on the communication cost of CGKA, i.e., the number of ciphertexts
sent during the execution of the game, it is sufficient to lower bound the cost function
for a scheme satisfying the combinatorial model.

Proof of Theorem 3.4.9. In Figure 3.8 we recall the security game for OW-k-PCS_gc,
where G = [n], with respect to the symbolic model and such adversaries.

(i) By correctness (line 19 of the correctness game), every member u of G must
be able to derive the current group key, k¢, from their state, ST,. Therefore
k¢ € Der(ST!) C Der(STte, (R);. . +1<r<i, M;). By definition, this implies that
G C S(kg,t) and it always holds that S(kg,t) C G. The safety predicate being
satisfied implies that the group key at time ¢t* must be useful, i.e., Gy € Sp«.

(ii) If w € Cy, then t., = t and Der(STt, (RY);, ,11<v<i, M) = Der(ST,,M;) C
Der({M;, COR; }). Therefore for any secret s that is useful at time ¢, u ¢ S(s, ).
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00 INIT(n,up)

01 for u € Cp: call CORR(u)

02 fort =1,..., tmax:

03 ROUND(Uy)

04 COR, + COR,

05 for u € Cy: call CORR(u)

o6 if t =t call CHALL

07 return [k* € Der(CORy,,,., M) A safey pcs]

one call; called first

Oracle INIT(n, uo)

08 t<+0

09 M+« @, CORy + 0
10 Corlu] <= 0, Upd[u] < 0 for all u € [n]

11 Coins[u, t] < 0 for all u € [n], V¢

12 Teetup s

13 (pub, (STy)uepm)) ¢ CGKA.Setup(n; retup)
14 r < R; Coinslug, t] <y {r}

15 (STy,, MIY ) <= CGKA.Init(ST,,, pub, n; r)
16 for u € [n]:

] ST, < CGKA.Proc(ST,,, pub, MI), )

18 kg < CGKA.Key(ST,)

19 M < {pub, MI{ }

Oracle CHALL

one call

20 kK* ¢ kg

Game OW-k-PCS KA (n, ug, Co, (Uy, Cy)ims, t*

23
24

5 ¢
20

>
28
29

Predicate Safek,pcs

31 for u € [n]:
if Corfu] # ()

32
33

34

e

38 return 1

Oracle CORR(u)

39 Corfu] «y {t}
0 COR,

) Oracle ROUND(U,)

21 MU0

22 for u € Us:

Upd[u] <= {t}

r < R; Coins[u, t] <y {r}
(8T,, MU!) + Update(ST,,, pub; r)
MU« {MU%}

' for u € [n]:

ST

k¢ + CGKA . Key(ST,)
30 M 4y, MU

t& + max{t € Cor[u]}

w < CGKA.Proc(ST,, pub, MU)

if 3t € Cor[u] : t > t*:
return 0

corruption after challenge

if [{t € Updu] : t& <t <t*}| < k:
too few updates

return 0

0y {ST.}

Figure 3.8: Security game OW-k-PCS_gc in the symbolic model with respect to

adversary A that is completely characterized by its sequence (n, ug, Co, (Uy, Cy)i™s*,

of inputs to the oracles.

(iii) We consider the sequences {si,,..
by Corollary 3.4.7 and define the set Z; := Uy,cg(s ) 1(S}u, Siv1u): @ € [bu —
1] and cio € M\My_1}. If (8], Si11,) and (s, sj11,0) have the same associated

. . - B ,
ciphertexts, i.e., ¢;, = cj,, then s;11, = s;41, and Siu

that |It| S |Mt\Mt_1|.

t*)

.,S¢,u) that exist for each v € S(s,t)

= s}, This shows

For any element (s, s2) € Z;, we introduce the associated set S, s,) = S(s1,1—
1). It holds that S(s, s,) € S;—1 since sy is useful at time .

We define the set Sy as follows:

{u},
S(s,t—1),

0=
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which is well-defined, i.e., there is at most one user u such that s € Der(R!),
because randomness is generated independently. If Sy = S(s,t—1), it holds that
So € S;_1 since s is useful at time ¢. If s € Der(R,) for some user u, then either
tew =t (e, u€ Cy) and u ¢ S(s,t) or t., <tandue€ S(s,t).

Let u € S(s,t) and assume that ¢., > 0. By assumption, s is useful at
time ¢, so t.,+ < t. From t., > 0, it follows that s;, € RZ for some t., +
1 <t <t by property (iii) of Corollary 3.4.7. Our goal is to prove that
u € Sy U Uts1,s0)ez, S(s1,s2) We consider two cases depending on whether ¢’ =t
or not:

- if ' < t, then u € S(s14,t — 1) (since s1, € r’)). By Corollary 3.4.8 for
i =1 we either get that v € S(s,t — 1) = Sy or find an index k < ¢, such
that u € Sty o,y ,) With (8}, Sk1) € .

- if t’ = t, we distinguish between the case when ¢, =1 and ¢, > 1. If ¢, =1,

then u € Sy (since sy, € r!). If £, > 1 we claim that the ciphertext ¢,
must belong to M;\M;_1. By (v) of Corollary 3.4.7, ¢y ,, € STietUM; for some
s}, such that s;,, € PRF™(s} ) and pk} , = Gen(s},), but s, € R,
(this follows from ' = t) and this implies that the public key pkj , is only
available after round t. Therefore ¢y, ¢ STiewt (where we use t.,; < t)
and ¢y, ¢ M;_1, which implies c;,, € M; \ M;_;. Moreover, the fact that u
is the only user that knows pk/ , at the time of generating the messages in
round ¢, implies ¢, = Enc(pK} ,, s2,u) € MU, C Der(ST,, ", pub, R} ).
We claim that u € S(s3,,t — 1). Since ¢y, € MU, C Der(ST. !, pub, R.),
we have either pk| ,, s, € Der(ST, ', pub,R}) or ¢;, € ST, " Upub UR,,
(we do not consider the possibility that there is an encryption of ¢y, in
ST!~! U pub UR!, since we assume that nested encryption is not used). The
latter case is actually impossible since ¢, ¢ Rf, because of the type and
it cannot be that ¢y, € ST, " U pub because pk/ , is not available in any
round before round t. In the first case we know that there is no element
in Der(ST, !, pub, RY,) N PRF!(s,,,) by construction of the sequence, so
it must be that so, € STY"! U pub UR, or there exists a ciphertext ¢ =
Enc(pk, s2.,) € ST, ! Upub UR! such that sk € Der(ST. !, pub,R}). We
analyze these two sub-cases:

— if 83, € STL"' Upub URY, it must be

u!

t—1 teut—1 i ~
SQ’u E STU g Del’(STuc“ ¢ 9 (rU)tc,u,t71+1StSt*17 Mt_l)

because of properties (i) and (vii). Therefore u € S(so,,t — 1).

— If there exists ¢ = Enc(pk, s2,,) € ST, ' U pub UR!, such that sk €
Der(ST!™!, pub, R!)), then ¢ = Enc(pk, s2.,) € ST ! U pub because c
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is not of type randomness. The fact that ¢ € ST/ ! U pub implies that
sk € Der(ST, !, pub) not just sk € Der(ST. !, pub,R.,). Therefore
u € S(sgu,t—1).

This proves the claim that u € S(sg,,t — 1).

By Corollary 3.4.8 for i = 2 we either get that u € S(s,t — 1) = .Sy or find
an index k < £, such that u € S ) With (s}, Skt1) € .

’u7sk+1,1

This proves that S(s,?) N C<; € So UU(s, s0)e7; S(s1,50), 1-6 S(s,1) N Cy can
be covered with sets in the family 7 = {Sp} U {S(s,.s,): (s1,82) € Z;}. We use
the inequality |Z;| < |M; \ M;_;| to obtain that

> MU =M\ M| > T > | F] -1

ueUy

This concludes the proof of the first part of property (iit).

For the last part we assume that there is no distributed work, that is, there exists
a user u' such that for every u € S(s,t) \ (S(s,t — 1) U {u'}) it holds that
s € Der(ST:" !, M,_1,MU%,) and s € Der(ST,*,R!,,M; ;). With this additional
property we can choose the ciphertexts c; ,, in a way such that every c;, € M;\M;_;
is actually in MU,. Therefore |Z;| < [MU?,|.

Moreover, if s € Der(R) it must be u = ' and then Sy = {u'}. If s ¢ Der(R},),
the fact that s € Der(ST", ' R,, M, ;) implies that s € Der(ST,*, M, ;) and this

shows that v’ € S(s,t — 1) = Sp. Thus in both cases v’ € Sy which completes
the proof.

]

Remark 3.4.11. Theorem 3.4.9 requires that CGKA not use nested encryption, i.e., not
generate encryptions of ciphertexts. On a technical level, this restriction guarantees that
for every pair (s1,s2) € Z; constructed in the lemma’s proof we have that knowledge
of secret s, implies knowledge of s5. On a more intuitive level, allowing ciphertexts
of the form ¢ = Enc(pk,, Enc(pk,,m)) would enable users to send ciphertext c in one
round but release message m in a later round by at this point in time sending sks in the
plain, at cost of no additional ciphertexts. While this does not seem to help with the
total communication cost, it could in principle enable users to distribute their workload
over several rounds. An analogous statement holds, if one allows the use of dual PRFs
(as considered in the symbolic model of [BDR20]).
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3.4.2 Lower Bounds on the Update Cost in the Symbolic
Model

We now show that the worst-case lower bound on the communication cost of CGKA
schemes in the combinatorial model (Theorem 3.3.2) carries over to the symbolic
model for OW-k-PCS_gc-secure schemes. By worst-case we mean that we rely on an
adversarially chosen sequences of updates. Concretely, the adversary will exploit the
fact that users in the set U; of concurrently updating users are not aware of the other
members of U; and choose it in a way that essentially forces many users to produce
large update messages.

The proof follows the idea already outlined in Remark 3.4.10. As a consequence of
Theorem 3.4.9, if we impose certain restrictions on the kind of CGKA schemes we
consider, we can reduce the problem of showing lower bounds on the communication
cost in the symbolic model to the problem of giving lower bounds in the combinatorial
model for the cost function Cost(u,t) = |MU| that counts the number of symbolic
variables sent by u in round t.

Our bound requires CGKA not to use nested encryption and assumes CGKA does
not allow users to distribute work. The former is needed in order to be able to use
Theorem 3.4.9, whereas the latter guarantees that in property (iii) of Theorem 3.4.9 we
obtain the same expression as in Equation 3.5 of the combinatorial model. Additionally,
if CGKA has publicly-computable update cost, the sequence of adversarially chosen
updates can be computed as the security game is played and if CGKA has offline
publicly-computable update cost, the sequence of updates can be computed after the
initialization phase.

The result without any of these additional properties, that is, when CGKA does not
have publicly-computable update cost, guarantees that for any choice of non-symbolic
randomness there exists a sequence of updates for which the total communication cost
is at least roughly n'*'/* . k/log(k). However, it may not be possible to determine
such a sequence using only public information which is the reason why we introduce
the notion of publicly-computable update cost. If CGKA has this property, then it is
possible to find it online, while if CGKA has offline publicly-computable update cost, it
can be pre-computed.

Corollary 3.4.12. Let k,n,t. € N and let CGKA be a correct and OW-k-PCS_gc-

secure CGKA scheme that does not use nested encryption, and does not allow users to

distribute work. Let 0 < ¢ < 2/5 be a constant such that t,,. =t.+ (1 +¢e)k € N
e—be?/2+e3 0

and set o, = S(Tre)

If 3 < k < In(a.n), then for an arbitrary setup phase of the group Gy = G; = [n]
and an arbitrary phase of t, rounds of updates (U,)ic, and any choice of non-symbolic
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randomness in the security game OW-k-PCS_gc, there exists a sequence of sets Uy, 1+
of updating users for (1 + )k rounds such that the total communication cost satisfies

(1+e)k _ " L
2, Costllir) 2 . 1 o {5(1+52)5f10g(kﬂJ (@t —1)

If CGKA has publicly-computable update cost (Definition 3.2.3), the sequence of
sets (Ute+t)§2€)k can be computed online, i.e., U 1+ can be computed using public
information from the previous rounds. Furthermore, if CGKA has offline publicly-
computable update cost, the sequence of updates (Utc+t)§1;{£)k can be computed after

round t. and is independent of the non-symbolic randomness.

Proof. Let ¥ = (Tu)tc[(14)k]ucln] denote the non-symbolic randomness used in
rounds t =t.+1,..., tmax, Namely, r;,, denotes the non-symbolic randomness used by
algorithm Update in round ¢ if run by user u, i.e., u € U,.

Consider for a fixed 7, the function Cost(u,t) = [MU,| counting the number of symbolic
variables sent by u in round ¢ and the set system Sec(S;) (Definition 3.4.3). Then,
as observed in Remark 3.4.10, Cost(u,t) and Sec(S;) satisfy all the properties of
the combinatorial model described in Section 3.3.1. It follows from Theorem 3.3.2
that there exist a set C' C [n] of size [a.n] and a sequence (U,);5*,; such that the
instantiation of the combinatorial model with respect to (n, k, tmax, @) and (Uy, Cy)imss,
where C;, = C and C; = () if ¢t # t., satisfies

(1+e)k
(k—1) 2en AT _
2, CostlUia) 2 =5 {5<1+e> nong (e —1)

as desired.

By definition of symbolic security (Definition 3.4.1), security must hold for any sequence
of corrupted parties and therefore the bound holds for the aforementioned sequence of
updates independently of the choice of corrupted parties.

If CGKA has publicly-computable update cost, Cost(u,t) can be computed from public
information at the end of round ¢ — 1. By construction of the sets (U,)!=5* in the proof
of Theorem 3.3.2, they are determined by the function Cost(u,t). This implies that
for every t the set U, can be computed from public information at the end of round
t — 1 and therefore the sequence (U;);™y* can be computed online. We observe that
by the argument in the previous paragraph it is not necessary to be able to compute
the sequence of corrupted users online. And if CGKA has offline publicly-computable
update cost, the sequence of updates (Utc+t)§1js)k can be computed after round ¢, by
definition. O
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Analogously to the combinatorial setting it is also possible to give a statement with
multiple rounds of corruptions instead of just considering the communication cost of
recovering from a single round of corruptions. The proof follows the same arguments
to the one above and is a consequence of Corollary 3.3.3.

Corollary 3.4.13. Let k, n, t., ¢, and o, be as in Corollary 3.4.12 and let CGKA be a
correct and OW-k-PCS_gc-secure CGKA scheme that does not use nested encryption,
and does not allow users to distribute work. Let z,.«. € N and for every integer
0 <2< Zmax Sette, =t.+ 2 (tc + (L +€)k) and tmax = Zmax - (tc + (1 +€)Ek).

If 3 <k <In(a.n), then for an arbitrary setup phase of the group Gy = G; = [n] and
Zmax arbitrary phases of t. rounds of updates (Ut)?:’ztcz_tc 41 with 0 < 2z < zmax and
any choice of non-symbolic randomness in the securify game OW-k-PCS_g¢, there
exist sequences of updates (Ut)icz’i:fz(ia)k and sets of corrupted users C', C [n| each of

cardinality [a.n]| such that the total communication cost satisfies

et Fe)k (k—1) 2en .
Cost (U > . ( on) @TFaE-1 — 1)
2, CostlUsd) 2 75 E(l o Dog(kr)]J (6en)

for every 0 < z < Zpyax-

If CGKA has publicly-computable update cost (Definition 3.2.3), the sequences of
sets (Ut>§c:t+(_1:1_6) ¥ can be computed online, i.e., Uy, 4 can be computed using public
information from the previous rounds. Furthermore, if CGKA has offline publicly-
computable update cost, the sequence of updates (Ut)icz’zt:;(ig)k can be computed after

round t. . and is independent of the non-symbolic randomness.

3.5 Almost-Matching Upper Bound

In this section we describe a simple CGKA protocol, inspired by CoCoA [AANT22], but
both more general and, for certain values of k, with a lower total upload communication
cost. Accordingly, we termed it CoCoALight.

In particular, it can recover from an arbitrary number of corruptions in k£ rounds and
with a total communication cost in the order of nk *%/n ciphertexts, without any user
coordination. While CoCoA’s communication complexity is lower for low values of £,
CoCoALight's improves for values of & closer to log(n).

This improvement comes at the expense of non-immediate forward secrecy, which
requires at least k/2 updates from each user prior to their corruption. Likewise, we
do not prove it secure against any type of active adversary and, indeed, only describe
a simple protocol satisfying IND-k-PCSg¢ security. Nevertheless, it shows that the
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lower bound on PCS from the previous section is only log(k)/ */n from being tight,
for k € [4,2[log(n)] + 1]. Concretely, for the case k = log(n), the gap is of order just

log(log(n)).

We will start the section by recalling the general ideas behind the CoCoA protocol
in Section 3.5.1, to then describe a simple generalization of it in Section 3.5.2. This
generalization allows for PCS in any k£ € [2,[log(n)] + 1] rounds, as opposed to
the original protocol, which only allowed k = [log(n)] + 1. This protocol will, in
fact, exactly match CoCoA when k = [log(n)] + 1. Accordingly, its communication
cost is proportional to that of CoCoA,; in particular, in the order of nk?{/n. We will
only provide an informal definition and security intuition of it, as we will just use this
protocol as a stepping stone to better understand the more efficient CoCoALight, which
is formally described in Section 3.5.3. Section 3.5.4 contains the security proof for
CoCoALight, and Section 3.5.5 discusses its efficiency, as well as its disadvantages in
terms of forward secrecy.

3.5.1 Preliminaries and CoCoA

Ratchet trees. All protocols discussed in this section (as well as the original protocol
they all trace back to, TreeKEM [BBR18], and variations of it [ACDT20, Weil9,
AANT22, AAN124]) are defined with the help of a data structure called a ratchet tree.
The ratchet tree of in-degree ¢ of a group of users G is a left-balanced ¢-ary tree where
each leaf node is associated to a user u € (. Further, each node in the tree has an
associated PKE key-pair. The general principle, often called the tree invariant is that
users will know the public values associated to all nodes in the tree, but the secret
values only of the nodes on their path to the root. This allows for an efficient rotation
of the secret key material in a user’s state: they sample new keys for nodes on their
path, and encrypt the new secrets to the nodes on the co-path. In particular, this
allows for key updates to have cost that is linear in both the in-degree and depth of
the tree (i.e., in £ - log, n), instead of linear in the number n of users in the group. In
order to reflect this hierarchical relation of node secrets, in this section we consider the
edges in the ratchet tree as pointing from the leaves to the root, so that knowledge of
a node's secret implies knowledge of the secret associated to its child.

Concurrent healing in TreeKEM and CoCoA. Initial versions of TreeKEM required
the mentioned key updates to be performed sequentially by users, each of them having
processed all previously sent ones before sending their own. In particular, healing
required an amount of communication rounds linear in the number of updating users.
Recent versions of TreeKEM switched to the Propose-and-Commit (P&C) framework,
which separated proposals (updates, adds, removes) from commits, which could execute
several proposals at once. The upside of this approach is that PCS can be achieved
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in just two communication rounds, the second one “committing" all update proposals
of the first one. The downside is that applying those concurrent proposals involves
blanking, i.e. deleting the key-pair associated to, the nodes on the updating-user’s path.
This implies that both this “commit”, as well as future group operations, will be more
expensive (linear cost in the worst case), as the graph devolves away from its optimal
binary-tree structure. We study the consequences of this phenomenon in Chapter 5.

The main observation behind CoCoA is that the updates from the original TreeKEM
versions can be performed concurrently by users, in a way that does not increase the
cost of subsequent operations but accelerates PCS. This is achieved by means of an
agreed-upon ordering of the users which establishes which updates take precedence
in the case that two or more concurrent updates attempt to refresh the key material
of the same node. In such a case, processing such a set of updates will result in that
node having the key-pair set by the update that corresponds to the minimal user, with
respect to the aforementioned ordering. The protocol makes use of a central server,
which collects updates and forwards the relevant parts of them (the ones corresponding
to the winning update for each node) at the end of each round. This rather simple
modification to the original TreeKEM protocol has the striking effect that the number
of rounds of communication rounds needed to heal a corruption is no longer linear
(in the number of corrupted parties), but logarithmic. While this is longer than the
2 rounds in which P&C TreeKEM can heal, the total communication is lower, thus
circumventing the lower bound by [BDR20]. We note that CoCoA diverges substantially
from other existing CGKAs by having users only store a partial view of the ratchet tree,
thus allowing them to substantially reduce their download cost. We ignore this here for
simplicity, as this does not affect the overall sender communication, nor the healing
time.

3.5.2 Generalized CoCoA healing in k£ rounds

As mentioned above, CoCoA allows group members to concurrently achieve PCS with
less rounds of communication than if updates were done one after the other. This
is achieved by progressively healing up the tree upwards, a healing that is effectively
captured in [AANT22] in the proof of Lemma 2. With regards to PCS, this lemma
roughly states that after each party has performed [log(n)] 4+ 1 updates since their last
corruption, no key in the resulting ratchet tree can have leaked to the adversary through
a corruption. This is analogous to Lemma 2 in [KPPW™21] (which, in turn, requires
each user to have performed a non-concurrent update since the last corruption), and
thus allows for the argument of the latter to carry over. Its main argument, in a rough
simplification, proceeds as follows:
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Intuition behind CoCoA'’s security proof. The security proof in [AANT22] uses
previous results from that of [KPPW'21], which reduces the security of the Tainted
TreeKEM protocol to that of a pebbling game on graphs. In particular, it consider the
so-called challenge graph associated to a given epoch, made up of all nodes whose
keys allow the recovery of the challenge key. Then, a reduction is given from the
the CGKA security of the protocol to that of the fairly well-understood Generalized
Selective Decryption (GSD) [JKK*17] game, played on this graph.?

The argument is as follows: consider some key-pair (sk,, pk,) associated to node v in
the challenge graph and generated at time ¢. Consider now the key-pairs associated to
(p1,p2) (in the challenge graph), the parents of v and which allow recovery of sk,, i.e.,
those such that either sk, was encrypted under its public key, or was derived from the
same seed by hash evaluations. Then (assuming certain consistency guarantees between
users’ views), for each p;, its key-pair must be the current one or, if not, must have been
overwritten at time ¢ by another key-pair. Either way, for each p;, at time ¢ they are
either the most recent key-pair anyone sampled for that node, or the ones immediately
before that. Through a similar argument, one can argue that the similarly defined keys
associated to the parents of each p;, must be either the most recent ones at those
nodes, or among the last two before those. And so on. In particular, if we consider the
key-pair (sk, pk) at the root node at time ¢, we can deduce that the key-pairs associated
to leaf nodes that can recover sk must be within the last x = [log(n)] + 1 key-pairs
sampled for each of those leaves (at time t), since the depth of the tree (the depth
of the challenge graph — a tree, in fact — is bounded by the maximum depth of the
ratchet tree throughout the execution) is [log(n)| + 1. Thus, if each user updated &
times since their last corruption, we have the guarantee that any key from which sk is
recoverable was sampled in one of those x updates and is therefore safe (and one can
actually show that exactly x updates from each party are actually needed to ensure
this).

Generalization to healing in k& rounds. The conclusion from the arguments above
is that the number of rounds required for healing is exactly determined by the depth of
the tree, i.e. by the length of the longest path, plus 1. Thus, the generalization to a
protocol healing in k rounds for any arbitrary k € [2, [log(n)] + 1] can be obtained by
considering the use of {;-ary ratchet trees of depth k — 1, ¢, = [ */n |. Note that
the extreme cases for kK = 2 and k = [log(n)] + 1 correspond exactly to the flat tree
where every leaf is a parent of the root, and to CoCoA, respectively.

The algorithms for this more general protocol would just work as in CoCoA, now resolving
conflicts of concurrent updates by picking a winner between a set of potentially more

3This is the case for their proof in the standard model. The proof in the Random Oracle Model
proceeds directly without any reduction to GSD, but uses similar ideas.
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than 2 users. The only difference would be that seeds for any newly sampled node in an
update would need to be encrypted to a higher number of nodes, to ¢, — 1 in particular,
making the overall cost of n users updating k times each to nk(k — 1) (¢, — 1). Last,
the security of the protocol could be argued exactly as above.

3.5.3 CoCoALight

In this section we will describe a modification of the protocol above with a reduced
overall communication complexity. The protocol uses trees of higher arity [ */23/n],
as we will require that the length of a user’s path is < k/2. As in CoCoA, we assume
users communicate in rounds, at the end of which the server collects the sent messages
and delivers them to the users.

The version described here is a simplification of a fully-fledged CGKA protocol, as we
mainly aim to illustrate an upper bound in a simple way. In particular:

- We assume implicit authentication, and thus ignore the use of any signatures.

- We consider only static groups, where the set of group members stays unchanged
throughout the execution.*

- We disallow any active attacks, and assume the delivery server behaves honestly,
not ever sending inconsistent messages to different users. This allows us to not
introduce checks for redundant, malformed, or otherwise invalid messages.

As a result of the last point, we can assume total consistency between users views of
the group (list of processed operations, ratchet tree, etc.). In particular, we assume the
following robustness guarantees:

Any user u € G, at time t, will only (accept and) process messages that
have been issued by some user v € G at time ¢/, such that v at ¢ and v at
' had the same view of the group.®

We stress that our protocol could be enhanced to achieve this guarantees under stronger
adversaries, with control of the delivery server and allowed to send arbitrary packets,

using standard techniques, such as signatures, a key schedule, transcript and parent
hashes, etc.[AANT22, AJM22, BBR*23].

*In practice, dynamic operations could be implemented similar to as in CoCoA, with the slight
modification that the user performing it needs to sample a new seed for v;.,,: (without affecting that
user's st.counter), as an update in CoCoALight is not guaranteed to generate a new key for the root.

5Actually, our security model gives us the stronger guarantee t = t'.
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Apart from this, there are mainly two differences to (generalized) CoCoA, sketched
above. On the one hand, and in line with the effort to streamline and simplify the
protocol to the minimum, we do not consider partial states here, as mentioned above.
On the other hand, and the key feature of the protocol, users will not rotate the keys for
all nodes in their path in each update, but instead just rotate the key of a single node.
Users keep track, by means of a counter, of which node they last refreshed, and will, in
the following update, sample a new key for its child, increasing the counter by 1. In the
case that two users send ciphertexts corresponding to the same node in the same round
the server will decide a winner, as in CoCoA, and thus whose key will be the next one
associated to said node, according to any agreed-upon (potentially deterministic) rule.
In the case of such a collision, the user losing will still “make progress” and increase
their counter, and so, in the following update will attempt to rotate the key at the next
node in their path.

A consequence of rotating a single key per update is that knowledge of parts of the old
state might allow the recovery of this new key. In particular, the knowledge of the secret
key of the parent key of v, when v's key is being refreshed, allows the recovery of the
latter (as its seed will be encrypted under the former). Thus, informally, what ensures
healing is the progressive rotation of all the path’s keys after corruption, and starting
from the leaf. Note that we have no guarantee as to the state of the user's counter at
the moment of corruption: in the worst case the user could have been corrupted right
after updating their leaf key. The leakage of this through the corruption would allow
the adversary to recover the key of all subsequent updates, up until the point the user
updates their leaf again. Thus, in order to guarantee healing in k rounds, CoCoALight
uses trees of depth & k/2, to ensure a rotation of all keys in the path starting at the
leaf happens within that period.

The protocol is described in detail in Figure 3.9. Each user in the group has an internal
state of the form st = (u, T,4,7). Here, u is the identifier of the user, which is in the
range [n]. T is a ratchet tree, capturing the user’s view of the group; if the user has
not yet joined a group, it will simply have the setup PKE key-pair from that user (one
can see T in this case as just being the ratchet tree consisting of a single leaf, that of
u). The counter i is an integer in the range (0, d), where d is the length of path(T,u),
and keeps track of the user's progress along their path. Finally, v is the seed sampled
in the last not-yet-processed update, which is equal to _L if no such update exists.
Even though we do not consider dynamic operations, nodes in the tree can be blank,
meaning they have no associated keys (this occurs in many protocols as an effect of a
removal). This will be the case during the setup of the group, which will start with a
tree whose nodes are all blank, except for the root and the leaves (this is common to
most ratchet-tree-based CGKAs). Blank nodes stop being so once a key is assigned to
them by an updating user. The drawback of a node being blank, is that no secret can
be encrypted to it - instead one needs to encrypt to its two parents. The resolution
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st,.user Returns the leaf associated to user u
st,. T Ratchet tree in the state of user u
st,,.ctr Returns the counter in the state of user u
st,,.pend Returns either L or seed from last non-processed update
v.pk Returns the public key in the state of node v
v.sk Returns the secret key in the state of node v
v.blank Returns 1 is v is blank, O else.

Table 3.2: Notation for state and node attributes.

parents(v) Returns the pair of parents of node v
child(v) Returns the child of node v
path(v) Returns the set of nodes in the path of v to v,
resol(v) Returns the resolution of node v
leaf (u) Returns the leaf node associated to user u

Table 3.3: Helper functions for ratchet trees, given implicit tree T.

resol(v) of a node v is the set of nodes under whose keys one has to encrypt to, in
order to communicate a secret to all users whose leaves are ancestors of v. That is,
if v is not blank, resol(v) = {v}. Else, resol(v) = Upecparents(v)resol(p), where parents
simply returns the two parent nodes of v in the ratchet tree.

For simplicity, we assume the (leaf) public keys of each user are known to everyone else;
we formalize them by including them in the public parameters pub. Additionally, we
assume for simplicity that the messages included in the vector M, input to CGKA.Proc,
are ordered “bottom-up", and only a single message per node is relayed by the server
in case of concurrent updates (that of the winner). That is, those corresponding to
nodes lower in the tree appear first. This allows users to process them in order without
the off-chance that they overwrite keys they might later, while still processing M, need.
Further, we use the notation in Table 3.2 to interact with particular keys or elements
of users’ states.

When referring to nodes we assume an implicit ratchet tree they belong to, since the
topology of the ratchet tree stays unchanged throughout the execution (as our protocol
is static). We use the helper functions from Table 3.3.

The protocol makes use of the following functions:

- GenTreey(pub, (pk,sk),r) takes as input the public parameters pub, which in-
cludes the public keys of n users, a key-pair corresponding to one of those users,
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Algorithm CGKA.Setup(n)

Algorithm CGKA . Init(st, pub, n)

00 st,pub < 0 31 (u, (pk,sk),i,7) < st
01 for u € [n]: > (J,Pk;)jepm) < pub
02 1T4+sR 33 assert u € [n]
(pk, sk) < PKE.Gen(r) 0 M (“init”)
04 st, < (u, (pk,sk),0,L1) 35 T 4
0 st < st Ust, 36 for w € [n]:
06  pub « pub U (u, pk) Cw s PKE.Ency (1)
' return st, pub 38 Ml + MlU ¢,

39 return (st, MI)

Algorithm CGKA Proc(st, pub, M)

05 (u,Ti,y) st Algorithm CGKA.Upd(st)

09 if M[0] = “init™: 40 (u, T,i,7) < st

10 (pk,sk) « T 41 v < PathNode(u, i)
11 ¢+ M[y] 2 rs R

12 1« Decy(c) 43 st.pend < (v,r)

13 T < GenTreeg(pub, (pk,sk), r) 1 (v.pk,v.sk) < PKE.Gen(r)

4
14 st+ (u,T,0,1) a5 if 1 =0:
15 else: 46 MU <+ MUU (v,v.pk, L)
16 for (v,pk,c) € M: 17 else:
17 v.pk < pk 48 for p € resol(v):
18 if v = PathNode(u,4) and v # L: 49 ¢ <5 PKE.Enc, ok (r)
19 (v,7) 50 MU <~ MU U (v, v.pk, ¢,)
20 (v.pk, v.sk) < PKE.Gen(r) 51 return (st, MU)
21 st.pend + L
22 if i = |path(u)|:
23 st.counter < 0
24 else st.counter < i+ 1
25 elseif v € path(u) and ¢ # L:
26 w = resol(v) N path(u)
2 r + Decg, (¢)
28 (pk, sk) <— PKE.Gen(r)
29 v.sk < sk

30 return (st, Vpoor.SK)

Figure 3.9: Description of protocol CoCoALighty, healing in k& rounds.

and a secret . Outputs an all blank ratchet tree of depth |k/2] with n leaves,
except for the root node, that has the seed r associated to its root; and the
leaves, which have the n public keys associated to them (also the secret key sk
for the corresponding leaf).

PathNode(u, ¢) takes as input a user u (implicitly part of a group with associated
ratchet tree T) and and integer i. Outputs the i** node in path(u), with the 0%
node being leaf(u).
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3.5.4 Post Compromise Security proof

In this section we show that the protocol described above achieves PCS after &k rounds
of communication for any k € [4,2(|log(n)| 4+ 1)].® This is formalized through the
security game in Figure 3.4.

To prove security of CoCoALight, we follow the approach of [KPPW™21] and consider
the graph structure that is generated throughout the security experiment. A node v
in the so-called CGKA graph is associated with seed r, and a key-pair (v.pk,v.sk) =
PKE.Gen(r). The edges of the graph, on the other hand, are induced by dependencies
via (public-key) encryptions. To be more precise, an edge (v, w) corresponds to a
ciphertext of the form PKE.Enc, pk(7,,). The structure of the CGKA graph depends on
the sequence of calls to oracles INIT and ROUND made by the adversary. To argue
security of a group key k, we consider the subgraph of the CGKA graph that consists
of all ancestors of the node associated to said group key — the so-called recovery graph
of k. We will be particularly interested in the the recovery graph of the challenge
group key, which we will refer to as the challenge graph, following terminology from
previous works. By correctness, the challenge group key can be derived from any secret
key/seed associated to a node in the challenge graph. To argue security, none of the
secret keys in the challenge graph must be leaked to the adversary via a corruption.
Rather strikingly, since k£ updates for each user means each user rotates every key in
their path to the root only twice, we show that this is indeed the case for CoCoALight.

Theorem 3.5.1. Let k be the challenge group key in the IND-k-PCSgrc game and
assume safey_pcs returns 1. Then none of the seeds and secret keys in k's challenge
graph are leaked via corruption.

Proof. First, observe that from any execution of the game we can extract a unique
sequence of group keys (and their corresponding recovery graphs), given by the initial
call to INIT, and all subsequent calls to ROUND. We will refer to this sequence as
(Ki)ic[tmas]» and the corresponding recovery graphs as (C})ict,...- Additionally, each
epoch has an associated ratchet tree T;. In the case we are considering of static groups,
all the T; are the same when seen as graphs, though will obviously differ in the key
material associated to them. Further, some of the T, will have blank nodes, as will
be the case with the ratchet tree after initialization. However, when seen as graphs
they will all be isomorphic, and we will simply refer to them by T. Note that, due to
the blanks, the C; will not all be isomorphic to each other as graphs. Nevertheless,
there is a clear injection from the node set of C; to T, as each C; is a minor of T, i.e.
a graph resulting from applying a series of edge contractions to T (in particular, the
contractions of exactly those edges that share a common blank node).

5We can assume k is even, since for k odd, the scheme outlined above will actually heal in £ — 1
rounds.
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Throughout this proof, we will treat the C; as maps from the set of nodes to the
set of public keys, such that C;(v) is the public key associated to node v in C;. For
v ¢ C; (i.e. because v is blank at time 7), we say C;(v) = L. Let k* = ky+ be the
challenge group key in the experiment, with C* and T* being the challenge graph and
its associated ratchet tree, respectively. Then, for all nodes v € T, we will denote
by v.pk? the j + 1% last public key associated to v, with respect to the time k* was
generated; e.g., v.pk” corresponds to the key associated to v in C*, v.pk’ corresponds
to the one that v.pk” overwrote, and so on. Note that there exists some j/, namely
the number of keys every associated to v, such that for j > j/, v.pk! = L. For the
last bit of notation, we will write C; < Cj; if @ < j, i.e., if C; is the challenge graph
of a key which preceded that of C;. In a slight abuse of notation, for a node v € T,
we will also write, v.pk? <v.pk’, whenever i < j; i.e., whenever v.pk’ precedes v.pk’.
Note that, while we index the graphs in order increasing with time, the ordering for the
keys associated to a node is opposite, since for these we count from the time of the
challenge, backwards. In both cases, if a <b, then the intuition is the same, in that a
came in time before b.

We start by defining a crossing between two challenge graphs C; and C;. We say that
there is a crossing between such a pair of challenge graphs if C; < C;, but there exist
node v such that C;(v) > C;(v) (and C;(v) # L). The proof can now be seen as the
combination of proofs for the following statements, from which the theorem follows
inmediately:

1. Assume for contradiction that a key in C* leaked through a corruption during
the game execution, then there exists a crossing between two challenge graphs.

2. No crossing between any two challenge graphs exists.

Proof of Statement 1. Since, by assumption, the predicate safe,_pcg evaluates to 1,
we know each user u has performed at least k£ updates since the last query ¢ of the
form CORR(u) was invoked. In, particular, this means that each node in path(u) has
been updated twice since this time, as T has depth |k/2|. Thus, if the seed or keys
associated to some node v have leaked, it must be that C*(v) = v.pk’ for some i > 2.
Otherwise, this key would not have existed at the time of corruption.

Assume that it is the seed or secret key at v that leaks. From the observation in the
paragraph above, it follows that there must have been rounds ¢; and ts, t; < ts, ocurring
after ¢ and before the challenge query, where u updated (or tried to, concurrently to
someone else) node v,.,,; and v, respectively. Let C' be the challenge graph associated
with round ¢;. We have that C' < C*. Now, let pAk be the key associated to v at time
to. Since we know v got updated by some user at time t,, after C*(v) was already
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sampled, we have C*(v) < pk. Thus, it remains to show that pk < C'(v), which ‘would
imply C*(v) < C(v). This, in turn, implies there is a crossing between C* and C'.

To show this last statement, note that it is a special case of the following: let C' be a
challenge graph such that C(v,.,) was sampled by user @. Then, for any vertex w and
any j such that w.pk’ was sampled by @ before they sampled C(v,00¢), it holds that
w.pk’ « C(w). This follows straight away from the fact that updates are processed by
all users in the same round they are issued, and cannot be processed twice. n

Proof of Statement 2. Assume for contradiction there is a crossing between C; and C;,
C; < C}, and let v be the highest node (closest one to v,4,¢), such that C;(v) > C;(v).
Let w = child(v). Note that it is not possible that C;(w) = C;(w), since this would
imply (except with negligible probability corresponding to two updates sampling the
same seed) that the user who sampled this key encrypted it to two different public keys
associated to the same node, v. Thus, by assumption, C;(w) < C;(w). Now, observe
Cj(v) preceded C;(v), by assumption, and that the latter, in turn, was generated strictly
before C;(w), since both keys belong to the same challenge graph. Thus, when C;(w)
was generated, in round j, C;(v) was no longer part of T;, which is a contradiction.

This concludes the proof. n

The security of the protocol now follows directly through standard arguments [KPPW*21].
In our case, the reduction from the security of the employed PKE scheme would just
employ an adversary A against the IND-k-PCSgc security game by simulating the
game for A, and embedding the challenge ciphertext from the PKE game in the one
containing K* in round t*. Against adaptive adversaries, the reduction would need to
guess the key on which it will get challenged, which could be done using the piecewise
guessing framework [JKK*17], as in [KPPW*21].7 O

3.5.5 Efficiency and tradeoffs

In this section we briefly discuss the efficiency of CoCoALight and compare it to that
of CoCoA, as well as to the lowerbound shown in this chapter.

The communication cost of the respective protocols and lowerbounds (recall our
lowerbound depends on variable € € (0,2/5)) is shown in Figure 3.10. Notice that,
whereas CoCoALight is more efficient for higher values of k, CoCoA is still better
for lower values. Indeed, the figure shows that both protocols present quite different

"For technical reasons, one would need to either have the group key be a value from which no
public key can be derived (and queried to an encryption oracle). This can be achieved by, e.g., adding
a key schedule through the use of a PRF, as in [AANT22], or by determining that the root node has
no associated public key, as in [KPPW™21]. We omit this, for simplicity.
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log(cost) . upper bounds
25 A ; ' CoCoA =
\ CoCoALight ----
\ CoCoALight+; d =2
\ CoCoALight+; d =3
lower bounds
20 e=10/25 —
T :....?.”*';"; """""""""""""""""" €= 6/25 -
s e=4/25
____________________________ e=2/25
15
10
5 _
0 T T T T

0 2 4 6 8 10 12 14 16 18 20 22 24 k

Figure 3.10: Shown are the communication costs for different values of k, for (the
generalization from Section 3.5.2 of) CoCoA [AAN122] and CoCoALight (Figure 3.9),
as well as the lower-bound shown in Theorem 3.3.2, for different values of €. Further, a
generalization of CoCoALight, termed CoCoALight+ is shown for different values of
d € {2,3}. The size of the group is n = 4096.

communication efficiency profiles, both concrete and asymptotic. In order to smooth
out this difference, one could consider more a more general protocol, of which the former
are special cases of, and that we briefly sketch further ahead in this section. Essentially,
one can have updates rotate a number d of nodes in the user's path, instead of just
1 (as in CoCoALight) or the whole path (as in CoCoA). The cost of this generalized

protocol for a couple of different values of d is also displayed in Figure 3.10 under the
name CoCoALight+.

Recall that the generalized CoCoA protocol from Section 3.5.2 requires a total number
of ciphertexts equal to nk*{/n. In order to see the cost of CoCoALight note that
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each update entails crafting (at most) a number of ciphertexts equal to the in-degree
of the ratchet tree, which is [ *27/n]. Thus, if each user performs k updates, the
total number of ciphertexts is in the order of nk *23/n. The slight caveat is that
k€ [4,2([log(n)] + 1)], as opposed to k € [2, [log(n)] + 1] for the latter. For values
of k supported by both protocols, the difference is approximately a factor of k/ *¥/n,
meaning the two curves meet at the value of k for which k¥ = n?.

While the lower bound shown in this paper matches the asymptotic behaviour of
CoCoALight, the concrete difference is still considerable. Thus, it remains an open
problem to improve the constants of either our lower bound or existing constructions
that allow for concurrent healing, the latter perhaps through the use of ideas like those
of [HKP*21] and [AHKM22].

Bridging the upper bounds gap. As mentioned above, one can define a more
general protocol encompassing both previously discussed ones. Indeed, instead of having
an update rotate the keys on a whole path (as in CoCoA) or on a single node (as in
CoCoALight), an arbitrary number d of keys evenly spaced out over the user’s path
could be rotated. Since the number of rotated keys affects the speed with which PCS
is achieved, the depth of the ratchet tree will depend on both & and d. More in detail,
this algorithm would work very much like the one from Figure 3.9, with the difference
that whenever a user u with counter ¢ updates, they would rotate the keys of nodes
i+ j-|path(u)|/d mod |path(u)| for all j € {0,...,d — 1} and increase the counter
by 1. In order to determine the needed tree depth, recall that healing actually happens
when all keys on the user's path are replaced one after another starting from the leaf. In
CoCoALight this translates to all keys being replaced after the user’s counter 7 is equal
to 0. In turn, in this general protocol, if § is the tree depth, healing would happen
updates after either the counter i of the user updating satisfies i + j - 6/d mod § =0
for any j. That is, after [¢ - (1 + 1/d)] updates.

Thus, for the protocol to heal in k rounds, we need a tree of depth § ~ k(1 + 1/d)*1,
i.e., of in-degree = °3/n. In particular, the cost of an update is = §( */n — 1). Since
we have n parties, each updating 0 - (1 + 1/d) times, this translates fo a total cost of

order e
1 nk* °\/n
FPl+2) V= —Y— .

g W=

Note, however, the interdependence between d and 9. On the one hand, ¢ is a function
of d, and must also belong to the interval [2, [log(n)] + 1]. On the other, d must
belong to the interval [1,0]. Figure 3.10 shows the efficiency profile of this protocol
for d = 2,3, starting at values k = 3 and k = 4 respectively (note that the setting
d = k is exactly CoCoA). Further, note that while the functions are discrete, as k can
only take integer values, we plot them as continuous in order to better appreciate the
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interpolation-like effect that CoCoALight+ has bridging the gap between the other two
protocols.

Forward Secrecy. In this chapter we focus on the communication cost of PCS, and
consider forward secrecy outside of its scope. This is, however, as aspect in which this
protocol is worse that existing ones. Indeed, while for other protocols a user replaces
all their secret key material when effecting an update, this does not need to be the
case for CoCoALight. In the worst case, a user might need to perform k/2 updates
before all secret keys in their path have been rotated. We leave a formal analysis of FS
guarantees for future work.
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CHAPTER

The Cost of Maintaining Keys in
Dynamic Groups

This chapter essentially replicates the results that appear in our publication [AAB™24].

4.1 Introduction

For more than twenty years we have known that some of the existing multicast encryption
(ME) schemes are essentially optimal when we consider non-batched replacements.
However, the question remains has remained open in the case where multiple replacement
operations are carried out at the same time. In this chapter we study lower bounds
for batched replacements both for ME and CGKA and close the gap between the
existing upper bounds in the order of d(1 + log(n/d)) that one obtains from ME
schemes [LYGLO1, YLZL02, SMO03] and the implicit lower bound of d for CGKA
schemes built from standard primitives due to [BDR20]. On a high level, we prove the
following statement.

In the symbolic model, consider a secure and correct ME (or CGKA) scheme.
If a set of d users chosen uniformly at random from a group with n members
is replaced with different users, then the protocol messages must have
contained at least @ -d - log(n/d) ciphertexts in expectation.

In the above we allow for symmetric encryption, pseudorandom generators, (dual)
pseudorandom functions, and secret sharing as building blocks for ME, and for (key-
updatable) public-key encryption, pseudorandom generators, (dual) pseudorandom
functions, and secret sharing in the case of CGKA.
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As there exist constructions of ME [LYGLO1, YLZL02, SM03] and CGKA [BBR*23]
(the latter however only with respect to fair-weather complexity, i.e., only for beneficial
sequences of operations) that achieve a communication cost of d(1 + log(n/d)) our
bound is tight up to a small multiplicative factor.! Intuitively, this shows that existing
ME and CGKA constructions are optimal and, in particular, suggests that the way the
removal of users is handled in the MLS standard [BBR*23] cannot be improved by
simple means.

We point out that our bound is an average case bound, as the set of replaced
users is chosen uniformly at random (as is the case for the single user bound of
[AABT*21]), as opposed to ones relying on an adversarially chosen sequences of opera-
tions [MP04, ACPP23, BDG"22]. Our technical statements regarding ME and CGKA
(Corollaries 4.3.6 and A.1.7) take amortized communication complexity into account.
l.e., we consider a game running over t.,., rounds where, in every round t, a set of d;
group members, chosen uniformly at random from the current group, is replaced by
new users. Then, if we denote the set of ciphertexts and keys sent in round ¢ by M;, we

prove that
1 2 tmax
> n(2) Zdtlog (n)

tmax
E [Z M| 3
t=0
Note that we cannot guarantee that |M;| > (In(2)/3) - d; - log(n/d;) for all t. This is
necessary as, in principle, some of the communication required to replace the users in
round ¢ might already have happened in prior rounds, as will be discussed in greater
detail below.

Proof overview. Conceptually, we follow the approach of Chapter 3, where we prove
lower bounds on the cost incurred by CGKA schemes recovering from corruption(s) over
several rounds. That is, we decouple the combinatorial problem at the core of minimizing
the cost for batched user replacements from the more technical issues that arise when
arguing within the confines of the symbolic model. More precisely, our proof consists of
two major parts, the first of which is common to both the case of multicast encryption
and CGKA simultaneously. First, in Section 4.2.1 we capture the problem of securely
replacing a batch of users in ME and CGKA in a clean, self-contained combinatorial
model, and prove our lower bound within this model. The second step consists of
showing that bounds in the combinatorial model imply bounds in the symbolic model.
This is done for ME in Section 4.3.2 and for CGKA in Appendix A.1, the proofs being
very similar. We discuss these steps in greater detail below.

1We point out that for typical use cases we have d < n. Further, the case log(n/d) < 1 in which
our bound is not asymptotically optimal implies d > n/2. In this case the linear lower bound by
Bienstock, Dodis, and Résler [BDR20] is asymptotically optimal.
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The combinatorial model. Our aim with the combinatorial model is to capture
in an intuitive way how the sets of users that share a secure secret evolve over time.
Here, ‘secret’ can be thought of as a symmetric key or secret key depending on
whether we want to model ME or CGKA. More precisely, for npayx, tmax € N, we let
[Mmax] be the universe of users and, for rounds t € [tyayx], consider a sequence of
groups G; C [nyax] evolving round-by-round by replacing a set of group members in
every round. We then capture the secrets shared by users in each round as a sequence
of set systems S; C 2[Mmax] A set S C [ny,ay] being part of S, intuitively means that
there exists a secret r with the following two properties. On the one hand, the set of
users in G, that, in round ¢ (or any round before), are able to recover r from their
internal states and the protocol messages sent so far is exactly given by S; and, on
the other hand, r is secure. The latter means that, even given the protocol messages
as well as the current and all prior states of every user not in Gy, it is not possible to
recover r.

Correctness and security of the corresponding ME or CGKA scheme impose two
restrictions on S;. Namely, for all ¢ we have G; € &;, which corresponds to the
existence of a secure group key shared by all the members in G;. Further, as keys
known to non-members of the group are being considered insecure, it must be the case
that S C G for all S € ;.

The set system S; evolves over time. Removing a user u from the group leads to all
secrets they had at some point access to being considered insecure. This means that
all sets in S;_; that contained u can no longer be present in S;. On the other hand,
by sending protocol messages, new secrets can be shared with users, meaning that
sets can be added to &;. Adding sets to S;, however, comes at a communication cost,
since the corresponding secrets cannot be simply sent in the clear, but instead must
be encrypted under (potentially multiple) secure keys already present in the system.
We capture this with a cost function Cost(t) that, for now, can be thought of as a
lower bound on the ciphertexts needed to be sent in the rounds up to ¢, in order to
communicate the secrets corresponding to &;. While the definition of S; can be seen as
a natural generalization of the set system introduced for static groups in Chapter 3 to
the setting of dynamic groups, our definition of the cost function deviates substantially
from prior lower bounds in the symbolic model, and we consider it to be one of the
main conceptual contributions of this work, as we discuss below.

Defining the cost function. Prior works giving lower bounds for ME or CGKA
schemes in the symbolic model follow one of two different approaches for counting
the number of ciphertexts sent in order to achieve both correctness and security of
the scheme. [MP04] and [AAB*21] for round ¢ use as cost function the amount of
ciphertexts that were used to communicate the group key of round ¢ — 1, and are
no longer of use in round ¢ as they are encryptions of keys that are known by users
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removed from the group in round ¢. Each of these ciphertexts can be identified with a
particular secret (which is one of the encryption keys used in the ciphertext), and thus
in our abstraction this cost metric can be seen as giving a cover of the set G;_; \ D,
using sets in S; 1, where D, denotes the set of users removed from the group in
round t. Moreover, it also admits another interpretation, namely, these ciphertexts are
encryptions of secrets that are known by users in D; and this means that the cost metric
can be seen as counting some of the sets removed from the set system in round ¢.

On the other hand, [BDR20] and Chapter 3 consider the number of ciphertexts sent in
a particular round ¢ that are necessary to communicate a new secret r to (some of) the
group members. Note that in order to communicate r, it must have been encrypted
under secret keys already established by the scheme. Seen through the abstraction of
set system S;, this means if the set S (corresponding to r) is added to &;, it must
have been covered by the union of a collection of sets in &;_1. Accordingly, one can
essentially use as cost function the size of a minimum cover of S with respect to
S;_1, i.e., the smallest amount of sets in S;_; the union of which covers S. To be a
bit more precise, the cover may also include singletons {u} for all users u € [Nax]
(corresponding to the users' personal keys). In particular, this is relevant regarding
users being added to the group which, by the rules imposed by correctness and security,
cannot be part of any set in &;_;.

In this work we define Cost(t) taking into account both the number of removed
sets and the size of a minimum cover of G; using sets in S;_; and singletons for all
users U € [Nmax|. Unlike [MP04] and [AAB*21], which only take into account some
of the destroyed sets, we generalize their approach and count every set removed from
the set system. This is motivated by the following observation. When considering a
scheme in the combinatorial model, we would like to exploit that, in every round t, the
group G must be an element of S;. Following the second cost metric described above,
we can argue that the cost of adding the corresponding key to the set system must be
at least the size of a minimum cover of G, with respect to the prior set system S; ;.
However, we consider a security experiment running over multiple rounds and do not
want to impose unnecessary restrictions on &;_1. In particular, it could be the case
that S;_; = 2%-1 is the full power set of the prior group. Thus, if we denote the
d users removed from and added to G;_; by D; and A;, respectively, we have that
S = (Gj—1 \ Dy) € S;_1, and obtain a minimum cover of the new group as

G, =SU | {u}.

ueAt

This means that removing the users from the group comes essentially for free, and the
only contribution to the cost function stems from adding the users in A; to the group.
As a consequence, using this cost metric we would end up with a cost that is linear in
d, in turn recovering the bound already implicitly given in [BDR20].
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Note, however, that in the example above the set system S;_; contains a number of
sets that is exponential in the group size n. Further, every set in §;_; containing at
least one of the removed users would no longer be considered secure after round ¢,
and there is an exponential number of sets of this type. Thus, in the first cost metric
discussed above, i.e., counting sets removed from the system, maintaining such a huge
system would be prohibitively expensive. For this reason, in this paper we use the sum
of the two prior approaches as cost metric and define

Cost(t) = |{S € S;-1: SN D, # 0}| + SizeMinCov_(G;, S;—1 U {{u} : u € G,}).

sets removed from S;_1 size of minimum cover of G}

For an illustration of our cost function for a concrete key-tree see Figure 4.1. We stress
that Cost(t) is not to be understood as the amount of ciphertexts sent in round ¢,
but instead as a lower bound on the ciphertexts sent up to, and including, that round.
Further, our precise definition of the cost function (see Definition 4.2.1) also accounts
for minor potential savings in terms of ciphertexts, stemming from the following two
observations. On the one hand, that adding singletons to S; does not necessarily
require sending a ciphertext; on the other, that one ciphertext in the second summand
of Cost(t) can be saved by deriving new keys from the output of a pseudorandom
generator evaluated on the secret corresponding to one of the sets making up the
minimum cover.

Lower bounding Cost(t) in the combinatorial model. The example discussed
above suggests a trade-off between the two terms of Cost(t). Intuitively, the larger the
set system S;_1, the cheaper it is to add G; to S;. Here, the extreme case is given by
the example discussed above, which essentially corresponds to preparing a key for the
removal of every possible subset of G;_1, and that leads to a large cost due to the first
summand of Cost(t). The opposite extreme would be S; 1 = G, U{{u} : u € G;_1}
where, except for the group key, there is only a personal key for every group member. In
this case any cover of G; with respect to the previous set system would be made up of
singletons and thus of size linear in | G;|. Hence, to minimize the overall cost, intuitively
it makes sense to balance the two components of Cost(t), which turns out to also be
the case for the best known constructions of ME [LYGLO1, YLZL02, SMO03]. In these
constructions, based on balanced binary trees, replacing d uniformly random group
members requires in expectation to replace O(d(1 + log(n/d))) keys in the system,
each of which comes at the cost of one ciphertext. Further, the expected size of a
minimum cover of G} turns out to be of the same size. Accordingly, both summands of
Cost(t) are of order O(d(1 + log(n/d))).

We show that these constructions are optimal (up to a small constant factor) by roughly
proving in Theorem 4.2.4 that, for every choice of (S;)™# satisfying the requirements
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Figure 4.1: Example of our cost function on a balanced binary key-graph (top).
The set associated to a node (key) is given by all leaves (users) whose path to the
root contains the node in question. The figure depicts users 7, 11, 12, 13 in the
group G, = {1,...,16} being replaced by users 17, 18, 19, and 20, producing group
Gy. Gray and blue nodes were already part of the system at time ¢t — 1, blue nodes are
added at time ¢. Our cost function Cost(t) counts the sets in S;_1 no longer secure
after removing the users (bottom left, corresponding to the red nodes), as well as the
size of a minimum cover of the new group with respect to the remaining secure sets and
the added users’ personal keys (bottom right, corresponding to the blue edges), i.e., the
number of ciphertexts that have to be sent in order to establish the new group key K.
Note that what is described here is a simplification ignoring possible optimizations and
special cases (that our formal model does capture).

of the combinatorial model, it must hold that
tmax n
>3 dm (2,
t=1 dt

where d; denotes the amount of users replaced in round ¢ and the set D; of users
replaced is sampled uniformly at random in every round. In the proof we consider two
families (Xp,)p,ca,_, and (Yp,)p,cq,_, of set systems Xp,,Yp, C 2wl parameter-
ized by all possible choices of D;. These essentially correspond to the two summands

tIYlaX
E [Z Cost(t)
=0
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of the cost function. Accordingly, the elements of X, capture the sets in S;_; that are
destroyed due to the removal of users in round ¢, and the elements of Y, correspond to
a minimum cover of the new group G, with respect to S;_;1. We then observe that the
two families of set systems satisfy a disjointedness condition required for the Bollobas
Set Pairs Inequality [Bol65]. Applying the inequality allows us to lower bound a term
related to > p,cq, ,|Xp,| + [Yp,| which, after some calculations, yields the desired
bound on Cost(t).

Translation to the symbolic model. In the second conceptual step, we prove
that lower bounds on Y_i»# Cost(t) in the combinatorial model imply lower bounds
on the amount of ciphertexts sent by a secure and correct ME or CGKA scheme in
the symbolic model, albeit at a potential loss of a factor of 1/3. In the symbolic
model [DY83], one considers ME or CGKA schemes constructed from cryptographic
primitives used as building blocks that are essentially modeled to satisfy ideal security.
Our lower bound for ME allows for pseudorandom generators (PRGs), pseudorandom
functions (PRFs), dual PRFs (dPRFs), secret sharing, and symmetric encryption (SE),
and thus in particular covers all building blocks used for the corresponding upper
bounds [LYGLO1, YLZL02, SM03]. Compared to prior lower bounds, it covers more
building blocks than the ones considered in [MP04] and [AAB*21], which do not cover
dPRFs. Our lower bound for CGKA uses PRGs, PRFs, dPRFs, secret sharing, public-key
encryption (PKE), and key-updatable public-key encryption (kuPKE) as building blocks,
and, in particular, covers all primitives used in important schemes like MLS [BBR"23].

Regarding a comparison to prior bounds, while it covers strictly more primitives than
the one of [AAB*21], it is incomparable to the bound of [BDR20], who do not allow
for secret sharing, but additionally consider broadcast encryption (BE). We consider it
an interesting open question, whether our bound can be extended to BE, but point out
that it is a very powerful primitive, on the one hand, has to the best of our knowledge
not been used in practical CGKA constructions, and, on the other hand, implies the
existence of a multicast encryption scheme with constant communication complexity
(see Appendix A.1.4). As a consequence any such bound would have to substantially
differ from the techniques used in this work.

We now describe the translation of our combinatorial bound to the symbolic model in
more detail. In every round ¢, to every secure secret r present in the symbolic model we
associate the set of users that had access to r in a round up to and including ¢t. Then,
we prove that the resulting set systems satisfy the security and correctness properties
imposed in the combinatorial model, and further that

tmax 1 tmax

> M| > =) Cost(t),
t=0 3 t=0
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where M; denotes the protocol message sent in the symbolic model in round ¢. In
fact, the inequality holds even if we only take into account the number of ciphertexts
sent rather than all protocol messages. In combination with our lower bound in the
combinatorial model, this immediately yields the desired bounds on ME and CGKA.

The loss of 1/3 in our bound is due to the following. Consider the cost function Cost(t),
for some t, in the combinatorial model. Intuitively, each of the two components,
i.e., amount of sets removed from the system and size of a minimum cover of G,
is justified by the requirement that a corresponding amount of ciphertexts is sent to
communicate the respective secrets. However, it might be the case that a ciphertext
that corresponded to a part of the minimum cover of group G; in a later round ¢’ > t,
might be the one being used to justify the cost of a set being removed from S;_;
following the removal of some users. In this case, the same ciphertext is being counted
twice in S-fmax Cost (t).

For a minimal example of this, consider the universe of users {u; : i = 0,... , Npax},
where each user holds a personal key k;, and the sequence of groups is given by
Gy = {ug,u:}. l.e., the second user of a group of size 2 is replaced in every round by
encrypting the new group key to user u;'s personal key (it is possible to communicate
the new group key to user 0 without the need of an additional ciphertext by making
a clever use of a pseudorandom generator). Then, the ciphertext accounting for the
minimum cover of G is the same as the one corresponding to the set G; = {ug, u;}
that is being removed from the set system S; when considering the cost of the following
round ¢ 4+ 1. Accordingly we have that Cost(t) = 2 for every round, while only one
ciphertext is being sent per round.

However, we are able to show that this kind of double counting is essentially the only
thing that can go wrong in our translation between combinatorial and symbolic models.

The idea behind this is to derive separate bounds on the sum over ¢ of each summand
of Cost(t).

We start by studying >t (SizeMinCov_(G;, S;_1 U {{u} : u € G;}) — 1). In order
to find a cover for the set G; we first cover the subset of users in G,_; that are not
removed from the group at time ¢, i.e., G;_1 \ D;. Every user in G;_; \ D; must be able
to derive the group key of round ¢t — 1 and do so by decrypting some ciphertexts sent
in or before round ¢ — 1. If for each of these ciphertexts we consider the set of users
who know the secret key needed for decryption we obtain a cover C;; of Gi_1 \ D;.
Moreover, these ciphertext can be chosen so that they are an encryption of a secret
that is no longer useful in round ¢. This guarantees that the ciphertexts used for C; ;
and C;, are different for ¢ # ¢. Therefore 3{m3%|Cy 1| < STpma™ My

Next we obtain a cover for G; by considering the singletons {u} for each user that
is added in round ¢. Since the users being added at time ¢ do not share any secrets
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with the users in G;_1, we have [M;| > |A;| — 1, where the subtraction comes from the
possible use of PRGs. However this might introduce some double counting as these
ciphertext might be used to obtain the inequality at the end of the previous paragraph.
Thus

t[Il&X tn'l'd/x
> > 5 > (SizeMinCov_(G;, S;-1 U {{u} : u € G;}) — 1).
t=0 t=0

Regarding our bound on the first summand of Cost(t), if we consider a set S associated
to some secret r in round ¢ — 1 that contains at least two users, it must be the case
that at least one of them had to decrypt a ciphertext in order to learn r. Now, the
additional restriction that S N D; # () guarantees that this ciphertext is not used in
future rounds and therefore we obtain

tmax tmax

Z‘Mt‘ > Z’{S € St,1 : Sth 7£ (Z) and ‘S‘ > 1}’
t=1

t=0 =

Combining the bounds on both components yields our bound on 3-i»#x Cost(t).

4.2 Lower Bound for Multicast Encryption in the
Combinatorial Model

In this section we present a simple, purely combinatorial model that aims to capture
the communication cost of batched replacements of users in multicast-encryption (ME)
and continuous group-key agreement (CGKA) schemes. In both settings, a group of
users evolving through rounds wants to agree on a sequence of group-keys by sending
and processing protocol messages. In the case of ME, these are generated and sent
by a central authority, whereas in the case of CGKA they are generated by the users
themselves and distributed via an untrusted server. Security essentially requires that,
even given access to all protocol messages and the current and prior internal states of
all users not currently in the group, it is not possible to gain any information on the
current group key.

4.2.1 The Combinatorial Model

Our model closely resembles the one used in Section 3.3.1 but extends it to dynamic
groups, and further differs in some aspects such as, for example, the cost metric (see
Remark 4.2.2). Looking ahead, in Sections 4.3.2 and Appendix A.1 we show that lower
bounds in the combinatorial model imply lower bounds on the number of ciphertexts
sent in ME or CGKA schemes in the symbolic model.
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High-level structure and evolution of the group. An instantiation of the combi-
natorial model consists of two integers Npax, tmax € N, a set Gy C [nmax], Sequences
of sets (D;, A;)i™3*, and a sequence of collections of sets (S;)i™s. Here [nmay] repre-
sents the universe of users, t,,.x the number of rounds, and Gy the initial group. For
t € [tmax), the sets D, and A, represent the users removed and added from and to the
group, respectively. Accordingly, for ¢ > 1 we inductively define the group in round ¢ as

Gt = (Gt—l U At) \ Dt‘

To make the additions and removals to and from the group meaningful we impose
the requirement that D; C G;_; and A; C [nmax] \ Gi—1 for all t > 1. Regarding the
removed users, we will even impose the stronger requirement that they are never added
back to the group, i.e, that for all ¢ € [¢,,.x] we have that

Ay C [ramand] \ (th U U Dt/>.

t'=1

Looking ahead, this requirement will be necessary to formally justify our cost function.
Consider the scenario where every even round user u replaces user v, and vice versa in
odd rounds. Then, after the first couple of rounds, no more communication is required,
as all users could simply switch between 2 previously established group keys, essentially
allowing the repeated replacement of 2 users for free when considering the amortized
cost over many rounds. Our restriction above, thus, allows us to get around artificial
examples of this kind.

Associated set system and cost function. The final component of the combina-
torial model is a sequence (St)ii?j‘, where every S; C 2lnmax] js 3 collection of sets of
users. We will refer to S; as the set system at time ¢. The intuition behind a set S
being part of &; is that, in the corresponding ME or CGKA scheme, there exists a key
that is secure in round ¢ and known to exactly the users contained in .S. More precisely,
this means that the key is derivable from the (current or any prior) internal state of
every user u € S, but cannot be recovered from the sent protocol messages as well as
the current and previous states of users not in S.

To capture the correctness and security of ME and CGKA schemes the set systems S;
in an instantiation of the combinatorial model must satisfy the following two properties:

(i) Gy € S, for all t € [tyax]. This corresponds to all group members in round ¢
agreeing on a secure key.

(i) S C G for all sets S € S;. This property represents that all keys known to users
not in G, are considered insecure in round .
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Finally, we associate a cost to each round in an instantiation of the combinatorial model.
The cost of round t is given by the sum of two terms; the first essentially being the size
of a minimum cover of the new group G; with respect to set system S;_; of round t — 1,
and the second essentially being the number of sets in S; 1 no longer present in S;
due to the removal of the users in D;. Intuitively, the first summand corresponds to a
lower bound on the number of ciphertexts that have to be send in round ¢ in order to
establish the group key K; and the second summand to keys established in previous
rounds that are no longer secure, but were established at the cost of sending at least
one ciphertext (see Remark 4.2.2).

Definition 4.2.1. Let ((nmax,tmax, Go), (Dy, Ay)imax, (St)ii?)") be an instantiation of
the combinatorial model. We define the cost of round 0 as

Cost(0) = SizeMinCov_( Gy, {{u} : v € Go}) — 1 =|Go| — 1,
and for t > 1 we define the cost of round t as

Cost(t) = SizeMinCov_( Gy, S;—1 U {{u} : v € G;}) — 1
+ |{S € St—l . SﬂDt 7é @ and ’S| > 1}‘

Looking ahead, we will show that S/ Cost(¢) in the symbolic model corresponds to
a lower bound on the number of ciphertexts sent as part of protocol messages over the
whole execution of the experiment, albeit with a loss of a factor of 3. Before proving
our lower bound in the combinatorial model we discuss some similarities and differences
to the combinatorial model used in Chapter 3, which is used to derive lower bounds on
the communication cost of recovering from state corruptions in CGKA by means of
concurrent key updates.

Remark 4.2.2. While the structure of our combinatorial model closely resembles the
one of the previous chapter, it differs from it in the following aspects.

(a) Our model allows for additions and removals of users to and from the group.

(b) We work with a different cost function. The cost metric used in Section 3.3.1 for
set S € §;\S;_1 and round t (following the minimum cover approach discussed in
the introduction) essentially quantifies the communication cost required in round t
to add S to the set system. The cost function we use in this work additionally
takes the cost of sets being eliminated from S, 1 into account. Accordingly
Cost(t) is not to be understood as the communication sent in the current round,
but instead also takes communication that already occurred in prior rounds into
account.
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(c) In Section 3.3.1 we also connect the cost of adding a set S to S; to a minimum
cover with respect to the previous set system S;_1, However, in Section 3.3.1 we
use a relaxed definition of minimum cover, which requires S to be covered by a
union of sets, not necessarily to be equal to the union. The intuition behind this
is that, in this chapter, instead of security against an adversary corrupting users,
we want to protect the group key against the users themselves as soon as they
have been removed from the group, even if they stored all keys they previously
had access to. Phrased differently, if a secret/symmetric key is communicated
to a user at any point in time, we assume it remains known to that user for the
remainder of the experiment. Accordingly, now we define the set system S; by
associating to a (secure) key the set of users in G, which, at any point in time
until round t, had access to the key. Since (except for the user generating the
key from fresh randomness) all other users in the corresponding set must have
learned it from a ciphertext encrypted under a secure key already known to them,
the corresponding communication cost must be at least the size of a minimum
cover of the set with respect to the previous set system (in the stronger sense of
Definition 2.1.1).

On the other hand, in Section 3.3.1 we associated to a key the set of users who
are able to recover the key from their states since the last corruption before
round t, effectively allowing users to forget keys they knew in some prior round
and leading to a relaxed definition of minimum cover.

4.2.2 Lower Bound for Batched Replacements of Users

We now prove a bound on the communication complexity of batched replacement
of users in the combinatorial model. It essentially states that the prior multicast
encryption schemes batching dynamic operations [LYGLO1, SM03] and the MLS contin-
uous group-key agreement standard [BBR"23] (the latter with respect to fair-weather
communication complexity) are optimal up to a small constant factor.

On a technical level, we define two families of subsets of G;, which essentially correspond
to the two contributors to the cost function, i.e., the sets forming a minimum cover of
the new group G} with respect to the previous set system, and the sets containing at
least one user removed in the current round, respectively. We then observe that said
families satisfy the disjointedness condition required to apply the Bollobas Set Pairs
Inequality. This allows us to lower bound their sizes, which after some calculations
implies the desired bound.

We first prove an implication of the Bollobas Set Pairs Inequality (Lemma 2.1.4).

Lemma 4.2.3. Let X = {X1, Xo,..., X} and Y = {Y1,Ys, ..., Y., } be families of
subsets of a finite set Z such that X; NY; # 0 if and only if i,j € [m] are distinct.
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Then .
> (1X5] + Yi]) > mInm.
=1

Proof. It follows directly from Lemma 2.1.4 that

m (X 4 Y
Z(’ [+ \) .
| X;|
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k
which, using the bound (Z) < (ij) , implies
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Now, using that (1 +z/n)"" > e~* and by multiplying by 1/m we obtain that
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By the inequality of arithmetic and geometric means (Proposition 2.1.3) we have that

19 (He |X|+Y|) <H€|X|+IY)) Y
m Y
which by taking In gives the desired result of Y1, (|.X;| + |Yi]) > mInm. O

We are now able to show that in the combinatorial model replacing a set of d users
chosen uniformly at random in a group of size n has cost at least d - In(n/d) in
expectation. The bound holds in an amortized sense, i.e., even if the experiment is
repeated for several rounds. More formally, we obtain the following.

Theorem 4.2.4. Let n, tyay, Nimax € N and (d,)i23* such that d, € N with d, < n for all
t. Consider an instantiation of the combinatorial model with respect to (Nmax, tmax, Go)
and (D, A;)ims where | Go| = n and, for all t, the set D; of removed users is sampled
uniformly at random from the set {D C G;_ | |D| = d;}, and A; can be arbitrary
according to the restrictions A; C [Mmax] \ (Gi_1 UUYZY, Dy) and |A;| = |Dy|. Then it

holds that \
= (am () 1),
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where the expectation is taken over the choice of (Dy);. In particular, if d, = d for all
t, then

E [ti( Cost(t)] > tnax © (d -log (Z) — 1) )

Proof. Since |D;| = |A;| = d; for all t > 0, we have |G| = n for all ¢ > 0. We first
consider the cost of a single round ¢ € [t,,ax]. By definition G, = (G,_1UA;)\ Dy, where
D; C Gy, and G;_1NA; = (. Therefore we get that G;N G, = G,_1\ Dy = G\ A,
and

SizeMinCov_(G;, S;—1 U{{u} : u € G;})
=SizeMinCov_(G; \ Ay, Si—1 U {{u} :u € G\ A}) + [{{u} : v € A}
=SizeMinCov_(G; \ A, S 1 U{{u} :u e G\ A}) + d;
= SizeMinCov_(G;_1 \ Dt, S;—1 U{{u} : u € Gi_1 \ D:}) + d; (4.1)

as SNA;, =0 forall S eS8, (as S C G,_1 by Property (ii) of the combinatorial
model).

Now for each possible subset D, C G;_; such that |D;| = d;, consider the sets

XDt:{SESt,1’SﬂDt#Q}U{{U}SUGDt}
—(SeS.1|SNDi£0and|S| > 1 U{{ud:ue D). (42)

Further, let Yp, denote any minimum cover of G;_;\ D; with respect to S;_1U{{u}: u €
Gi—1\ D;}. Such a minimum cover always exists since G;_1 \ D; is actually covered
by sets in S;—1 U {{u}: v € G;_1 \ D;}. Note that Yp, also is a minimum cover of
Gi—1\ Dy with respect to (S;—1 U{{u}: v € G4_1\ D;})\ Xp,, and that by Equation 4.1
we have that

SizeMinCov_ (G}, S;—1 U {{u} : v € G}) = |Yp,| + d;. (4.3)

We claim that Xp, NYp, = () if and only if D; = D;. Take the case of D; = Dj; if
S € Yp,, then by definition of Yp,, S & Xp,, thus Xp, NYp, = (). Now for the case of
D, # Dj, there must be a user u such that u € Dy, u ¢ D;. Since Yp, covers Gi—1\ Dy,
there must exist S € Yp, such that u € S. Thus S € Xp,. Hence Xp, NYp, # 0.

Using Lemma 4.2.3 we obtain
1 1
<dt> DiCGi—1,|Dy|=dy (dt) t t t
Note that Equation 4.4 gives a lower bound on the expectation of |Xp,| + |Yp,| if
the set D, is chosen uniformly at random. To make this formal, given n, nyax, tmax,
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(dt)ir;"f‘, and Gy, we define a sequence of random variables (D;, A;, Gt)i’:f‘ all taking
values in 2["max] where G, := (Gy U A;) \ D; and for t > 2

Gt = (Gt,1 U At) \ Dt-

The sequence is distributed as follows. The set D; of users removed in the first
round is distributed uniformly over {D; C Gy : |D;| = di} and A; can distributed
arbitrarily over {A; C [nmax] \ Go : |A1] = d1}. Now, conditioned on D, = Dy,
Ay = Ay, and Gy = Gy for t' € [t — 1], the random variables D, is distributed
uniformly over {D; C G;_1 : |Dy| = d;} and A, can be distributed arbitrarily over
(A4 €[] \ (Gor UUL, Do) < | Al] = di}.

If we consider the expected cost of round ¢ (see Definition 4.2.1) with respect to the
sequence of adds and removes given by (D, A,)i™3* we obtain by Equations 4.2, 4.3,
and 4.4 that

E[Cost(t)] = E[|{S € S;—1: SND; # 0 and |S| > 1}|]
+ E[SizeMinCov_(Gy, Si—1 U{{u} :u € G;})] — 1
2 E[|XDt| —di + |YDt’ + dt} -1

n
>dyIn— — 1.
- tndt

Now, the theorem's statement follows by linearity of expectation. n

4.3 Lower Bound for Multicast Encryption in the
Symbolic Model

In this section we define multicast encryption in the symbolic model and show that the
lower bound on batched replacement of users in the combinatorial model of Section 4.2.2
carries over. Section 4.3.1 specifies the symbolic model and provides syntax for multicast
encryption, Section 4.3.2 proves the corresponding bound.

4.3.1 Multicast Encryption in the symbolic model

Considered building blocks. We now define syntax for multicast encryption (ME)
in a symbolic model in the style of Dolev and Yao [DY83]. In models of this type, keys
and ciphertexts of cryptographic primitives are seen as symbolic variables, which are
generated according to grammar rules, and can be derived from sets of other symbolic
variables according to an entailment relation I, which itself models ideal security notions
of the used cryptographic building blocks. Throughout this section we will denote
symbolic variables in typewriter font to distinguish them from non-symbolic inputs and
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outputs of algorithms. Further, single variables are depicted using lower case letters,
sets of variables using upper case letters.

In our symbolic treatment of multicast encryption we consider symbolic variables of the
following two types: (pseudo)random strings denoted by r and messages m. The former
will also serve as keys of symmetric encryption schemes and, in this context, we will
often denote them by k. Similarly, ciphertexts of symmetric encryption are of message
type and we will often denote them by c. We consider ME schemes constructed from
symmetric encryption schemes (SE), pseudorandom generators (PRG), pseudorandom
functions (PRF), dual pseudorandom functions (dPRF) and secret sharing defined
according to the following syntax;

— A symmetric encryption scheme SE = (SE.Enc, SE.Dec) specifies an encryption
algorithm SE.Enc(k,m) that, on input a symmetric key k of type r and a mes-
sage m, returns a ciphertext c that is of message type. Deterministic decryption
algorithm SE.Dec(k, c), on input symmetric key k and ciphertext c, returns a
message m.

We require perfect correctness, i.e., SE.Dec(k, SE.Enc(k,m)) = m for all k and m.

— A pseudorandom generator PRG(r) takes a random string r as input and returns
a value (ry, ry) consisting of two pseudorandom strings. For simplicity we restrict
ourselves to PRGs with stretch 2. Note that PRGs with larger stretch can easily
be built from these using standard methods.

— A pseudorandom function PRF(zr, ad), on input random string r and non-symbolic
associated data ad, returns a pseudorandom string r’.

— A dual pseudorandom function dPRF(r, r3), takes two random strings ry, ry as
input and returns a pseudorandom string r’ = dPRF(r;, ry) = dPRF(ry, ry).

— A secret sharing scheme given by two algorithms S and R. On input a message m,
S outputs a set of s many shares S(m) = {S;(m) };cy of type message and the
original message can be recovered given some subset of shares as determined by
an access structure I' C 2!/, namely, for every I € T, R(I, {S;(m) }ic;) = m.

We now describe the grammar rules and entailment relation.
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Variable type Grammar rule
r — terminal type, PRG(r), PRF(r),dPRF(r, 1)
m — r, SE.Enc(k,m), S;(m)

Entailment relation

meM = MEm
MEr = MF PRG(r) = (r1,12)
MbEr = Vad: M+ PRF(r, ad)
MEr, o = M F dPRF(r, 1)
MbErm = M F SE.Enc(r,m)
MF (r,c): c =SE.Enc(r,m) = MFEm
drerl: MI—{SZ(m)}Ze[ = MFm

The grammar rules state that (pseudo)random coins can either be directly sampled
or generated using a PRG or be obtained as the image of PRF or dPRF; that the
encryption algorithm of SE, on input a key of type r and message m, generates a
ciphertext; and that messages can be of arbitrary type. The entailment relation states
that every symbolic variable contained in a set M can be recovered from the set. Further,
it models ideal PRG security, stating that outputs of a PRG can only be recovered if
given access to the respective input. PRF security is also modeled in the same way,
which means that there is no significant difference between PRGs and PRFs in the
symbolic model. The security of a dPRF is modeled by requiring that outputs of a
dPRF can only be recovered given access to both inputs. Similarly, ideal SE security,
i.e., that ciphertexts can only be decrypted if given access to the corresponding key. For
a more detailed explanation and examples of the symbolic model we refer to [MP04].
The security of the secret sharing scheme corresponds to the requirement that the
original message can be recovered from a set of shares as determined by the access
structure. Given a set M of symbolic variables we denote the set of all variables derivable
from it using the entailment relation by Der(M), i.e.,

m € Der(M) exactly if M F m.

If Mj, My are two sets of symbolic variables, we use the notation Der(M;,M;) = Der(M; U
My).

Multicast encryption syntax. A multicast encryption scheme essentially allows a
central authority to provide a dynamically changing group of users with a group key
by sending protocol messages via a broadcast channel. The main goal being to use
protocol messages that are as small as possible while still achieving correctness and
security, i.e., that group members in every round agree on a group key that, however,
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cannot be recovered from the sent protocol messages even if given access to all previous
states of non-members of the group.

As our goal in this work is to prove lower bounds and these are easier to state by
keeping the group size constant over all rounds, we work with a simplified syntax only
allowing for replacements of users, but not arbitrary removes and adds. We essentially
follow [MP04, AAB*21], who analyzed the communication cost of multicast encryption
for replacing a single user per round in the setting of a single group and of a system
of potentially overlapping groups, respectively. The main difference in this work is
that we allow for batched operations, i.e, replacing a set of more than one user at a
time. Note that such a replacement can always be implemented by both removing and
adding parties and thus our bounds in particular also hold for schemes allowing these
operations.

In the following we split the inputs and outputs of algorithms into a symbolic part, i.e.,
sets of symbolic variables, and a non-symbolic part containing, e.g., user identifiers. As
already stated above, the former variables are depicted in typewriter font, the latter in
italics.

A multicast encryption scheme ME specifies algorithms ME.Setup, ME.Init, ME.Repl,
ME.Proc, ME.Key with the following syntax;?

- ME.Setup(nmax; R) takes as input ny.y, the universe of users, and the set of
random coins R. It sets up the initial state (ST, !, st;!) for every user u €
[Mmax]. The symbolic part of the initial state, namely, ST,' is subject to
the requirements that ST;! = {k;'} where k' is of type random string
and ST;' N Der(Usenmad\ fu} ST, ') = (. Similar assumptions are also made
in [AABT21, MP04]. For instance, in [MP04] it is assumed that each user is
assigned exactly one key that cannot be derived from those assigned to other users,
while in [AAB*21] users are additionally assigned a key for each subgroup they
belong to with the property that they cannot be derived from keys of users that
do not belong to the corresponding subgroup. Making this kind of assumption
is justified. Otherwise one could consider schemes in which communication is
artificially reduced. For instance, generating two keys kg1, kg2 for each possible
subset S € 2["max] during setup and instead of giving users these keys, they would
get a ciphertext cg = Enc(kg 1, ks2) for each set they are a member of and then
the key ks would be sent in the clear in a later round.?

20ne can consider the possibility that some of these algorithms be randomized by also including
non-symbolic randomness as an input and the results would hold for any choice of non-symbolic
randomness.

3The restriction that ST, ! consists of just one element can be weakened if one requires that
it only consists of random coins and for all coins r € ST, ! it holds that r ¢ Der((ST; !\ {r}) U
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- ME.Init(Gy;R), on input the first group Gy and a set of random coins R, outputs
a control message (M, M). Further, it implicitly sets up the initial group key k°.

- ME.Repl(A;, Dy;R) allows replacing a set D; of group members by a set A; of
new users. In round ¢ it takes as input the set A; € [Nmax] \ Gi—1 of users to be
added to the group, D; C G;_1, the set of users to be removed, and a set of
random coins R. We require that |A;| = |D;|. The output of the algorithm is a
control message (M, M). Further, the algorithm implicitly sets up the t* group
key k;.

- Deterministic algorithm ME.Proc((ST: 1 sti=1), (M, M)) takes as input, in round ¢,
a user's internal state (ST% ' st!™!) as well as a control message (M, M) (either
output by ME.Init or by ME.Repl). It returns the user's updated state (ST, st).

- Deterministic algorithm ME.Key(ST!,st!), on input user u's state at the end of
round ¢, returns the t"* group key k’.

The algorithms ME.Setup, ME.Init, ME.Repl are run by the central authority and
it is understood that they also take as input all users’ states and all messages de-
spite this not being explicitly indicated. We require that symbolic outputs of al-
gorithms are derivable from the symbolic part of their inputs, e.g., if (ST, st!) «
ME.Proc((ST! 1, st!=1), (M, M)) then it must hold that (ST! ! M) - ST!. Moreover, we
also require that only a finite number of derivation steps is needed. Further and for
brevity, while in the following we will make the users removed from, and added to, the
group explicit, we will often drop the non-symbolic parts of protocol messages and
users’ states, and simply write ST! <— ME.Proc(ST! ™! M).

Correctness and security. We capture security and correctness of multicast-encryption
schemes in the symbolic model simultaneously with the game in Figure 4.2. Similar to the
experiment in the combinatorial model, the game is parameterized by a tuple (nmax, tmax;
Go) which specifies the initialization of the group and a sequence (A;, D;)i™s* of users
added to, and removed from, the group. In round O the states of all users in [nyax]
are set up using ME.Setup and the group Gy is initialized using ME.Init and ME.Proc.
Then security and correctness are verified for the first round, meaning that (a) all users
in Gy have access to the (unique) group key k°, and (b) the non-members of Gy are
not able to derive k° from their internal states and the protocol message M sent in
round 0 even if colluding. If both checks succeed, the game proceeds in rounds ¢. In
each of them the users in A; are added to the group and the users in D, removed

Uue[n,,,m]\{u}ST;l)- This is done in Appendix A.1 in the case of CGKA schemes and it applies,
mutatis mutandis, to the case of ME. But it comes at the cost of an additional step in the proof of
the lower bound, so we leave it for the appendix.
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Game SECME (N, tmax, Go), (As, D)i=3)  Oracle ROUND(A,, D)

00 sample R_1,Rg 16 require Dy € Gi1 A Ay C [Nmax) \ Gi1
01 (ST ) uelnma < ME.Setup(nmax;Ro1) 17 Gy 4= (Gog U Ay) \ Dy

02 My < ME.Init(Go;Ro) 18 sample R;

03 for u € Gy: 19 M; + ME.Repl(A, Dy;Ry)

04 ST® + ME.Proc(ST, ', M) 20 for u € Gy:

05 k% + ME.Key(ST9) 21 ST < ME.Proc(ST{ 1, )

06 kO« x0 22 k! + ME.Key(ST!)

07 for u € [Nmax) \ Go: 23 kP + X,

08 STV ST, ! 24 for u € [Mmax) \ Gi:

09 if Ju € Gy : kY # k" 25 ST < sTt!

10 return 0 disagreement on key 26 if Ju € G} : kz #+ kt:

11 if kKO € Der(Mg, ((STZ)?/:_1)1L¢G(]): 27 return 0 disagreement on key
12 return 0 group key insecure 28 if k' € Der((Mt/)i,:O, ((STZ)Itt/:fﬂu,QGf):
13 fort = 1, . atmax: 29 return 0 group key insecure
14 ROUND(A, D;)

15 return 1

Figure 4.2: Symbolic security and correctness game for multicast encryption scheme ME.
In Line 16 if the condition after require is not met the game aborts and outputs 1,
meaning that the execution of the game is considered to have been secure.

from it using ME.Repl(A;, D;), and all current group members are made to process
the resulting protocol message M! with ME.Proc. Again it is checked that the round
satisfies correctness and security. The former means that all users in G; derive the
same group key for round ¢, which can essentially be seen as the requirement that

Ik’ : k' = ME.Key(ST,) for all u € G;.
Note that this in particular implies kX' € Der(STY,) for all u € G;.

The latter means that, even if all non group-members never deleted their old states
and collude, they are not able to recover the current group key, i.e.,

kt ¢ Der ((Mt/)§/=07 ((STt’u/)ilzfl)UE[nmax]\Gt) °

This notion of security only asks for post-compromise security and not forward-secrecy
since we are not considering the possibility that the group key at time ¢ can be derived
from future exposures. This only strengthens our lower-bound. If one of the checks
fails, the game aborts and returns 0, else it returns 1. We say that a ME scheme ME is
correct and secure, if game SEC with respect to any input (Tmax, tmaxs Go)s (Ag, Dy)imss
returns 1.

Useful keys and associated set system. Consider an execution of game SECME
with respect to (max, tmax, Go) and (Ay, Dy)im5%. Let t € [tmax]o = [tmax] U {0} and
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consider a random coin r that was generated in some round up to and including t. We
say r is useful at time t, if

r ¢ Der ((My)—g, ((ST))h— 1 uchmesd\C1) -

which means that it cannot be derived from all protocol messages sent so far and all
prior and current states of users that are not members of the group at time ¢. Following
an approach similar to the one of Section 3.4.1, we associate to a secure coin r a set
of users, with the important difference, however, that now the set contains all users
that had access to r at any point in time.

Definition 4.3.1. Consider an execution of security game SECME with respect to
input (Nmax, tmax, Go) and (Ay, D;)im5%. Let t € [tmax]o and T be a random coin. We
define

S(ta I‘) = {U S [nmax] | rec Der(ST;l, (Mt/)t’gt: uEG’t/)}

It should be noted that ST C Der(ST; ', (My )< wea, ) fort’ <t. Further, we define
the set system at time t as

St :={S C [Nmax| | I useful coinr : S =S(t,r)}.
We prove two Lemmas that capture how derivation works in the symbolic model and
connects it to the sets defined in Definition 4.3.1.

Lemma 4.3.2. Let r be of type random coin and useful at time t € [tyax]o, and u a
user such that u € S(t,r). Then (at least) one of the following cases holds.

1. There exist r' with PRG(x') = (r1,r2) and i € {1,2} such that r = r;. Further,
¥’ is useful at time t and u € S(t,r’).

2. There exists ' and associated data ad such that PRF(r’ ad) = r. Further, ' is
useful at time t and u € S(t,r’).

3. There exist r1 and ry such that dPRF(ry,ry) = r, at least one of r1 and ry is
useful at time t, and u € S(t,r1) N S(t,rs).

4. r € ST,!

5. There exists ¢ = eg(-) o...0¢e4(-) o...0en(r) where e; = SE.Enc(x;,-) or
€; = Sz]() and

a) ¢ € Ui<t: uec; M,
b) if e; = SE.Enc(x;,-) and i > g+ 1, x; is not useful at time t,
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c) there exists i € {0,...,h} such that e; = SE.Enc(x;, ),
d) e, = SE.Enc(r,, ) and r, is useful at time t, and

e) for all encryptions e; = SE.Enc(x;, -), it holds that u € S(t,r;).

Proof. If r admits a PRG pre-image r’, r’ must be useful at time ¢ since r is. Therefore
we have two possible cases depending on whether u € S(t,r’). If u € S(t,r’) we are
in Case 1. If u ¢ S(t,r’), then one of the following holds:

- 1 € ST, ' UUp<: we, Mr and the fact that r is useful implies that r € ST, .

- Or, by repeatedly applying the last two rules of the entailment relation, there
exists a ciphertext ¢ € ST, U Uy<: ueg, My of the form eg(-) o ... 0ey(-) o
... o ep(r) where each e; is an application of S or SE.Enc such that condition
(e) holds. By assumption ST, ! only contains symbols of type random coins, so
¢ € Ur<t: e, Mir- Therefore there must exist at least one encryption in ¢ under
a useful key since r is useful. This shows (c) and (d). Condition (b) is just a
matter of choice.

The two options above correspond to Cases 4 or 5, respectively.

If r does not admit a PRG pre-image, we consider whether it admits a PRF pre-image
r’, which must be useful at time ¢ since r is. If u € S(¢,r’) we are in Case 2, else we
are in Cases 4 or 5. If r does not admit a PRF pre-image, we study whether there exist
r; and ry such that dPRF(ry, rs) = r. In this case at least one of r; and ro must be
useful at time ¢ since r is. If u € S(t,r1) N.S(t,r2), then we are in Case 3. Else we
are in Cases 4 or 5. O

Repeatedly applying Lemma 4.3.2 one can obtain the following result:

Lemma 4.3.3. Let r be of type random coin and useful at time t € [tyax]o, and u a
user such that w € S(t,r). Then there exists a sequence {r1 4, ...,Ts, ut} SUch that

6. for all i the secret r;,,; is useful at time t and u € S(t,r;,.),
{. T, ut =T,

8. 11, €ST,', and

9. foralli e {1,...,¢,— 1} one of the following is true

a) PRG(r;,+) = (r1,r2) for some ry, ry such that either r;i1, = 11 or
Yit1ut = Y2, OF
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b) there exists ad such that PRF(r; .+, ad) = Tiy1u4, OF

c) there exists r;, , such that u € S(t,x;, ;) and dPRF(r; ., T}, ;) = Tit1uts
or

d) there exists a ciphertext ;1 € Ui<. e @ Y such that

Ciut =€o()0...0e4(-)0...0€n(Tit1ut)

where all properties of Case 5 are satisfied and r; ,; = r, the secret used in
eg = SE.Enc(ry, -).

Observe that ¢,, depends on u,t and r, so in some cases we make this explicit and
write £, or just {, . if the random coin r is clear from context.

Proof. Let r < r and Seq < (). Repeat (r,Seq) + f(r,Seq) until r = STOP where:

if we are in Case 1, do (r,Seq) < (r/,{r} U Seq),

if we are in Case 2, do (r,Seq) <+ (¢, {r} U Seq),

f(r,Seq) = {if we are in Case 3 and r; is useful, do (r,Seq) + (r;, {r} USeq),
if we are in Case 4, do (r,Seq) < (STOP, {r} U Seq),

if we are in Case 5, do (r,Seq) < (ry, {r} U Seq).

By construction, Properties 6, 7, 8, as well as one of Properties 9a to 9d are clearly
satisfied by Seq at every point in time. This process must end since we require that
only a finite number of derivation steps is made by the ME algorithms. O

Now we follow the approach of [MP04] in order to construct a graph for each round
and use it to establish a connection between the sets in S; and those in S;_; obtaining
a similar result to the one in Section 3.4.1.

The sequences constructed in Lemma 4.3.3 suggest considering the following graph G, =
(Vy, &) for t € [tmax — 1]o. The set of nodes V, is a subset of useful random coins at
time ¢ which corresponds to the elements of the sequences {k{ , ;,...,kj, ,,} associated
to the group key k' = kj ,, and each user u € S(t,k"). The set of edges & consists
of all pairs of the form (ki ,, ki ;)

In the case that an edge (ki,, ki, ) is obtained from Property 9c, i.e., there
exists r; , ; such that dPRF(r; 4, 17, ;) = Tip1,u0 and u € S(¢, 1], ), One can construct
the sequence from Lemma 4.3.3 using the secret rg,uyt instead of r;, ; when both r; .+
and 1, , are useful at time ¢. If this happens, we make the same choice for all users in
order to guarantee that one dPRF pre-image (Case 9c) does not result in two edges
in &. This is possible since u € S(t, i) NS(t,17,,).
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If an edge (k{, ,, k},, ) satisfies Properties 9a, 9b or 9c we refer to it as a trivial edge,
while we refer to an edge that satisfies Property 9d as a communication edge. The
graph G; has some basic properties which we state in the following result.

Lemma 4.3.4. Let ME be a correct and secure ME scheme. Consider an execution
of game SECME on input (Namax, tmaxs Go) and (Ay, Dy)im%* such that D, C G,_, and
Ay C [Nmax) \ (Gio1 UUSZY, Dy) for all t € [tmay]. Lett € {0, ... tmax — 1} and k!
denote the group key at time t output by ME.Key in Line 22. Then the following
properties of the graph G, are true.

10. For every u € S(t,k'), the node ki, has no incoming edges and ki, # k! ,,
for all u # v. Actually it holds that S(t,k,') = {u}.

11. For every node k|, , there exists at most one node r such that PRG(r) = (r}, r5)
and r; =k, , for some j € {1,2}, or that PRF(r,ad) = k|, , for some ad, or

that dPRF(r,r’) = k{ ,, or dPRF(r,r) = k{ , , for some r' (where r' may not
be in V).

12. There exists at most one user u in S(t,k") such that for all 1 <i < ¢, — 1 the
edge (Tiut, Tiv1ut) IS a trivial edge.

13. If Dy # 0, then for every u € S(t,k") \ D1, there exists j,, such that
1 < jut < Luy and for the corresponding edge (% . k' 1,.) € & there
exists a user v € Dyyy such thatv € S(t, k}u’tﬂ’u’t) and for allw € Dy, we have
w ¢ S(t,%5 ). Moreover, j,, will denote the least integer in {1,... £, —1}

with this property.

Proof. Since ST,' = {k;'}, it follows from Property 8 that ki ,, = k,'. If there
exists (r,k, ') € &, then there exists a user v € S(t,k') such that u # v and k!, , = r
and k!, ,, = k! by definition of G;. By Property 6 applied to ki, ,,, we obtain
v € S(t,k;'). This would imply that it would not be secure to remove user v in round
t + 1 while maintaining u in the group. Indeed,

kt+1 € Der(ST;17 (Mt/)t/ﬁt—i-l: uEGt/) g Der ((Mt'ﬁ’—‘r:l(]? ((STZ)i’_'_:lfl)UE[nmax]\GtJrl) .

We have actually shown that v € S(¢,k; ') implies v = u. Therefore S(¢,k;') = {u}.
This completes the proof of Property 10.

Property 11 follows directly from the properties of the symbolic model and the fact that
when constructing G; we choose only one edge of the two possible for dPRF evaluations.

Property 12 is a direct consequence of the two previous properties.

94



4.3. Lower Bound for Multicast Encryption in the Symbolic Model

Property 13 follows from the observation that the node k,, ,; = k' satisfies the first
condition for all users in D;;; and the node k; ,,; = k! satisfies the second condition
(by Property 10). Since D;,1 # () by assumption, there must exist an edge with the
required property. O]

4.3.2 Lower Bound on Batched Replacements

We now show that a subset S, of the set system S, defined above satisfies the properties
of the combinatorial model regarding correctness and security and, additionally, that
the amount of ciphertexts sent in the symbolic model matches the cost function of
Section 4.2.1 (with respect to the set system St) up to a multiplicative loss of 3. As a
consequence, the lower bound derived in Section 4.2.2 applies to batched replacements
in multicast in the symbolic model.

Lemma 4.3.5. Let Ny and tma, be in N and (d;)i™3* such that dy < nyay for all t.
Let ME be a correct and secure ME scheme. Consider an execution of game SECME
on input (Nuax, tmax, Go) and (A, D,)i»3 such that D, € Gy_1 and A; C [Nmax] \
(Gi_1UULL, Dy) for all t € [tmay]. Let (S;)im> be the associated set system as defined
in Definition 4.3.1. Further, for t € [tmax]o let

Si = {S €S Bri, 1y such that dPRF(ry,12) = r and S(t,r1) N S(t,r5) = S(t, 1)

dr such that S = S(t,r), r is useful at time t and }

Then it holds that

(i) Gy €8, forall t € [tmaxlo,
(i) S C Gy for all S € S, and, in particular, S C Gy for all S € S,

(iii) Spms M| > 1/3 - 3pmx Cost(t), where Cost(t) is the cost function defined in
Section 4.2.1 with respect to S;, namely:

Cost(t) = (SizeMinCov_( Gy, Sy, U {{u} : u € G;}) — 1)
+{S €8 1:5ND;#0 and |S| > 1}].

The reason for introducing S; is that allowing the use of dPRFs means that the original
set S; also contains the intersection of any pair of sets such that one of the associated
secrets is useful and this does not require any additional communication. Before turning
to the lemma’s proof we state our bound on the communication complexity of batched
replacements in multicast encryption, which follows directly by applying Theorem 4.2.4
to set system (S;)im3 which is possible due to Lemma 4.3.5.
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Corollary 4.3.6. Let n < nyay and tyay be in N and (d;)i™y< such that d; < n for all
t. Let ME be a correct and secure ME scheme. Consider an execution of game SECME
on input (Nuax, tmax, Go) and (Ag, D;)im3* where |Go| = n and, for all t, the set D; of
removed users is sampled uniformly at random from the set {D C G;_ | |D| = d;}
and A; can be arbitrary according to the restrictions A; C [nmay] \ (Gi—1 UUSZ, Dy)
and |A;| = |Dy|. Then, it holds that

tlIlaX
E [Z Me|| >
t=0
where the expectation is taken over the choice of (Dt)t. In particular, if d; = d for all

t, then
s In(2
E [Z|Mt|1 Z né )tmax'd'log (Z) .

t=0

Proof of Lemma 4.3.5. We start proving Property (ii). Let S = S(t,r) € S; and
u € S. By definition of S(¢,r) we have that r € Der(STu , (M¢r)v<t: uea, ) and since r
is useful at time ¢ it holds that r ¢ Der((My )% _o, ((STE)L__))uge,). Thus u € G; as
claimed in Property (ii).

Now we proceed to show that Property (i) is true. Recall that ST, C Der(ST, ", (My)y<i: ueq, )-
By correctness there exists a key k' such that k' = ME. Key(STt) for all users u € G;
and by security we have that k! & Der((My)4_q, ((ST%)4__1)ugc,), s0 S(t, k') = G, and
S(t, k') € S;. Moreover, assume that there exist ry, ro such that dPRF(ry, o) = k' and
S(t,r1) N S(t,ra) = S(t, k') = Gy. Since k' is useful at time ¢, there exists i € {1,2}
such that r; is useful at time ¢. By Property (ii) it must hold that S(¢,r;) C G;. The
fact that S(¢,r1) N S(¢,r2) = S(t,k") = G; implies that we also have G, C S(t, ;).
Therefore S(t,r;) = G;. By repeating this process we can find a secret r that is useful
at time ¢ such that S(¢,r) = G, and that satisfies the property that #ir;, 5 such that
dPRF(ry,re) = rand S(t,r1)NS(t, r2) = S(t,r). This shows that G, € S, as claimed
in Property (i). Observe that we have shown S(t, k') = G, and not just G; € S,.

We now proceed to prove Property (iii). We divide the proof into showing each of the
following two equations separately:

tmax tmax

Z M| > = Z (SizeMinCov_( Gy, S;—1 U {{u} : v € G{}) — 1) (4.5)
i=0
tmdx tmdx

S>> {S €81 :SND,#Band |S] > 1} (4.6)

t=0 t=1

Let ¢+ € {1,...,tmax} and denote by k' the group key of round t. If D; = 0,
SizeMinCov_(G;, ;1 U{{u} : u € G;}) — 1 = 0, so we assume that D; # ). In
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order to construct a cover of G; we give a cover of G; \ A; and a cover of A;. Observe
that u € Gy \ A; if and only if u € G;_1 \ D;.

For each u € G;_; \ Dy, we consider the index j,:—1 from Property 13. We claim that
Ctl - {S<t_ 17kjut 1,U,t— 1) ’ u € Gt—l\Dt}

is a cover of Gt 1\ Dy and Cy C S;-1. The fact that u € S(t — 1,k ., 1)

Ju,t—1,

and S(t — 1,k] +1ut—1) € Si—1 is a consequence of Property 6. It also holds that

S(t— 1,kjuf wai—1) € Gio1 \ Dy by Properties 13 and (ii).
Let d;,, ,+1 denote the in-degree of the node k g1 N Gy and let vy =
u,Ug, ..., u, be users such that KL i1 = k§u.1t,1+1,ui,t—1 for i = 1,...,h

t—1

and for any user v W|th k] ilwd—1 = K, t1u¢-1, there exists a unique ¢ €

{1,...,h} such that k =kl

ot st—1 G i1 l.e., we choose exactly one user u;
for each of the mcommg edges of the node k! ., , ; that satisfy Property 13.
Therefore d;, , 41 > h. Each node k§;1_1+17u7t,1 has at most one incoming trivial edge
(Property 11). All the other d;,, 41 — 1 incoming edges correspond to ciphertexts in
U My If dj,, ,+1 = h+1, then the node k;':j,l—i-l,u,t—l contributes to C; ; with at
most h < d;,, 41— 1 sets. If dj,, 11 = h, then we can consider the graph we would
obtain for the secret kt 1 411 rather than k"' Let's denote it H. The set of
nodes corresponds to the eIements of the sequences constructed in Lemma 4.3.3 for the

secret k; 1+1,u,t—1 and the set of edges consists of all pairs of consecutive elements

in those sequences. Since the node kt wio1+1ut—1 in H has at least one additional
incoming edge that corresponds to the user v € D; guaranteed to exist by Property 13

for G;_1, which does not contribute to C; ;, the node k; 1 L ut—1 contributes to C;

with at most h = d] +_1+1 sets and we have at least d;,, , 1 ciphertexts in Ui My
Thus ‘Ctll § Z '—0 ’Mt/|.

We observe that S(t — 1 kéui ttut1) N Dy # 0. Therefore kt ,+lug¢_1 isNOt a
useful random coin at time ¢. This guarantees that the node k 1 1+1.u.t—1 Will not be

in Gy for t > t. Therefore Sim3<|Cy | < Sobmax—t|my).

Moreover, we can find covers C;; € S,_; such that Yim<|Cl,| < Yoimg M. We
obtain Ct,l from C;, by substituting the sets that are in S, 1\St | for setsin S;_;. Let's
assume that there exist r1, s such that dPRF(ry,ry) = k7, 1 Lug—1 and S(t—1,r;)N
S(t—1,1y) = S(t—l,k]ut Lut—1)- Since kj g1 is useful at time ¢t — 1, there exists
i€ {1 2} such that r; is useful at time t — 1. From S(t—1,r1)NS(t—1,r3) = S(t —
1 k]ut Lt 1) and the way sequences are constructed in Lemma 4.3.3, it follows that
Jug—1 > 1k g1 =1 From S(t—1,r)NS(t—1,19) = S(t—l,kjuf d—1)s
we obtain S(t—l,kjut ouio1) ©S(t—=1,1;) = S(t—l,kjut —1ui_1)- The minimality
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condition imposed on j, ; by Property 13 guarantees that S(t—1, k] —tut—1)N Dy = 0.
This shows that C;; = (Cii \ {S(t — 1Lk, ., 1)) U{S(t —1,1;)} is also a cover

) T Ju,t—1,
of Gi—1 \ D; and it has the same size as C;;. Therefore by repeating this process we
obtain a cover of G;_; \ D; with respect to S;_; and it has at most as many sets as

the original C; ;. We denote it C;; and it holds that

tmax tmax—1

Z!C 1< Z My (4.7)

Now we give a cover of A;. The argument also considers the case where t = 0 if we
define Ay = Gy. For each u € Ay, let iy € {1,...,¢,:} be maximal such that for
all 1 <j <y, (5, K, ,,) is a trivial edge. By Property 12, there exists at most
one user in A; such that i, ; = ¢, ,. For every user u € A; such that i,, < ¢,,, there
exists a ciphertext c;,, ., as proven in Property 9d. All these ciphertexts must be
different or else there would exist users u,v € A; such that k! = k! which

Tu,t,U,T Ty,t,U,L"
would contradict Properties 11 and 10.

Each of the ciphertexts Ciy ot Delongs to U<y yeq, Mz From the condition A, C
[Mmax) \ (Gi—1 UULZ, Dy), it follows that Civsut €My Thus we have at least |4 — 1
many ciphertexts sent in round ¢. The cover of A;, Cio = {{u} | u € A;} satisfies the
inequality [M;| > |Cyo| — 1.

From this inequality and Equation 4.7, we obtain

1 tmax 1 tmax 1 tmax— tmax tmax
22:|th1|Jr Z Cro| = 1) < Z |Mt|7L Z|Mt|< Z|Mt
t=1

This shows Equation 4.5 since |C{ ;| < [C;1| and C;; U Cy2 is a cover of Gy for all
t € [tmaxlo (we take Cj; = 0).

Now we show Equation 4.6. Let S = S(t — 1,r) € S;_; such that SN D, # 0,
|S| > 1, and fir1, ry that satisfy the following two properties: dPRF(ry, ) = r and
S(t—1,r;)NS(t—1,ry) =85(t —1,r). We proceed to consider the graph G, , =
(Vic1x,E—1r) Where Vi, is a subset of useful random coins at time ¢t — 1 which
corresponds to the elements of the sequences {ry,;1,...,Ts, ut—1} constructed in
Lemma 4.3.3 for each user u € S(t — 1,r). The set of edges &1, consists of all pairs
(Tiwi—1,Tit1ue—1). From Property 12* and the fact that |S| > 1, it follows that not
all edges in &,_; , are trivial edges. If the node r only has only one incoming edge of
the form (re,—1ut—1,To,ut—1 = r) for some u € S(t —1,r) and it is a trivial edge,
then S(t — 1,ry,—14¢-1) = S(t —1,r). In order to show this we consider two cases:

4Property 12 was shown for the graph G; and the same argument shows that this property also
holds for G;_1 ».
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- if Bry, Ty such that dPRF(ry,ro) = r, then (g, 1 1,Te,ut1 = T) must
correspond to a PRG or a PRF and S(t — 1,rs,—14¢-1) = S(t —1,1),

- if 3ry, r9 such that dPRF(ry, ry) = r, but S(t—1,r;)NS(t—1,r2) C S(t—1,1),
then there exists a user v € S(t—1,r)\S(t—1,r1)NS(t—1, ) and by Property 9c
Ty,—1w4—1 7# r1 and ry, 1,41 7# Ta. This contradicts the assumption that r
had only one incoming edge.

As argued in the previous paragraph we may assume without loss of generality that for

some user u € S(t —1,r) = S the edge (rs,—1ut-1,Te,ut—1 = T) corresponds to a ci-

phertext cp, 1., € US_y My, This shows that 51 M| > [{S € Si-1:SND;#0and |S| > 1}].
Moreover, the fact that SN D, # () guarantees that r does not appear in G;_; ; for

any t >t and useful ¥ at time ¢ by Property (ii). Thus,

tmax_l tmax

S>> {SeS i :SND, #0and |S| > 1}].

t=0 t=1

Finally we multiply Equation 4.5 by 2/3 and Equation 4.6 by 1/3 and add them together
to obtain Yoima<|M,| > 1/3 - Soimax Cost(t), as desired. O

99






CHAPTER

CGKA: Concurrent Updates without
Pruning

This chapter essentially replicates the results that appear in our publication [ANEP25].

5.1 Introduction

The CGKA scheme at the heart of the MLS standard, TreeKEM, is a public-key analog
of Logical Key Hierarchies [WHA99] that in order to be able to handle the possibility
that parties issue operations concurrently, which is a consequence of the lack of a
central authority, makes use of the propose-and-commit paradigm. It is easy to see that
TreeKEM suffers from a worst case communication complexity of order 2(N) because
there are sequences of operations that lead to the whole ratchet tree becoming blank.
Nevertheless, this is known to be essentially inherent for CGKA schemes built from
standard primitives that provide PCS within a single propose-commit round as shown

in [BDR20, BDG"22] and Chapter 3.

While the worst case performance of TreeKEM is a far shot from the advertised log(V),
the known sequences causing it are very artificial. Thus, one might still hope that
TreeKEM and in turn MLS perform well for ‘natural’ random sequences of operations,
which would be sufficient for practical applications. However, up to our knowledge
there has been very little analysis in this setting so far.

5.1.1 Our Results

The contribution of this work is twofold. We initialize the formal study of MLS's
communication complexity for random sequences of operations, which models the lack
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of coordination between users given the asynchronous nature of CGKA schemes. To
this end, we derive lower bounds on the size of its commit messages in an easy to
understand model letting randomly chosen users issue update proposals and commits.
Our results indicate that, unfortunately, even very small amounts of update proposals
per commit operation have a substantial negative impact on MLS’s communication
complexity.

On the positive side, we propose an alternative way of handling update proposals that
provably achieves a logarithmic communication complexity in our model. The changes
required to handling proposals are not too complex, which in our view is a very positive
feature, as our proposed method is compatible with the complex mechanisms employed
by MLS to ensure authenticity and consistency.

Lower bounds on MLS’s Average Commit Size. Our main goal is to gain an
understanding of the impact that blanking nodes in the ratchet tree due to update
proposals has on the size of commit messages, for randomly generated sequences of
operations. ldeally, one would analyze the communication complexity of MLS using
real-world user data. As such data is unfortunately not available, we opt for a simple
model of communication. The advantage of this being that it, on the one hand, makes
the problem of deriving formal bounds approachable, and, on the other, leads to results
that are understandable on an intuitive level.

Our experiment first initializes a group of size N. Then it repeatedly starts issuing
update proposals and commits for rounds ¢ as follows.

1. A set Up consisting of P € N group members is sampled uniformly at
random.

2. All users in Up issue an update proposal.

3. A user sampled uniformly at random issues a commit to all update
proposals.

4. The size Cost(t) of the commit is recorded.

To also be able to handle the setting where update proposals are only issued every other
round, the experiment is additionally parameterized by C' € N. In the case C' > 1, the
commit to the P proposals is followed by C'—1 rounds of commits not implementing any
proposals. We are interested in the expectation of Cost(t) after running the experiment
for sufficiently many rounds. Informally, our main result regarding this is the following.

Theorem 5.4.2 (informal). Let P, C' be constant. Then the expected
size of a commit generated according to the sequence described above is
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of order .
E[Cost(t)] > Q(N'eUF75e)),

Moreover, if P =1 = C, it holds that
E[Cost(t)] > log*(N)/4 — log(N)/4,

which is a more relevant bound for small values of N.

We provide some approximate values of the exponent e = log,(1 + ﬁpc) in the table

below. We use C' =1 for P > 1 and for ease of notation write P = 1/c in the case
P=1C=c

P 1/5  1/2 1 2 5 10 50
e 022 042 058 074 087 093 0.99

Note that already if a single update proposal is issued per commit the MLS's commu-
nication complexity devolves to about V/N, a far shot from log(N). Further, if the
number of proposals increases the cost of commits approaches the worst case of a linear
commit cost quite fast, with an exponent of 0.99 for P = 50.

This means that one either must perform almost all updates sequentially, or commits
become almost linear in N. As MLS aims to support groups containing up to N = 50000
members, neither of these options is very appealing.

Before turning to our alternative proposal of handling update proposals, we give a bit
of intuition on the lower bound’s proof. As the cost of a commit is mainly determined
by the blanks in the ratchet tree we first investigate the expected probability of a fixed
node v being blank. We notice that the transition of v's state between blank and
populated forms a Markov chain, allowing us to determine its stationary distribution.
We obtain that the probability of v being blank, assuming v is of sufficient depth in
the tree, is roughly P/(P + C).

In MLS if a user's copath contains a node v, then how much v contributes to the
communication complexity of a commit by that user depends on whether v is blank.
If v is populated, then encrypting to it only requires one ciphertext. If it is blank, a
commit in MLS would include ciphertexts encrypted under the keys of its children and,
due to the way MLS works, at least one child must be blank as well meaning that
those ciphertexts would have to be encrypted under some of v's grandchildren and
so on. Intuitively, this means that the number of ciphertexts needed to encrypt to a
blank node v is 1 + P/(P + C) times the number of ciphertexts needed to encrypt
to a child of v provided that both v and its child are blank, where 1 corresponds to
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the child that must be blank and P/(P + C') to the probability that the other child is
blank. This argument assumes independence (between the events that the left child
of v is blank and the right child of v is blank), which is not justified. However, we
show that in expectation the number of ciphertexts does indeed increase by a factor of

1+ P/(P+0).

An alternate way of performing update proposals. It is known that if too
many users, say, for example, linearly many in the group size, issue concurrent update
operations there is no possibility for efficient CGKA. In fact, Bienstock et al. [BDR20]
prove that in this case the communication complexity must be linear in the group size.
While the lower bound discussed above indicates that even a small number of update
proposals per commit operation has a devastating effect on MLS’s communication
complexity, it leaves open the possibility of an alternative CGKA being more viable in
this setting.

Recall that update proposals introduce blanks in the tree, as all keys on the updating
users' update paths are removed. A natural idea to prevent introducing blanks in the
tree would be to not only have the user issuing a commit, but also updating users to
re-key their complete update path. In fact this is the approach taken by the continuous
group-key agreement scheme CoCoA [AANT22] which in this setting has logarithmic
communication complexity. However, proposals can be issued concurrently, meaning
users make concurrent modifications to the ratchet tree. This leads to users encrypting
new secrets to outdated keys, i.e., keys concurrently being replaced, and, as a second
point, is not compatible with the mechanisms used by MLS to ensure integrity of the
ratchet tree. As a consequence, CoCoA does achieve PCS slower than MLS, and does
not achieve the same strong security notion of insider security.

The second main contribution of this work is a CGKA we denote MLS-Cutoff with the
following features.

- For a constant number P of update proposals per commit operation and random
operations as described above, the size of its proposal and commit messages is
bounded by O(log(N))

- It achieves the same strong security notion as the MLS protocol, namely insider
security [AJM22] for the same safety predicate. In a nutshell, the latter says that
if all compromised parties issue update proposals that are in turn committed to
the group achieves PCS.

- It requires only small modifications to the MLS design. More precisely, it only
modifies how the ratchet tree's nodes are blanked or populated by applying
update proposals, but keeps other components required, for example, to ensure
consistency and authenticity unchanged.
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.0.0000.000000J.

Uy Us us U1

Figure 5.1: Working principle of update proposals and commits in MLS (left) and
MLS-Cutoff (right). In both cases for a fully populated tree users uy, usz, ug issue an
update proposal (depicted in blue) followed by a commit by user u;s (depicted in
orange). Nodes being blanked are depicted as (empty) squares, and ciphertexts created
as part of the commit with orange edges. In the depiction of MLS-Cutoff the blue
dashed line marks the cutoff bound.

We provide some intuition on our design. Our main observation is that if the number
of update proposals is not too large and the updating users are randomly distributed,
then updating users’ paths merge far up in the tree. Thus, while in MLS-Cutoff update
proposals do rekey the issuing user's path, we stop the re-key operation i.,; steps before
reaching the root, where i is the cutoff parameter of the scheme, that is chosen as
log(log(N)). If no update paths collide before the cutoff point, no secrets are encrypted
to keys that are concurrently being changed. This on one hand, implies PCS at the
same speed as MLS, and on the other is compatible with the tree-integrity mechanisms
of tree-hash and parent-hash. In the case that we are unlucky and two updating user’s
paths collide before the cutoff point, the paths are blanked from (and including) the
point where the paths meet. For a depiction on how MLS-Cutoff handles proposals
and commits, see Figure 5.1 (right) and compare it to how MLS does it (left).

We point out that the worst-case communication complexity of MLS-Cutoff is Q(V),
as is the case for MLS. This, however, holds for any CGKA achieving fast PCS [BDR20]
constructed from standard primitives. We consider MLS-Cutoff to be an attractive
alternative to MLS in settings where while update proposals are required their number
is not too large. This is a realistic scenario since MLS leaves the update policy to
the implementation and, therefore, a rule which simply triggers an update with some
probability for users that are online (or enforces it if too much time or communication
happened since the last update) would lead to a fairly random update pattern if there is
no user-to-user coordination and thus good performance of MLS-Cutoff. We consider
it an interesting question for future work to analyze its performance in more involved
settings.
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5.2 Preliminaries

We recall the definition of CGKA in the Propose-Commit framework. As we aim for
the security notion of insider security our syntax follows [AJM22].

Public-key infrastructure. We model the public-key infrastructure (PKI) as consist-
ing of two services: an authentication service (AS) and a key service (KS). The former
allows parties to register their signing keys and retrieve the signature verification keys
of other users, while the latter allows users to register the key packages that are used
by other users to add them to a group.

The authentication service stores pairs of users and signing verification keys, (u,svk), if
the key svk has been registered under user identity u. Any user u can register a new
key and request to receive the secret signing keys that correspond to verification keys
registered under them. Moreover, a user can also check if a pair (u,svk) has already
been registered and a user can also delete their secrets. We consider the AS as not
trusted and therefore in our security model we will give the adversary the possibility of
registering keys as well as exposing keys registered by the users (provided that they
have not been deleted).

The key service stores pairs of users and key packages, (u, kp), which are used by other
parties to add them to a group. Similarly to the case of AS, users are able to register a
new key package as well as retrieve the secret keys sk associated to their key packages
and delete their secret keys. A user can also request a key package for another party.
In our model this is done by forwarding the request to the adversary which chooses the
package received by the user. This reflects that our security model does not trust the
KS. The adversary can also expose the secret keys of a user that have not been deleted.

Syntax. A CGKA scheme allows a group of users to agree on a shared secret evolving
over epochs. To this end, the users exchange proposal messages, proposing changes to
the group’s state (as for example adding or removing users to or from the group), and
commit messages, which implement proposals and advance the group's state to the
next epoch by establishing a new shared secret.

Definition 5.2.1. An asynchronous continuous group-key agreement protocol consists
of a tuple of algorithms CGKA = (CGKA.Create, CGKA.Prop, CGKA.Com, CGKA.Proc,
CGKA Join, CGKA.Key), which can interact with a PKI. Additionally, each user main-
tains an internal state which we denote by st and is assumed to be an implicit input of
all algorithms.

CGKA.Create(svk,,) is run by user u with signing verification key svk, and creates a
group with wu as its only member.
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CGKA.Prop(op, ad) — pmsg is run by a member who wants to propose an operation
op, where op € {‘add’, ‘rem’, ‘upd’}, ad is some additional data that may depend
on the operation. It outputs a proposal message pmsg.

CGKA.Com(PMSG, ad) — (cmsg, wmsg) is run by a member u to commit to a list
of proposals PMSG = (pmsg,); and it also takes as input some additional data
ad. [t outputs a commit message cmsg, and a (potentially empty) welcome
message wmsg.

CGKA.Proc(cmsg, PMSG) — (PropSemantics,v) is run by a client u to process a
commit message cmsg and the corresponding proposal messages PMSG. [t
outputs some information about the proposals (which we denote PropSemantics)
and the party v that generated the commit c.

CGKA .Join(wmsg) — (roster,v) is run by user u to process a welcome message and
Join the respective group. It outputs the set of group members and their signing
verification keys (which we refer to as roster) and the party that generated the
commit ¢

CGKA.Key — k is run by a member u to obtain the group key associated to their
state.

Correctness and security in the UC framework. We follow the work of Alwen et al.
([AJM22] and [ACJM20]). They define a notion of security based on the UC (universal
composability) framework, which was first introduced by Canetti in [Can01]. We defer
the formal description of the ideal CGKA functionality and the PKI functionalities
to Appendix B.1. In the UC framework one formalizes security of a protocol as the
indistinguishability between the ‘real world' and an ‘ideal world’. We will refer to the
distinguisher as the environment.

In the real world the environment Z gets to choose the inputs (e.g., an instruction
to Alice to add Bob) of the machines (e.g., the parties in an execution of a CGKA
protocol) of the protocol 7 and receives their intermediate subroutine-outputs (e.g., a
commit generated by Alice). The environment also interacts freely with an adversary
A. A also interacts with the machines of 7 and A has control over the network in
the communication between the machines of m. The interaction between A and 7
also captures information leakage from the protocol execution (e.g., A may have the
possibility of corrupting the parties).

In the ideal world the protocol 7 is substituted by an ideal functionality F and a
collection of dummy machines that relay their inputs to F and the outputs of F to the
corresponding machines. The adversary in the ideal world is denoted by S because it
plays the role of a simulator (of the interaction between A and Z in the real world)
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and we refer to it as an ideal adversary. The adversary & now communicates with F
and does not interact with the dummy machines. The environment Z interacts with
the dummy machines and the adversary S just as in the real world.

In the UC framework one says that a protocol 7 securely realizes a functionality F
if for all efficient adversaries A there exists an efficient ideal adversary S such that
the output distribution of any efficient environment Z after interacting with 7 and A
is indistinguishable from the output distribution of Z after interacting with F and S.
This can be understood as representing the idea that an adversary A attacking the
protocol m does not learn more than the ideal adversary (sometimes called simulator)
S learns from interacting with the ideal functionality.

In the work of Alwen et al. [AJM22], whose security notion we use, one has to consider
some additional notions since parties have access to a PKI and certain primitives are
modeled as random oracles. We refer to these as setup functionalities. This is done
by considering the so called hybrid models (first introduced in [CDPWO07]). If G is
a setup functionality, then the environment Z (as well as 7, A and S) is allowed to
interact with G. And one says that the a protocol 7 securely realizes a functionality F
in the G-hybrid model if the real world and ideal world are indistinguishable even if Z
is allowed to interact with G.

Ideal functionality for CGKA. The definition of the ideal functionality Fcgka
already takes correctness into account. In order to do this certain checks are included in
Fceka and the environment rather than the adversary is given control over the network.
Now we focus our attention on defining security for CGKA following [AJM22]. They
consider two more constrains on the quantification of the notion of security described
in the previous paragraph. We restrict ourselves to admissible environments, i.e., those
that can only corrupt parties at certain times. This is defined as part of the ideal
functionality which specifies some conditions that cannot be violated by the environment
except with negligible probability. The second condition consists in not considering all
possible adversaries but instead only corruption preserving adversaries, i.e., adversaries
that trigger a corruption if and only if prompted by the environment.! This is done
to prevent the ideal adversary from triggering a disallowed corruption since this would
make security trivial in the sense that all environments would be disqualified.

In order to define the ideal functionality Fccka we consider the history graph which
keeps track of the evolution of the group. Intuitively, the nodes of the graph correspond
to the operations done by the users and the edges capture the order in which they are
issued. The history graph [ACDT21] is an acyclic directed graph which consists of two
kinds of nodes, proposal nodes and commit nodes. The edges of the graph capture the

'Recall that an arbitrary adversary can choose when to corrupt a party without this being
determined by the environment.
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notion of how new epochs are derived. Additionally, each node is associated with a
collection of attributes (Node[c| for commit nodes ¢ and Prop[p] for proposal nodes p)
related to the operations of a CGKA protocol. We list these attributes in the following
table divided into three groups: those that all nodes have, those that only proposal
nodes have and those that only commit nodes have.

The ideal functionality just keeps track of the evolution of the history graph. It
starts building the history graph with just one node root, when the group is created.
Additionally Fccka stores a value called pointer Ptr|u| for each party u that maps u
to the last commit it processed. When a party u makes a proposal p, Fcgka creates
a proposal node Prop[p|] whose parent in the history graph is Node[Ptr[u|] and w is
the origin of the proposal Prop[p|.orig. The functionality also stores information about
the kind of operation associated to p in Prop[p].act. If u makes a commit ¢ to some
proposals P, Fcgka creates a commit node Node[c] whose parent in the history graph
is Node[Ptr[u]], Node[c].pro is set to P and Node|c|.orig is set to u. And if a party v
processes ¢, the functionality just moves v's pointer to c.

.orig the party that triggers the creation of the node
.par the parent commit node
.stat good for secure nodes, bad for nodes created with adversarially chosen

randomness (the adversary knows the secrets associated to this node)

or adv for nodes that correspond to messages injected by the adversary

Prop[p].act indicates the kind of action and some additional information
(upd, svk) if it is an update performed by a party with key svk

(add, v,svk,) if party v with key svk, is added

(rem,v) if party v is being removed

Node[c|.pro the list of proposals associated to commit ¢
Node[c].mem list of pairs of members and their signing verification keys
Nodelc].chall true if the corresponding application secret is chosen at random

and false if chosen adversarially
Node[c].exp pairs (u, true/false) of corrupted parties « and a boolean value

expressing whether the application secret also leaked to adversary

As mentioned before, the ideal functionality imposes certain restrictions on the behaviour
of the environment. This is done by including two predicates, namely, safe(c) and
inj-allowed(c, u) that regulate when an adversary can corrupt a user and when it can
inject a commit on behalf of a user, respectively.

In order to guarantee that the only application secrets that can be learned by an
adversary in the real world are the ones trivially derived from secrets of exposed users,
we let the simulator choose these ‘unsafe’ secrets in the ideal world while the remaining
ones are chosen at random by the ideal functionality. Thus, predicate safe(c) evaluates
to false if and only if at least one of the following is true:
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(a) Node[c].exp # 0 and the application secret has been leaked to the
adversary, or

(b) the adversary can process ¢ using the secrets of exposed users and
the exposed signing keys (in particular this captures the secret keys
associated to key packages generated with exposed signing keys or
corrupted randomness) of its ancestors.

Analogously, predicate inj-allowed(c, u) guarantees that in the real world authenticity
is only broken when the adversary can trivially forge messages on behalf of a user by
restricting when injections are possible in the ideal world. Predicate inj-allowed(c, u)
evaluates to true if and only if u's signing key in Node[c] has been exposed (i.e.,
Node[c|.mem[u] € Exposed) and at least one of the following two holds:

(a) Node[c].exp # 0,

(b) the adversary can process ¢ using the secrets of exposed users and
the exposed signing keys (in particular this captures the secret keys
associated to key packages generated with exposed signing keys or
corrupted randomness) of its ancestors.

The reader may find the precise definition of the predicates safe(c) and inj-allowed(c, u)
in Figure B.12.

5.2.1 Ratchet Trees

We introduce some basic terminology. We use the word tree to refer to a directed
acyclic graph T = (V, E) with a root, i.e., a node r such that for every node v there
exists a unique directed path between r and v. Said path is denoted by path(v). As in
the MLS specification we use the convention that path = (vy,...,v, = r) is ordered
ascending to the root, i.e., in reverse direction of the edges, and does not include v.

Let w and v be two different nodes of some tree T = (V,E). We say that u is a parent
of v if there exists an edge (u,v) € E. We say that w is a child of v if and only if v is
a parent of u. We denote the set of children by child(v). We say that u is an ancestor
of v if there exists a directed path from u to v. The set of ancestors is denoted by
ancs(u). We say that v is a descendant of w if and only if u is an ancestor of v. We
say that u and v are siblings if they are children of the same node. We say that a node
is a leaf if it has no children. Thus we have three different kinds of nodes; the root,
the leaves and the remaining elements in V' which we call intermediate nodes.

In this work we consider complete binary trees with N = 2™ many nodes. Thus each
non-leaf node v has exactly two children which we refer to as the left child, denoted by
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left(v), and the right child, right(v). Every node v other than the root has one parent,
denoted by par(v), and a sibling, sib(v). The depth of a node v is the length of the
path from the root to v and we denote it by depth(v).

A notion closely related to how MLS re-keys users’ paths is that of co-path of a node.
The co-path of a node v is defined as the set of children of the nodes in v's path that
do not belong to v's path, namely,

co-path(v) = Uyepathwy{w | w € {left(u), right(u)} \ (path(v) U {v})}.

Node states. CGKA schemes like MLS make use of a ratchet tree, i.e., a complete
binary tree T = (V, E) with each group member being associated to one of the tree's
leaves. Every node v € E has as associated data a so called public and private state.
Its public state contains

a PKE public key v.pk,

a list v.unm of so called unmerged leaves,

a parent-hash value v.pHash,

a signature verification key v.svk (only if the node is a leaf), and

a credential v.cred (only if the node is a leaf).

The private state of the node is v.sk the secret key associated to v.pk. MLS, as well
as the variant defined in this work, enforce the so called tree-invariant stating that v.sk
is known by exactly the user whose leaves have v as an ancestor. Further, a node can
be blank, meaning that all associated values are empty. We use function blank(v) to
blank a node, i.e., to set all its associated data to L.

Resolution and filtered path. The existence of blank nodes leads to the notion of
resolution Res(v) of a node v which, intuitively, corresponds to the smallest covering
of the set of descendants of v by non-blank nodes. We define it formally as follows;

- If v is a populated node, its resolution is Res(v) = {v}.
- If v is a blank leaf, its resolution is Res(v) = ().
- If v is a blank internal node, its resolution is defined recursively as

Res(v) = Uuechild(w)Res(u).
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If X is a set of nodes, we use the notation Res(.X) to denote U,cxRes(v).

A leaf v's filtered path fil-path is the update path after removing all nodes the co-child of
which has an empty resolution (and unmerged leafs set). l.e., if path(v) = (vy,..., v, =
) then using the convention vy = v we define

fil-path(v) = (v; | i € {1,..., ¢}, (Res(sib(v;—1)) Usib(v;_1).unm) # 0).

Finally, we sometimes have to identify the node in which two leaves’ filtered paths
meet. Consider leaves u,v € V of the same depth with filtered paths (uy,...,uy =
r) < fil-path(u) and (vq,...,vps = r) < fil-path(v), respectively. We define their
least common ancestor Ica(u,v) as the node u; in path(u) where i is minimal such
that u; € path(v). Counting from the root we define the index ind-Ica of their least
common ancestor as

ind-lca(u, v) = max(a | wp_q = vp_q,a € {0,..., 0 —1}).

5.3 The Messaging Layer Security Protocol

We defer the formal description of the MLS protocol® [BBR'23] to Appendix B.2.1. In
this section we provide an overview on its working principle. As the goal of this work is
to investigate the protocol’'s communication complexity which is largely determined by
the distribution of blank nodes in the underlying ratchet tree, our exposition mainly
focuses on the mechanisms leading to the addition of blanks to the tree, or removal of
blanks, respectively. For ease of exposition in this section we treat the key-packages kp
(consisting of the corresponding user's PKE pk, signature verification key svk, and
leaf credential cred) assigned to leaves in the ratchet tree as public key pk, and,
similarly, assign the tree's root a key pair which is not the case in the full protocol (see
Figure B.14).

Protocol state. The cryptographic state st each user of MLS keeps track of is
conceptually divided as follows.

The underlying ratchet tree T. In this simplified exposition we identify users u with
their associated leaf, simply writing v,. As discussed in Section 5.2 every user u
has a complete view of the tree's public part, but only has access to the secret
keys v.sk of nodes that lie on their update path v,. Sometimes when operating
on ratchet trees we require the identity of the user running the algorithm, which
we denote by u-own.

2Formally, in this work we consider the CGKA underlying MLS. Thus, our exposition ignores the
secret tree scheduling keys used to encrypt and authenticate payload messages.
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The key schedule collects a number of secrets used for different purposes. These
include, for example, the shared group secret referred to as the application secret,
the initialization secret that is combined with the randomness obtained from
re-keying a path to advance the key schedule to the next epoch, and a membership
key used in combination with the user’s signature key to authenticate protocol
messages.

Further, the protocol employs consistency mechanism ensuring that all users have
the same view of the protocol’s state. This includes the transcript hash that
essentially encodes the complete history of the group including all operations
processed so far, as well as so-called tree-hash and parent-hash values that ensure
consistency of the ratchet tree. We will discuss the latter two in a bit more detail
at the end of this section.

Generating proposal and commit messages. Users issue proposal messages to
add or remove a user to or from the group, respectively, as well as to update the
personal key pair located at their leaf. In more detail, proposal messages

pmsg = (‘type’, ad)

consist of ‘type’ indicating the type of proposal, as well as some associated data. In
case of an update proposal ‘upd’ the latter contains a new public key to be included
at the issuing user’s leaf, in case of an addition ‘add’ the associated data ad = pk is
the added party's personal key, and finally in case of a removal ‘rem’ it indicates the
removed user’s leaf. In case of an update proposal the issuing user stores the secret
key sk corresponding to pk as a pending update in a list pendUpd.

To prevent unauthorized parties from issuing proposals pmsg has to be framed. Essen-
tially, this means the proposal message and group context are signed by the issuing user
as well as MACed using a key only available to group members. When processing pro-
posal messages, users unframe the message by verifying the authenticity of pmsg before
recovering ((‘type’, ad), u-snd). Here u-snd denotes the user issuing the message.

A user u can commit to a (potentially empty) list PMSG of proposals, implementing

the proposed changes, advancing the group to the next epoch, and establishing a new
application secret. This is done by executing the following steps.
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1. Verify every proposal pmsg € PMSG.
2. Create a copy T’ of ratchet tree st. T and

a) call apply-props(T’, PMSG) to apply the proposed changes to T’,

b) call rekey-path(T’, vy own,0) to rekey u-own's update path in T’
and generate an UpdPath object used to communicate the changes
to the other group members.

3. Compute the new key schedule based on T’.
4. Authenticate UpdPath and bind it to PMSG.
5. Construct a welcome message if necessary.

6. Store the resulting state st’ (containing T') as a pending commit and
return the corresponding, framed, commit message cmsg, which, in
particular, contains UpdPath.

The largest component of cmsg is UpdPath which itself is comprised of public keys
and ciphertexts. The number of ciphertexts that have to be generated depends on the
blanks present in T.

To process a commit message issued by u, users essentially follow the same sequence
of operations. More precisely, they recover T’ by first applying the proposals PMSG to
their current view of the tree, and then recovering the new keys on the committing
user's update path from UpdPath. They update the key schedule and verify that all
changes were properly authenticated. If the latter is the case, the new key schedule
and ratchet tree replace the ones stored in the user's state. If the processing user is
the one issuing the commit operation, they can simply update their state to the one
stored as a pending commit.

Applying proposals and path rekeying. When issuing (or processing) a commit
operation, blanks are introduced in the ratchet tree by calling apply-props in step 2a
and removed from it when calling rekey-path (or applying the re-key operation) in
step 2b. For an overview of the two functions see Figures 5.2 and 5.3.

Calling apply-props on input a copy T’ of the current ratchet tree and list PMSG of
proposals applies changes to the ratchet tree as follows. For pmsg € PMSG of type ‘upd’
the issuing user u-snd'’s leaf key is replaced by the one contained in pmsg. Then u-snd'’s
update path is blanked. If pmsg proposes removing user u-rem, leaf v,_ o as well as the
removed user's update path are blanked. If the removal results in the right half of the
tree not having any populated leaves its size is halved using function truncate. If pmsg
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Algorithm apply-props(T’, PMSG)

00 for pmsg € PMSG:

01 parse ((‘type’,ad), u-snd) + pmsg

02 if (‘type’, ad) = (‘upd’, pk):

03 assign—kp(T’, Vu-snd pk) replace u-snd'’s leaf pk
04 for v € fil-path (/Uu—snd) blank u-snd's path
05 blank(v)

06 if u-own = u-snd own update proposal
07 fetch sk + pendUpd(pmsg)

08 Vyeown -SK < sk

09 elseif (‘type’,ad) = (‘rem’, u-rem):

10 bIank—Ieaf(T’, Uu»rem) blank u-rem's leaf
11 forv e path(vu,rem) blank u-rem’s path
12 blank(v)

13 T + truncate(T’) truncate tree if necessary

4 elseif (‘type’,ad) = (‘add’, (u-add, pk)):

5 add—Ieaf(T’, u-add, pk) assign u-add a leaf
16 forv € path(vu,add) set Uy-add as unmerged
17 v.unm <—y {Uu—add}

18 return T’

Figure 5.2: High-level overview on function apply-props for MLS. The function's formal
description is in Figure B.18.

proposes adding user u-add to the group, they get assigned the leftmost unpopulated
leaf in the tree, doubling the tree size in the process (by adding blank nodes) if no such
leaf exists. The leaf is assigned the public key contained in ad, and added to the set of
unmerged leaves for every node in its update path.

To replace the keys on their path the committing user u calls rekey-path. It takes
as input T’, u's leaf v,, and, in our presentation, an additional index i, that allows
stopping the rekeying i..; steps early. While MLS uses i.,; = 0, looking ahead, it will be
used in the proposed alternative method of issuing update proposals. Denoting vy = v,
and (vy,...,vp) = fil-path(vg) the function samples seed s, and iteratively generates
seed s; using a key-derivation function, in our presentation written as hash function H;.
It then generates key pairs (pk;,sk;) <— PKE.Gen(Hz(s;)), Hy being another hash
function, to replace the keys associated to v;.

In order to enable the other group members to recover the secret keys they should have
access to, for all j € [¢] the co-child vgp, with respect to v,'s update path is computed.
Then the seed s; is encrypted under all public keys associated to nodes contained
in Res(vsi), as well as the ones of unmerged leaves resulting in a collection C; of
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Algorithm rekey-path(T', v, icut)

00 Vg < Uy

01 Sp <5 {0, 1}’\ generate leaf seed
(Uo.pk., ’U().Sk) — PKE.Gen(Hz(so)) sample leaf key pair
03 (v1,...,vp) « fil-path(v,)

04 for j=1,...,0 — ey

05 S < Hl(Sj,l) generate seed
06 (Uj.pk,vj.sk) — PKE.Gen(HQ(Sj)) sample key pair
01 G )

08 Vsib < sib(vj_l) determine co-child
09 forw € Res(vsib) U Usip-unm: encrypt seed

10 C; <y PKE.Enc(w.pk,s;)

11 UpdPath < (pkg, (pky, C1), - -, (pke, Cr))

forv € path(vu) merge leaves
3 vunm <« 0

14 return (T', UpdPath)

W N

Figure 5.3: High-level overview on function rekey-path for MLS. The function’s formal
description is in Figure B.17.

ciphertexts. The update path object consists of
UpdPath < (pkg, (pky, C1), - .., (pky, Cp)).

A user processing a commit message issued by u-snd replaces the public keys on u-snd's
path by the ones contained in UpdPath. Then, by computing where their own and
u-snd’'s update paths meet (say for index j) they are able to determine node wvgp
relevant to them, and using the secret key in Res(vgp,) U vgp.unm they have access to
decrypt one of the ciphertexts contained in C; to recover s;. In turn they are able to
recover the secret keys skj, ..., sk, that they should have access to according to the
tree invariant by applying Hy, Hs, and PKE.Gen.

Consistency mechanisms w.r.t the ratchet tree. MLS employs tree-hashes and
parent-hashes (see Figure B.16) to ensure consistent views of the tree and provide
improved security guarantees for users joining an existing group. The former essentially
is a commitment to the entire public state of the ratchet tree, and is computed as a
Merkle commitment. l.e., a node’s tree hash corresponds to a hash of the node’s public
values and the tree-hashes of its children.

The parent hash captures information on how the tree's nodes were populated during
the protocol execution. Parent hash values are computed as part of a user's commit,
along the user’s update path, however in reverse order, i.e., from root to leaf. Essentially,
a node's parent hash attests to its parent’s public key, as well as the tree hash of
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the sub-tree rooted at its co-child. It plays an important role in preventing malicious
insiders from being able to successfully invite users to malformed groups.

5.4 The Communication Cost of MLS for Random
Sequences of Operations

We investigate the communication complexity of MLS. Section 5.4.1 defines a simple
experiment used to generate random sequences of operations. We then proceed to
compute bounds on the amount of blank nodes the MLS ratchet tree will have on
average for such sequences (in Section 5.4.2) before computing a lower bound on the
communication cost of commit operations (in Section 5.4.3).

5.4.1 Considered Scenario

As discussed in the introduction MLS exhibits a communication complexity that is
logarithmic (in the number of users) in the best case, but can devolve to being linear in
the worst case. In fact, the latter must be the case for any protocol that is built from
standard primitives and achieves PCS as fast as MLS [BDR20, ANPPP23, BDG"22].
Beyond this, very little is known about MLS's performance in practice.

We initiate the study of MLS’s communication cost under randomized sequences
of operations. While ideally, one would evaluate the performance for sequences of
operations obtained from real-world user data, such data is unfortunately, to the best
of our knowledge, not publicly available. As a consequence, in this work we take
a pragmatic approach and consider sequences determined by a simple experiment.
Essentially, we generate a fixed number of update proposals per commit operation, the
users performing the operations being sampled uniformly at random. While we do not
claim this realistically reflects user behavior, on the one hand, it makes the problem
of computing lower bounds approachable, and, on the other, provides simple intuition
on the impact that blanking has that is not obscured by technical details of a more
complicated model.

We define experiment Exp-Prop-Com in Figure 5.4. It is parameterized by the group
size N = 2" € N, integers P, C', and the number of rounds t. Essentially, it initializes
a group of N users and then for ¢ rounds generates update-proposal and commit
operations as follows. First, in every round P users Up are chosen uniformly at random
from the group [N] and issue an update proposal. This is followed by an uniformly
random user Ug issuing a commit, which leads to the group moving to the next epoch
and ends the round. To allow for the more general scenario that proposals are only
issued every couple epochs, we allow for a number of epochs in between sending update
proposal in which a commit, but no proposals, is issued. This is done by instead of
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Experiment Exp-Prop-Com(n, P, C,t) Round(Up, U¢)
00 N« 2" 16 cost « ()
01 CGKA .Create,, (svk) initialize group 17 PMSG < ()
02 PMSG « g for k € Up:
03 for win {ug,...,ux}: 9 pmsg < CGKA.Prop,, (‘upd’, L)
04 pmsg < CGKA.Prop,, (‘add’, u) 20 PMSG < pmsg
05  PMSG < pmsg 21 for k € Ug:
06 (cmsg,wmsg) <— CGKA.Com,, (PMSG) 22 (cmsg, -) < CGKA.Com,, (PMSG)
07 CGKA.Proc,, (cmsg, PMSG) 23 cost «— |cmsg]
08 for win {ug,...,ux}: 24 form € [N]:
09 CGKA.Join,(wmsg) 25 CGKA.Proc,,, (cmsg, PMSG)
10 initialize Cost = () 26 PMSG <+ 0
11 for i from 1 to t: issue rounds 27 return cost
12 Up+5{SC|[N]:|Up|=P}
13 Ug s {SC[N]:|Us| =C}
14 Cost < Round(Up, Uc)
5 return Cost

Figure 5.4: Experiment Exp-Prop-Com with respect to group size N = 2™ and numbers
of proposals P and commits C' executed over ¢ rounds. We use subscripts u to denote
that an algorithm is executed by user u, and omit algorithm outputs not relevant to
the experiment.

sampling a single committer to end the round, sampling C' committers uniformly at
random. To analyze the communication cost of operation sequences generated in this
way we record the size of each commit message generated during the experiment in an
array Cost.

Our goal is to compute a lower bound on the expected value of Cost(t) after running the
experiment for sufficiently many rounds. Recall that the amount of MACs, signatures,
and public keys contained in commit messages is at most logarithmic in N. Thus,
Cost(t) is dominated by the number of ciphertexts that have to be generated when
calling rekey-path (see Figure 5.2) to communicate the new secret keys on the com-
mitter u-snd’s path to the other users. Accordingly, we can bound the communication
cost from below by

Cost(t) > > [Res(v;)],

v; €Eco-path(vVy-snd)

the sum of resolution sizes on the committer’s co-path, and in our analysis it suffices
to derive a bound for this expression.
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5.4.2 Expected Number of Blanks

Recall that the resolution of a node is determined by which of its descendants are blank.
In this section we compute the expected probability of nodes at a certain depth being
blank in the ratchet tree generated by experiment Exp-Prop-Com.

Expressing blanks as a Markov chain. Consider the sequence (T;)!_; of ratchet
trees generated by experiment Exp-Prop-Com, where T; is the tree all users store as
part of their state after the ith call to round function Round. For a fixed intermediate
node v we can define a random variable (B;(v))!_, taking values in {0,1} where 0
corresponds to being a populated node and 1 to v being blank. We write B; instead
of B;(v) when there is no ambiguity. We observe that (B;)!_, forms a Markov chain.
Indeed, v transitioning from blank to populated or vice versa only depends on the choice
of the users Up and U issuing proposals or commits in the current round. Since the
chain is clearly irreducible, it has a unique stationary distribution. Denoting by p,_,i
the probability of the node switching from state B; = b to B;; = I/, the transition
matrix of (B;)i_, with respect to state vector (0,1)" is given by

M= (pOHO pl%O) ‘

Po—1 DPi—1

The eigenvalues of M are given by pg_.o — p1_,0 and 1 and an eigenvector of one-norm
1 with eigenvalue 1, corresponding to the stationary distribution, is given by

( P10 o1 )T. (5.1)

P10 + Pos1’ P10 + Po—s1

Analyzing the stationary distribution of (B;)!_,. Consider the state B; of an
intermediate node v at the end of round i. If B; = 1 (i.e., v is blank at the end of
round 7), then after the proposals Up and commits Ue of round ¢ + 1 have happened
B;+1 will remain blank exactly if none of the users in U have v as an ancestor. Further,
if B; =0 (i.e., v is a populated node at the end of round i), then B;,; will remain
non-blank unless at least one of the users in Up has v as an ancestor while none of the
users in Ugs do. Thus, if we denote

pp := Pr[v € ancs(Up)] and pc := Pr[v € ancs(Up)]

we have that p;_,o = pc and by independence of the choice of proposer and committer
that pg_,1 = (1 — pc)pp. By Equation 5.1 we obtain that the stationary distribution of
a node being blank is given by

.
Pc pP(l —pc) ) 2
blanks = , e (0,1]%. 5.2

MES (Pc +pp(1 —pc) pe+ (1 —pe)pp 0,1] (52)



5. CGKA: CONCURRENT UPDATES WITHOUT PRUNING

We now compute the probability of v being an ancestor of a proposing or committing
leaf, respectively. Assume v is at depth depth(v) = d. Then T has N2~ many leaves
that are in ancs(v). Therefore there are N (1 —2~%) many leaves that are not in ancs(v)
which implies that

N(1—-2—%)
pp = Pr[v € ancs(Up)] =1 — Pr[v ¢ ancs(Up)] = 1 — @_

(%)

B (N(l;?*d))

()

Analogously,
pc = Pr[v € ancs(Ug)] = 1 — Pr[v ¢ ancs(Ug)] = 1

Using Equation 5.2 we have shown the following.

Lemma 5.4.1. For an execution of experiment Exp-Prop-Com and internal node v of
depth depth(v) = d let (B;); = (B;(v)); be defined as above. Then the probability
that v is blank in the stationary distribution B = blanksys is

(1 B N(1;2—d) ) N(1E2_d)
E[B(v) = 1] = N(fi)_d)) (Nufil (53)
- e
(<) (7)

Before turning to computing a lower bound on the expected commit size in experi-
ment Exp-Prop-Com we look at some simple cases:

When P =1 = C, we have that pp = 27% = p.. Therefore,
E[B(v)=1] = (1 —27%/(2 —27%) ~ 1/2 for d large enough.

If P+C =0(1),

Q

(11— 20))(1 - 270
EIB0) =1~ T e a9

1—
_(1-@a-P2)(Q-C277)
1-(1-=(P+0C)279)

~ 5 —C for d large enough. (5.4)

In both examples we see a constant probability that a node is blank which, intuitively,
means that a commit should have a high upload cost. We formalize this in the next
section.
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5.4.3 Lower Bound on Sent Ciphertexts

In this section we prove a lower bound on MLS's communication cost for sequences of
operations generated by Exp-Prop-Com. As it turns out, already a constant number
of proposals per commit leads to commits being exponential in n = log(N), a far
shot from the best case communication complexity. More precisely we will prove the
following.

Theorem 5.4.2. If P+C = O(1) andt > 2N?log(N), then there exists a constant ¢ >
0 such that the expected cost of a commit after Experiment Exp-Prop-Com(n, P, Ct)
(Figure 5.4) satisfies the following inequality:

E[Cost(t)] > Q(N1°€2(1+(1—€)pf}fc)).

Before proving this result, we show a weaker result that already gives some of the
main ideas used in the proof of Theorem 5.4.2. We start by studying the size of the
resolution of a node vy at depth d € {1,...,log(N) — 1}:

E[[Res(va)|] = E[|Res(va)| | B(va) = 0] Pr[B(va) = 0]

+ E[|Res(vg)| | B(vq) = 1] Pr[B(vg) = 1]

= Pr[B(vy) = 0]

+ E[|Res(right(vq))| + |Res(left(vg))| | B(vq) = 1] Pr[B(vg) = 1]
= Pr[B(vq) = 0]

+ 2E[Res(left(va) | | B(va) = 1] Pr[B(va) = 1]
One can show that
E{|Res(left(v,))] | B(va) = 1] > E[|Res(left(v,)]]. (5.5)
This implies that for a node v, at depth d € {1,...,log(N) — 1},
E{|Res(va)|] > Pr[B(va) = 0] + 2E(|Res(left(va))[] Pr[B(vg) = 1.

A recursive application of this inequality yields
log(N)—d—1 i

E[[Res(va)] > 1+ > 2 HOPr[B(vdH) = 1].

=0
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Now let's assume that P = 1 = C. We know that for d > 3, E[B(v) = 1] = 1/2.
Therefore we obtain that

log log(N)—d—l
E[Cost(t Z > 1/2)
i=0
log(N)
=log(N) =2+ > (log(N)—d)/2
d=3

0g(N) — 2+ (log(N) — 3)(log(N) — 2)/4
2(N)/4 log(N)/4.

A similar computation when P + C = O(1) and P > C shows E[Cost(t)] =
Q(Nlogz(%}))_

IZZ

The gap between these bounds and the one stated in Theorem 5.4.2 is due to Equa-
tion 5.5 being non-tight. This is solved by studying how the size of the resolution of a
node grows when several of its ancestors are blank.

Proof of Theorem 5.4.2. In order to prove the theorem we first establish some
helpful results. Let's consider the random variable |Res(v)| that denotes the size of the
resolution of a node v. This corresponds to the number of ciphertexts that have to
be uploaded when a commit includes a fresh key for v's parent. The central idea of
the lower bound is to relate the expected resolution size of a node to the expected
resolution size of its children, and iterate this expectation in order to get a lower bound
that's exponential in log(N). In the proof, we keep conditioning on an increasingly
complicated event, and only consider the probability of a node being blank conditioned
on this event. This allows us to argue using a local property whereas the resolution
size of a node depends on the entire subtree of the node.

We now introduce some notation. Let Anc-bl,(d, v) be the event that all ancestors of
v up to depth d are blank after the experiment ends. We usually drop the subindex ¢
as we do with the other random variables considered in this section. When the node v
is clear from context, we write Anc-bl(d). Let v, denote the ancestor of v such that
depth(v,) = d. We use Ty, to denote the full binary subtree with root v, and leaves
the nodes in T that have v, as an ascendant and have the same depth as v. Let n’ be
the number of leaves in Tq,,. Notice that n/ = 2depth(v)—d

Lemma 5.4.3. Let X ~ Geo(q) be distributed according to the geometric distribution
with g € (0,1) and let Z = X mod (P+ C). Leti,j€{1,2,...,P+ C}. Let s be
an integer multiple of P + C, i.e. s =m(P + C) for some m > 0. Then,

PrZ=i| X <s]>(1 - "' Pr[Z=j| X <]
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Proof. This is an almost immediate consequence of some elementary computation with
finite geometric series. Let 4,5 € {1,2,..., P+ C}. Notice that

1 m—1 '
PriZ =i X <s]= TRy S (- q)FHO+-1g
h=0
1 1 Tnz—l (PAOYh
= ——=U0-97¢ ) (1-9 :
1—(1—gq) =

Now, notice that the only factor that depends on i is (1 — ¢)°. The result follows from
the observation that (1 —¢)"7 > (1 — ¢)PT¢~1L. ¥

We now introduce the event All-act. Intuitively, All-act simply states that all users in
Tgsup acted relatively recently. We'll later show that All-act happens with overwhelming
probability. More precisely, All-act simply states that if we look at the last 2N? log N
actions in T, ordered from the most recent to the least recent, there's a new user from
Teup in every at most 2N log N steps.

In other words, we're conditioning on the following event: Let X; be the random
variable denoting how many actions it takes for the ith user to appear after the (i — 1)
previous users already did. All these users must be different. We are assuming that
X; < 2NlogN for every i € {1,2,...,n'}. More formally, we will condition on X;
being less than some s > 2N log N that is a multiple of P+ C', but we omit this since
it does not affect the proof and introduces unnecessary notation.

Now, we analyze that the probability of v being blank conditioned on all of its ancestors
up to depth d being blank and All-act.

Lemma 5.4.4. Let £ > 0 and d € N such that & > 2¢Pth(V)=d+1(P 1 C' — 1) /N where
v is a node at depth depth(v) > d. Then,

Pr[B(v) =1 | All-act, Anc-bl(d)] > =(1+ (1 —¢)

P+C)'

N | =

Proof. We describe an experiment that will help us determine the probabilities of
possible states of Tg,.

For i € [n/], let X; ~ Geo(q;) where q; = “=HEL < 2depth(v)=d /N |ntuitively, X;
corresponds to the number of actions that occurred after the action corresponding to
X,;_1 until a “new" member acted on the tree.

Define Y; := i, X} mod (P + C). By linearity, we have that Y; = X; +Y;_;
mod (P + C). Intuitively, the Y;'s help us track whether this action was a commit or
a proposal. More formally, notice that if Y; < C', then the user that acted ith from last
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committed, and if C'+ 1 <Y; < P + C the user proposed. We also have that the Y;'s
form a Markov chain, i.e. Y; conditioned on Y;_; is independent of the previous Y}'s.

Moreover, we sample a uniformly random string of length n’ elements in order to assign
each leaf node to a position. For example, 0 = 312 (o(1) = 3,0(2) = 1,0(3) = 2)
would mean that the leftmost user was the first to act, the ‘central’ user was last to
act and the third user acted second. Notice that o(1) tells us the position in which
v acted and o(2) tells us the position in which sib(v) acted. For example, o(1) = 2
would imply that the action on node v was second to last on Tg,,. Notice that o
cannot repeat elements. Now we study the probability that v is blank conditioned on
the events All-act and Anc-bl(d):

Pr[B(v) =1 | All-act, Anc-bl(d)]

= Pr[B(v) = 1| All-act, Anc-bl(d), o(1) < o(2)] Pr[o(1) < o(2) | All-act, Anc-bl(d)]

+ Pr[B(v) =1 | All-act, Anc-bl(d), o(1) > o(2)] Pr[o(1) > o(2) | All-act, Anc-bl(d)].
We have that Pr[o(1) < o(2) | All-act, Anc-bl(d)] = £, as which node comes later is
clearly independent of All-act, Anc-bl(d) due to symmetry. Moreover, if o(1) < o(2),

i.e. v acts later than sib(v), we have that v is blank since par(v) is blank as we're
conditioning on Anc-bl(d). Thus, we have that

Pr[B(v) =1 | All-act, Anc-bl(d)]
_ ;<1 4+ Pr[B(v) = 1 | All-act, Anc-bl(d), o(1) > o/(2)]).

For the rest of the proof, we'll prove that

P

Pr[B(v) = 1| All-act, Anc-bl(d),o(1) > o(2)] > (1 _€)P+C

Before we get into the details, let's explain the intuition behind the proof. The proof
rests on the observation that if X ~ Geo(q) for small ¢, X;, mod (P + C') is close to
a uniform random variable. Moreover, X} and Y,_; are independent, so Y, = Xy +Y, 1
mod (P + () is also close to being a uniform distribution. Thus, no matter what
complicated event we're conditioning on, the probability that 1 + C <Y, < P+ C
will be approximately %.

Let f(y1, Y2, -, Yn, o) be a predicate that returns 1 if the assignment is compatible with
Anc-bl(d), (1) > o(2) and 0 otherwise. Let Z = Pr[All-act, Anc-bl(d), o (1) > o(2)].
For notational simplicity, we'll write 3 instead of

P+C P+C P+C  P+C P+C

PYYYoy Yy oy

k=1 oS, y1=1 y2=1 ykllyk+11 Yp=1
o(1)=k
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in what follows. Also for notational convenience, we omit the conditioning on All-act,
even though it's implicit in every probability we write. Then, we have that Pr[B(v) =
1 | All-act, Anc-bl(d), o (1) > o(2)] is equal to

P+C 1

*Z > fyl,yz,-.-vynud)i(n,_l) Yl—yll_[ Vi=uy | Yier =yl
Y= 1+C : :
(5.6)

where we used the Markov property of the Y;'s. Also notice that since we're interested
in the probability of v being blank, we're only summing up the values in the support of
Y} that start from C' + 1, so we are ignoring the first C' values. Again, for notation
simplicity, we introduce a new variable

p = Pr[Y1 = y] 11 PrlY; =y | Vi1 = 1]
151,12k Ik 41

Rearranging Equation 5.6, we get

fZ P vy 0)
C’+P
Y Pr[Yepr = vkt | Y =yl Pr[Ye = yi | Yic1 = yr—1]
yr=1+C
Let's now argue why it was possible to take f(y1,¥2,-..,Yn,0) out of the sum, i.e.

why it's independent of Y,(1y. If (1) < o(2), f(y1,%2,---,Yn,0) = 0 no matter what
Yy is. If o(1) > o(2), o(1) has no effect on its ancestors, so Y; doesn’t matter for
Anc-bl(d). Now, notice that if we instead sum all values in the support of Y}, we have
by the law of total probability that

1 1

1:§Z<

mﬂf(yl,yg, Y, O)

P+C
) Z PrYiyi = yrs1 | Ya = w] Pr[Ye = ui | Ye1 = yr1]

yr=1

Moreover, using the Markov property of the Y;, we have that

Pr[Yk+1 = Yk+1 ‘ Vi1 = ykfl]
P+C
= > Pr[Yi1r = yir1 | Y = v Yier = Y1) Pr[Ye = wi | Yie1 = yi1]

yr=1
P+C

= > Pr(Yier = yir1 | Y =y Pr[Ye = yie | Yie1 = yi—d] (5.7)

yr=1
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Thus, it suffices to show that

P+C

Z Pr[Yiir = Yk | Yo = u) Pr(Ye = w | Y1 = yr—1]
yr=1+C

P
> (1- E)m PrYii1 = yps1 | Yio1 = Y1)

Let ta0 = argmax; Pr[Yii1 = yki1 | Yo = ¢] Pr[Yy =t | Yi—1 = yr—1]. Notice that
Pr[Yk+1 = Yk+1 | Yk = tmam] Pr[Yk = tma:p ‘ Yk:fl = ykfl]

1
> m Pf[YkJrl = Yk+1 ‘ Y1 = yk—l] (5-8)

which follows from Equation 5.7. Then, by Lemma 5.4.3 (observe that X}, is bounded
because of the event All-act), for any 1 +C <t < P + C, we have that

Pr[Yk+1 = Yk+1 | Y, = t] PI‘[Yk =1 | Yi. 1 = ykfl]
2> Pr[Yk—l-l = Yk+1 | Y. = tmaw] Pr[Yk = tmaa | Yo = yk—l](l — q)2(P+C_1)

1
>(1—-2¢(P+C— 1))m PrYoyi = yrr1 | Yao1 = ya1]
1

PiC Pr[Yk+1 = Yk+1 | Ykz—l = yk—l]

where the second inequality follows from Lemma 2.1.5 and Equation 5.8. The last
inequality follows from the assumption that ¢ > 2d¢Pth(")=d+1(p 1 ' — 1)/N and the
fact that ¢ < 24ePth(v)=d /N Thys,

> (1—¢)

P+C
> PV =y | Ve =] PrYa =1 | Vi1 = yp1]
t=14C
> (1- €)P T Pr[Yig1 = Yks1 | Yeo1 = Ye-1)-
We thus conclude the proof. ]

We have two more lemmata left to prove before moving onto combining our results.

Lemma 5.4.5. Assuming at least 2N?log(N) actions took place, Pr[All-act] > 1— 4.
Proof. Notice that for any ¢ € {1,..., N},

Pr[X; > 2Nlog N] < (1 — jif)leogN < exp(—2log(N)) = N2
Then, Pr[All-act] > 1 — % by the union bound over all the X . O
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Lemma 5.4.6. Let ¢ > 0 and d € N such that e > 274(P + C' — 1) and consider a
node v such that log(N) — 1 > depth(v) > d. Then, we have that

E[|Res(v)| | All-act, Anc-bl(d)]

>(14+(1—-¢)

P C)E[\Res(left(v)ﬂ | All-act, Anc-bl(d, left(v))].

Proof. Observe that & > 2dPth()=d+1(p 4 ' — 1) /N since log(N) — 1 > depth(v).
By Lemma 5.4.4, we have that

E[|Res(v)| | All-act, Anc-bl(d, v)]
> E[|Res(v)| | All-act, Anc-bl(d, v), B(v) = 1]
-Pr[B(v) = 1| All-act, Anc-bl(d, v)]

> E[|Res(v)] | All-act, Anc-bl(d, v), B(v) 1]3(1 HU-) )

= 2FE[|Res(left(v))| | All-act, Anc-bl(d, v), B(v) = 1];(1 +(1—¢)

Pic)

= E[|Res(left(v))| | All-act, Anc-bl(d, left(v))](1 + (1 — E)P n C).

We are now ready to prove the section's main theorem.

Proof of Theorem 5.4.2. Let v be any node at depth d(v) = d and let € > 0 be a
small constant such that ¢ > 274(P + C —1). The fact that such d and ¢ exist follows
from the assumption that P 4+ C' = O(1). We show that the expected resolution size

of vis Q(NlogQ(H(l_E)P%C)). Since any commit will have a node of said depth in its
copath, this is sufficient for the proof. We start with the simple observation that

E[|Res(v)|] > E[|Res(v)| | All-act, B(v) = 1] Pr[All-act, B(v) = 1]
= 2E[|Res(left(v))| | All-act, Anc-bl(d, left(v))] Pr[All-act, B(v) = 1].

We use Lemma 5.4.5 in order to obtain that

Pr[All-act, B(v) = 1] > Pr[B(v) = 1] — Pr[-All-act]

Pr[B(v) =1] — —.
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It follows from repeatedly applying Lemma 5.4.6 that
E[|Res(v)]]
1
> 2(Pr[B(v) =1] — N)EHRes(Ieft(v))] | All-act, Anc-bl(d, left(v))]

> 2(Pr[B(v) = 1] — i)(1 + (1 —¢) )loga N—d(left(v))

N P+C
From Lemma 5.4.1 we obtain that
E[|Res(v)]]
N(1—2*d)) (N(1—27d)
11— (]I\D/) (1(\/;) 1 P logo N—d
Z Q N(1f2*d) N(172*cd) TN (1 + (1 - €> )
(N () N P+C
(c) (+)

We make use of Equation 5.4 and the expression above simplifies to E[Cost(t)] >
Q(NPE0+0-9%50)) a5 desired. O

The proof above does not explicitly state the constant that appears in the lower bound
of E[Cost(t)] = Q(Nlog?(lﬂl_a)ﬁpc)). However, one can obtain an explicit constant
from the proof. For instance if P = 1 = (', one can take ¢ = 1/8 and then for a node
vs at depth 3 and a node v, at depth 4, the proof shows that

E[|Res(v3)|] >2-1/2- (1 + (1 —1/8) - 1/2)le2 V=371
E[|Res(vg)|] >2-1/2- (1 + (1 —1/8) - 1/2)le2 V=471,
This implies that
E[Cost(t)] > E[|Res(v3)|] + E[|Res(v4)]]
~ (.39 - N%52,

For small values of N the previously shown bound of log?(N)/4 — log(N)/4 is more
relevant.

5.5 MLS-Cutoff: an Alternative Method for Update
Proposals

We introduce MLS-Cutoff a protocol variant of MLS that achieves better com-
munication complexity under random sequences of operations as defined in exper-
iment Exp-Prop-Com. As discussed in the previous section, blanking the path of users
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issuing an update proposals already for a small constant number of proposals leads
to a constant fraction of the tree's node being blank on expectation, which in turn
substantially negatively impacts the size of commit messages.

To prevent introducing blanks in the tree, one could have users perform a rekey-path
operation with every update proposal. In fact, this is the approach taken by the
continuous group-key agreement scheme CoCoA [AANT22]. However, taking this
approach has two downsides, both due to the fact that proposals can be issued
concurrently, meaning users make concurrent modifications to the ratchet tree.

1. If two users uy, uy rekey their path concurrently, u; will encrypt a path secret s;
under a public known to us that is supposed to be replaced by usy's rekey operation.
As a consequence CoCoA suffers from slower PCS. In MLS, if every compromised
user issues an update proposal and another user commits to the proposals, then
the new application secret will be secure. In CoCoA, on the other hand, it can
take up to depth(T) rounds to recover from compromise.

2. Concurrently rekeying paths prevents users to compute and sign parent hashes, as
they cannot anticipate which keys will be placed in the sub-trees rooted at their
co-path nodes. (Recall that the parent-hash value of node v is computed with
respect to the tree-hash of its sibling sib(v).) As a consequence, CoCoA only
achieves semi-active but neither active [ACJM20] nor insider security [AJM22].

We observe that the issues above only occur from the point on where u; and us's
update paths meet. Further, if the number of issued update proposals is small, with high
probability the users’ update paths merge high up in the tree. Our protocol MLS-Cutoff
makes use of this observation by having update proposals only re-key the path up to
a certain point. Looking ahead, proposals do not affect the log(depth(T)) topmost
levels of the tree. Still, when applying the proposals it can be the case that a node is
affected by more than one rekey operation if the issuing users are situated close enough
in the tree. In this case we have to resort to blanking the node. This turns out to be
sufficient to prevent the two issues outlined above.

5.5.1 Protocol Description

In this section we discuss the modifications MLS-Cutoff makes to the MLS protocol
and defer its formal description to Appendix B.2.2. MLS-Cutoff differs in two aspects
from MLS, namely how update proposal messages are generated, and how proposals
are applied to the ratchet tree using apply-props.

The protocol is parameterized by a cutoff parameter i.,;. CGKA.Prop works the same
as before for removals or additions of users. When issuing an update, however, the
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user creates a copy T’ of the ratchet tree and calls the path rekeying function (see
Figure 5.3) to obtain

(T’, UpdPath) < rekey-path(v,, icyt)-

The proposal message pmsg = (‘upd’, UpdPath) is framed and communicated to the
rest of the group, and T’ stored as a pending update.

Commit operations work in the same way as in MLS, except for using a modified
subroutine apply-props in step 2a. For an overview on apply-props see Figure 5.5. The
function modifies the copied tree T’ and processes removals and additions in the same
way as MLS, i.e., by blanking the leaf and path of removed users and adding added
users as unmerged leaves. Update proposals (‘upd’, UpdPath) from issuing user u-snd
are processed by first updating the keys of affected nodes. More precisely, the public
keys pkg, ..., pk,_; . contained in UpdPath are used to replace the ones on u-snd’s
update path (vy,...,v,) = path(vg), where vg = v, na. Further, the processing user u
recovers all secret keys they should have access to, i.e., the ones from the least common
ancestor v; of v, and vy gna up to v, (if the v; is above v,_;_ ,, no secret keys are
recovered), and assigns them to the corresponding nodes. This is abstracted as helper
function recover-sks in Figure 5.5 that takes as input T’ and ciphertext collection C;
and returns the updated view of T’ with replaced secret keys.

After the keys of nodes affected by pmsg have been updated, apply-props blanks nodes
if necessary. l.e., all nodes (vy_;_,+1,---,v¢) on u-snd’s update path after the cutoff
point are blanked. Further, nodes affected by at least two update proposals are blanked
as well. To this end the function keeps track of a set V_, containing all nodes the keys
of which have been replaced so far, that is updated at the end of processing pmsg.

After having executed the alternative version of apply-props in step 2a the commit
algorithm CGKA.Com proceeds in the same way as MLS. In particular, in step 2b the
committing user issues a full path rekey operation rekey-path(u,0), which establishes
a new root secret.

Commits to a collection of proposals are processed in an analogous way to MLS, i.e,
the only difference being the use of the modified apply-props function.

5.5.2 Security

MLS-Cutoff achieves the same level of security as MLS. More formally in Appendix B.2.2
we prove the following theorem

Theorem 5.5.1. If PKE is IND-CCA2 secure, SIG is SEUF-CMA secure and calls
to Hy,Hy, H and MAC are replaced by calls to a random oracle G, then MLS-Cutoff
securely realizes (Fhs, Fxs, Fcoka) in the (Fas, Fxs, G )-hybrid model.
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Algorithm apply-props(T’, PMSG)

00 if exists ((‘upd’, ad), U—OWH) = pmsg € PMSG \own proposal
01 T « pendUpd(pmsg) \\ recover corresponding tree
02 Vol ] \ set collecting potential collisions

03 for pmsg € PMSG:

04 parse ((‘type’, ad), u-snd) < pmsg

05 if (‘type’,ad) = (‘upd’, UpdPath)

06 if u-snd = u-own \\own proposal already handled
07 skip to next pmsg

08  \\rekey nodes

09 parse (pkg, (pky, C1), ..., (Pky_i ., » Ci—icn) < UpdPath

10 Vo < Uy-snd

11 (v1,...,v;) < path(vp)

12 for j=0,...,0 — eyt

13 v;.pk < pk;

14 if v = Ica(vu_own, Uu—snd) \\ least common ancestor
15 T + recover—sks(T’, C]) \\ recover secret keys
\ \\ blank nodes

17 forje{l,....,0 —icu}

18 if v € Vol \\ blank collisions
19 blank(v;)

20 for je {f —leut + 1, ... ,f} \ blank remainder of path
21 blank(v,)

22 Vco] — {’Ul, . ,’Ug} \ update collision set

23 \\ process removes, adds as before
24 else if (‘type’,ad) = (‘rem’, u-rem):

25 bIank-Ieaf(T’, qurem) \\ blank u-rem’s leaf
26 for v € path(vyrem) blank u-rem's path
27 blank(v)

28 T « truncate(T/) \ truncate tree if necessary
29 else if (‘type’,ad) = (‘add’, (u-add, pk)):

30 add—leaf(T’, u—add, pk) \\ assign u-rem leaf
31 for v € path('uu_add) \\set Vy-aada as unmerged
32 vounm <y {Uyada}

33 return T’

Figure 5.5: Applying proposal messages in MLS-Cutoff. The function’s formal descrip-
tion is in Figures B.18. We assume PMSG is ordered with update proposals followed
by removals, followed by adds.

We provide some intuition on why the result holds. As MLS-Cutoff closely resembles
MLS we are able to largely rely on the security proof of [AJM22]. The recent work of
Cremers et al. [CGWZ25] shows that the signature scheme used must be SEUF-CMA
secure rather than just EUF-CMA secure as originally stated in [AJM22], though their
security proof already made use of SEUF-CMA security implicitly. We note that while
in MLS-Cutoff update proposals lead to modifications to ratchet tree nodes beyond
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users’ personal leaves, it preserves the following property. For an update issuing user
u denote their leaf by vy, consider their update path (vy,...,v), and assume that
the keys of nodes vy,..., v, have been replaced after processing a commit to the
update proposal and vg.1,...,v, have been blanked. Then all sub-trees rooted at the
nodes sib(vg), ..., sib(vx) must be in the same state as they were when the update
proposal was issued. Indeed, if this were not the case for one of the nodes, then it
would have caused a collision of update proposals and been blanked. This has the
consequence that, on the one hand, keys being added to the tree cannot be encrypted
under a public key that was concurrently being replaced, and, on the other hand, that
the added nodes are compatible with the parent hash mechanism.

5.5.3 Upper Bounds on the Update Cost

We compute an upper bound on the communication complexity of MLS-Cutoff for
sequences of operations as produced in experiment Exp-Prop-Com. We focus on the
case C' =1, as the performance for C' > 1 is even better.

Expected number of blanks in MLS-Cutoff’s ratchet tree. Let N =2" t €N,
C' =1, and let P € N be constant. Consider an execution of Exp-Prop-Com(n, P, C't)
with respect to CGKA MLS-Cutoff. As in Section 5.4.2 consider the sequence (T;)!_,
of ratchet trees generated after the i-th application of Exp-Prop-Com’s round function.
For a fixed internal node v we can define a random variable (B;(v))_, taking values
in {0, 1} where 0 corresponds to being a populated node and 1 to v being blank. We
write B; instead of B;(v) when there is no ambiguity. We note that all users have
filtered paths of length n.

Now consider a node v below the cutoff bound i.,, meaning that v's depth d =
depth(v) > icy, which implies that v is re-keyed if one of its descendant leaves issues
an update proposal. We observe that, again, (B;); forms a Markov chain, since the
node switching from blank or vice versa only depends on the question, whether it is
affected by update proposals and/or commits.

More precisely v moves from blank to populated if it is affected by the commit or by
exactly one update proposal, and from populated to blank if it is not affected by the
commit and at least two update proposals.

P10 = Pr[v € ancs(Ug) V [{u € Up : v € ancs(vy,) }| = 1]
Po—1 = Pr[v ¢ ancs(Ug) A [{u € Up : v € ancs(uvy,)}| > 2].

132



5.5. MLS-Cutoff: an Alternative Method for Update Proposals

Thus, we have

P10 = Prfv € ancs(U¢g)| + Pr[|{u € Up : v € ancs(v,)}| = 1]
— Pr[v € ancs(Ug) A [{u € Up : v € ancs(v,) }| = 1]
(N(1—2—d)> (N(1—2‘d))
— 2 pa—2 Pt (12 L)p(1— 2P

(e) (e)
Ve 27

=1+ (P(1—2"HP1g=d 1) ( ¢

()

=1

and

Po—1 = Pr[v & ancs(Up)] Pr[|{u € Up : v € ancs(vy,) }| > 2]
(N(172*d))
c _ _ P
= (-1 -2 = P21 27",
)
Observe that for C' =1 and d sufficiently large this simplifies to
P1—o0 ~1-— (1 - 2id> = 27d

and

P =l—(1—-27H" - p2d(1 —27H1 = p(p—1)27*

By Equation 5.1 we obtain that the probability of v being blank in the stationary
distribution (when d = depth(v) > i) is given by

N P22—2d P22—d P2
E[Br)=1]= 2L~ ~ eO( ) (5.9)

Proo T po 2704 P72 T 1y pro=d = U\ 9d

As a consequence, the ratchet tree exhibits on expectation a constant amount of about
P? blank nodes on level d.

Now consider a node v above the cutoff bound iy, i.e., d = depth(v) < icy. This
implies that v changes from populated to blank if and only if (at least) one of its
descendant leaves issues an update proposal and none of them issue a commit, whereas
v changes from populated to blank if and only if at least one of them issues a commit.
Using similar arguments to previous ones, we obtain that

(N(IEQ—d)>

()

P10 = Pr[v € ancs(Ug) =1 —

133



5.

CGKA: CONCURRENT UPDATES WITHOUT PRUNING

and

Pos1 = Pr[v ¢ ancs(Uc) A v € ancs(Up)] =

If C'=1 this simplifies to

Proso =277,
Pt = (1—27H1-(1-2H")=(1-279)pP279

By Equation 5.1 we obtain that the probability of v being blank in the stationary
distribution (when d = depth(v) < icy) is given by

]E[B(U) _ 1] _ Po—1

= 5.10
P10 T Po—1 2-d 4 (1 — Q_d)PQ_d ( )

(1—-2"4p2-4 [0 P }
"1+ Pl

Bounding |Res(v)|. The size of the resolution of a node v can be bounded by the
number of blank nodes in the subtree rooted at v plus one. If C' =1, we use this simple
fact and Equations 5.9 and 5.10 in order to obtain that for nodes of d = depth(v) > iy

& e P(P—1)277
E[[Res(v)[] <1+ 24— ;
d,:%g:(m 1+ P(P—1)2-1

<1+ P(P—1)27%log(N) — d)

and for nodes of d = depth(v) < icyt

e L, P(P—1)27¢ (AR S
E[Res(v)] <1+ > 2¢7¢ — > 2t
P /0N 1+ P(P—1)24 =~ | 1+ P
2d _ 2icut

<1+ P(P—1)27%log(N) — deu) + 2-dﬁ

< P(P —1)27%1og(N) — igy) 4 2%~

Bounding |pmsg| and |cmsg|. To compute a bound on the communication com-
plexity of MLS-Cutoff for random sequences of operations, recall that by definition
of rekey-path(T’,id, ), if the v = vy and (vy,...,v,) = path(vg), the amount of
ciphertexts is given by
-1
|ICTXT| =>_|Res(sib(v;))].

Jj=0
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We make use of the previous bounds on the size of the resolution of a node and obtain
that
log(N)
E[|CTXT[] = >_ E[[Res(vq)l]
d=1

Z‘cut: -1

< Z (P(P_ 1)2_d<10g(N) _icut> +2icut—d)

log(N)
+ Y 1+ P(P—1)2"%log(N) — d))
d=tcut

< P(P —1)(log(N) — icyt) + 2 +10g(N) — ey + 1.

If we set icy = log(n) = log(log(NN)), we obtain that
E[|CTXT]|] <log(N)+ (P(P — 1)+ 1)log(N/log(N)) + 1.
We have shown the following.

Lemma 5.5.2. Let C' =1, and let P € N be constant. Let t be sufficiently large.
For N = 2" set i.,, = log(n). Then, on expectation, proposal messages pmsg and
commit messages cmsg output by MLS-Cutoff for sequences of operations as defined
by Exp-Prop-Com satisfy

E[[pmsg|] < E[|cmsg|] € O(log(N)).

We point out that the amount of proposals per commit needs to be small compared
to the group size N in order to guarantee a logarithmic communication complexity.
Observe that Lemma 5.5.2 gives a bound that is asymptotic in N while P is assumed
to be constant. If P becomes too large compared to the group size, the probability
of blanks being introduced in the ratchet tree grows. In the extreme case of all
users issuing update proposals, for example, the whole tree is blanked just as in
MLS. We point out, that a linear communication complexity is, however, inherent for
this type of ‘massive’ concurrency when only standard cryptographic primitives are
taken into consideration (compare, e.g., the lower bounds of [BDR20]). As a second
point, experiment Exp-Prop-Com does not remove users from the group, which would
introduce blanks as well. However, observe that these blanks would be removed at a
faster pace in MLS-Cutoff compared to MLS due to the additional path rekeying in
update proposals.

Summing up, we see MLS-Cutoff as an attractive alternative to how update proposals
are handled in MLS; it provides the same security properties, but has an improved
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communication complexity for moderate numbers of concurrent update proposals. We
consider it an interesting open question to evaluate its performance in more realistic
models.
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CHAPTER

Conclusion

In this thesis, we have made substantial progress towards constructing more efficient
CGKA schemes as well as determining the limits of what can be achieved if we only
consider standard cryptographic primitives as building blocks. However, very little work
has been done when it comes to studying what can be achieved from more advanced
primitives.

Recently, Alwen et al. [ABG'25] have shown that the lower bound given in Chapter 4 can
be circumvented if one uses succint multiparty non-interactive key exchange (SMNIKE).
Namely, they prove that using such a primitive, it is possible to build a CGKA for
which the cost of replacing d many users is O(d). This means that for d € o(n),
their construction beats our lower bound of Q(dlog(n/d)). They also give a candidate
construction of SMNIKE based on iO. It remains an open question whether it is possible
to achieve a similar complexity from weaker assumptions.

Even in the case where one only considers standard primitives, the bound given in
Chapter 4 does not give a complete picture of the complexity of batched replacements
for CGKA since it allows for coordination between users. |l.e., it remains open to explore
what happens when users operate in a setting more similar to the one considered in
Chapter 3 where they are not aware of what other users may be doing.

In Chapter 5 we showed that MLS does not just have worst-case linear communication
cost, but rather that its communication cost may be very far from logarithmic on
average. In the past it used to be assumed that this high communication cost was
reserved to particularly ill-chosen sequences of operations and unlikely to be seen in more
realistic scenarios. We also gave a protocol, MLS-Cutoff, to fix this issue. However, it
is not entirely clear what a “realistic sequence” is. This leads to the following two open
questions:
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1. how do MLS and MLS-Cutoff perform when other distributions of sequences are
considered?

2. Do other CGKA constructions also suffer from a similar problem?

Bringing secure group messaging based on CGKAs to the real world requires not just
giving more efficient constructions, but also implementing them. This has been done in
the case of MLS (see, for instance, the following list [Tho]), but we have not tried to
do it with MLS-Cutoff. This would open the door to an experimental analysis of their
complexity.

Finally, the use of CGKA beyond the context of group messaging remains largely
unexplored with the exception of encrypted cloud storage [BBH25] and, therefore,
finding more use cases for CGKA remains an open problem.
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APPENDIX

Supplementary material for
Chapter 4

A.1 Lower Bounds for Continuous Group Key
Agreement

In this section we show that the lower bound of Section 4.2.2 in the combinatorial model
carries over to the setting of batched replacements of users in continuous group-key
agreement schemes in the symbolic model. In Section A.1.1 we define the symbolic
model and provide syntax for continuous group-key agreement, in Section A.1.2 we
prove our lower bound.

A.1.1 Continuous Group-key Agreement in the symbolic model

Building blocks and entailment relation. We now give syntax for continuous
group-key agreement (CGKA) in the symbolic model, focusing on batched replacement
of users. As in Section 4.3.1, we first discuss the covered building blocks, i.e., public-key
encryption (PKE), pseudorandom generators (PRG), pseudorandom functions (PRF)
and dual pseudorandom functions (dPRF). Further, our bound also extends to the
setting allowing for key-updatable public-key encryption (kuPKE) as an additional
building block. As it makes for a cleaner presentation, instead of adding kuPKE to the
considered building blocks in this section we prove this in Section A.1.3. We consider
symbolic variables of the following three types; (pseudo)random coins denoted by r,
public keys pk, and messages m. Random coins of type r also serve as secret keys for
PKE schemes, and we will typically denote them by sk if they are used in that context.
Similarly, ciphertexts are considered to be of message type m and we will denote them
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by c if used in this context. Symbolic variables are depicted using typewriter font to
distinguish them from their non-symbolic counterparts. Upper case typewriter letters
are used for sets of symbolic variables.

The only building block whose syntax was not discussed in Section 4.3.1 is public-key
encryption. A public-key encryption scheme PKE = (PKE.Gen, PKE.Enc, PKE.Dec)
specifies the following. Key generation algorithm PKE.Gen(sk) receives as input a
secret key sk (of type r) and returns the corresponding public key pk. Encryption
algorithm PKE.Enc(pk,m), on input public key pk and message m, returns a cipher-
text ¢ (of message type). Decryption algorithm PKE.Dec(sk, c), on input secret
key sk and ciphertext c, returns a message m. We require perfect correctness, i.e.,
PKE.Dec(sk, PKE.Enc(pk,m)) = m for all m and all sk, pk with pk = PKE.Gen(sk).

The grammar rules, and the rules for the entailment relation F for PKE, PRGs, PRFs,
dPRFs and the secret sharing scheme are very similar to the ones used in Section 4.3.1.

variable type grammar rule
T — terminal type, PRG(r), PRF(r), dPRF(ry, 12)
pk — PKE.Gen(r)
m — r, pk, PKE.Enc(r,m)

entailment relation

meM = MbEm
MEr = MF PRG(r) = (r1,12)
MFr = Vad: M+ PRF(r, ad)
MEr, o = M F dPRF(r, rs)
MF pk,m = M+ PKE.Enc(pk,m)
MFE (r,c): ¢ = PKE.Enc(pk,m) and pk = PKE.Gen(r) = MbEm
HIEFMF{SL(ID)},EI = MFm

Thus, (pseudo)random coins can be sampled freshly or derived with a PRG, a PRF or
a dPRF. Public keys are constructed from random coins using PKE.Gen, and messages
can be of arbitrary type and, in particular, include encryptions of other messages under
public keys. To a set M of symbolic variables we associate Der(M), the set of variables
derivable from it, i.e., for m we have

m € Der(M) exactly if M m.

CGKA in the symbolic model. A continuous group-key agreement scheme allows
a group of users to maintain a shared group key evolving over rounds. Opposed
to the setting of multicast encryption, however, CGKA does not rely on a trusted
central authority that has access to all secrets. Instead, every user keeps track of
a personal state and can send protocol messages that are distributed to the other
users via an untrusted server. The security goals being (a) that the scheme provides
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post-compromise security (PCS) by users issuing update operations, which roughly
corresponds to the group being able to achieve security even in the presence of past
exposures of users’ states'; and (b) enabling group members to both add new users and
remove group members from the group, while maintaining the expected confidentiality
guarantees with respect to these added or removed users. The goal of this section is to
prove lower bounds on the communication complexity of operations of the latter kind,
essentially showing that it is not possible to improve over the “fair-weather" complexity
of the add/remove mechanism employed by the MLS standard. Again, for an easier
presentation of our bound, we keep the group size constant over the experiment by
working with a simplified syntax that, similarly to Section 4.3.2, instead of allowing for
arbitrary updates, adds, and removes, uses a replacement algorithm that can be called
to replace a batch of group members with a set of non-members of the same size.

Formally, a CGKA scheme specifies 5 algorithms CGKA.Setup, CGKA.Init, CGKA.Repl,
CGKA.Proc, and CGKA.Key.?2 The scheme proceeds in rounds ¢, each of which
establishes a group G; C [nm.x] and corresponding group key k' of type r. Here [nyax,
for nmax € N, is the universe of users. After initialization of the group Gy, in every
round, some user u replaces a set of group members with a set of new users of the
same size. Afterwards, all users process these operations, resulting in a new group
and group key. More precisely, for t > 1, let A; and D; be the sets describing the
users added to and removed from the group round ¢, respectively. Then, the group G;
established at the end of round ¢ is computed from the one of the previous round as

G, = (G U A\ D, (A1)

We now describe the syntax of the algorithms more formally.

- CGKA.Setup(nmax; R), on input the universe of users and random coins R, outputs
public information (pub, pub) (e.g., containing every user's initial public key), as
well as an initial state (ST,,st,) for every user u € [ny.x]. Note that the public
information, as well as the users’ states, consist of a symbolic and a non-symbolic
part.

- CGKA.Init((ST,, sty), (pub, pub), Go; R) receives as input the user's (initial) state,
the public information, the description of a group Gy C [nyax|, and random

10One could also consider other notions of security like post-compromise forward secrecy (PCFS)
that require security even in the presence of both past and future exposures of users' states. By only
asking for PCS we obtain a stronger result since we are proving a lower bound.

2Qur syntax is an adaptation of the one from [ACPP23] to account for dynamic operations.
Compared to that of [BDR20], ours separates the setup from group creation (needed to extend the
syntax to the dynamic setting), and includes an explicit algorithm outputting the group key, as opposed
to it be part of the output of CGKA.Proc.
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coins R. lts output ((ST,,st,), (Mg, Mg)) consists of the updated state and a
control message (Mg, Mg).

- CGKA.Repl((ST,, sty), (pub, pub), A;, D;;R) in round t takes as input a user u's
state, where u € G;_1, the public information, a set A; C G;_; of users to be
added to the group, a set D; C [nyax| \ Gi—1 of the same size that collects the
users to be added to the group, and random coins R. It returns u's updated
state (ST/,st’) and a control message (M;, M;).3

- Deterministic algorithm CGKA.Proc((ST,, st,), (pub, pub), (M, M)) gets as input
a user u's state, the public information, and a protocol message. Its output is an
updated state (ST, st/,) and a group description G C [Npax].

- Deterministic algorithm CGKA.Key(ST,, st,), on input a user's state, returns u's
view of current group key k.

Analogously to the setting of multicast encryption, for brevity in the following we will
typically drop the non-symbolic parts of the public information (pub, pub), control
messages (M, M), and users’ states (ST,, st,); and simply write pub, M, and ST,. We
also impose the requirement that symbolic outputs of the algorithms are derivable from
their symbolic inputs and that only a finite number of symbolic derivations is done.

Correctness and security. We define correctness and security of CGKA schemes
in the symbolic model according to the game SEC“®K” in Figure A.1. The game
is defined with respect to (Numax, tmax, Go, Uo) and (ug, A;, Dy)i3*. Similarly to the
corresponding game for ME, [n,,.x] is the universe of users, ¢, the number of rounds
the game is run for, and Gy the initial group. Following the initial set-up, user wug
generates ( using algorithm CGKA.Init. Afterwards the game proceeds in rounds ¢
determined by (uy, Ay, Dy), where user u,; uses CGKA.RepI(STf;l,At,Dt) to replace
the set A; C Gy_1 by the set D; C [nyax| \ Gi—1. Here we require that u; € G, \ Dy,
i.e., users executing the replacement must be group members and users are not able to
remove themselves from the group. In every round the game verifies that (a) all group
members have access to the current group key, which essentially means

Jx' : k' = CGKA . Key(ST!) for all u € Gi;

3As it makes for a cleaner presentation, in our syntax a single user generates the control message
replacing the users in A;. However, our lower bound also applies in straightforward manner to CGKA
in which users in any given round are able to concurrently issue the replacement of sets of users, and
the resulting control messages are in turn processed by all group members. In this setting our lower
bound holds with respect to the overall number of users removed per round.
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Game SEC““®*((nmax, tmaxs Go, to), (ue, Ag, D;)i=3) Oracle ROUND(uy, A, D)
00 sample R) ,R™! 18 require u; € Gy_1 \ Dy
for u € [Nmax] \ {uo}: 19 require Dy C Gy_1 A Ay C [Nmax) \ Gi—1
02 Rg(—@ 20 Gt<—(Gt,1UAt)\Dt
03 (pub, (ST )ucme]) ¢ CGKA.Setup(nmax;R™') 21 sample R,
14 (Mo, ST,}) < CGKA.Init(ST,}!, pub, Go; R, ) 22 for u € [max] \ {uw:}:
05 foru € Go: 23 R« 0
06  STY + CGKA.Proc(ST, !, pub, My) 24 (Mg, ST, ') <= CGKA.Repl(ST, !, pub, Ay, Dy; RY,)
07 k% + CGKA.Key(ST?) 25 for u € Gy:
08 k0« x° 26 ST! + CGKA.Proc(ST!"! pub, M;)
09 for u € [Numax] \ Go: 2 k! + CGKA.Key(ST!)
10 ST «+ ST, ! 28 k'« K,
11 if Ju € Gp: kY £k 29 for u € [Mmax] \ Gi:
12 return 0 disagreement on key 30 ST; — ST?;I
13 if k* € Der(pub, Mo, ((ST)9__1,R%)uga,): 31 if Ju e Gy K, £k
] £ return 0 group key insecure 32 return 0 disagreement on key
15 fort = 17 s atmax: 33 if kt € Der(pub’ (Mt’)i’:[)a ((ST$;)§I:—17 (R‘Z)E’ZO)U¢G:):
16 ROUND(At7 Dt) 34 return 0 group key insecure
17 return 1

Figure A.1: Symbolic security and correctness game for continuous group-key agreement
scheme CGKA.

and that (b) non-members of the group, even when colluding and having stored all their
previous states ST” as well as all random coins RY sampled while issuing replacement
operations, are not able to derive the current group key, i.e.,

k' ¢ Der (pub, (My)_q, ((STE)i— 1, (BE)b—ouciman\ G ) -

Similarly to the case of multicast encryption, we assume that the symbolic part of the
initial state, namely, ST, ! only contains symbols of type random coins. We also require
that for all r € ST, ' Up<y<t,., RL:

r ¢ Der (((ST," U Up<y<tnBl) \ {T}) U Unefnpunfu} (ST, U Up<rrct,,o BE) ) -
(A.2)

Useful secrets and associated set system. Analogously to Section 4.3.2 we first
define useful secrets generated during the execution of the security game. Thus, consider
an execution of SEC®KA with respect to CGKA scheme CGKA, (Mmaxs tmaxs Go, o),
and (ug, Ay, D;)i3*. For t € [tmax]o let T be a symbolic random coin (recall that r can
also serve as secret key of a PKE scheme) generated up to and including round t. We
say that r is an useful secret in round t, if

r ¢ Der (pub, (Mt’>§’:07 ((STtu)i’:flv (Rtu)ilzo)ue[nmax]\Gt) )
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i.e., if it cannot be derived even if all non-group members at time ¢ are colluding. To
useful secrets we associate a set of users as follows.

Definition A.1.1. Consider an execution of security game SEC CKA with respect

to CGKA scheme CGKA, setup (Nmax,tmax, Go,uo), and sequence of operations
(ug, Ay, Dy)im3<. Let t € [tmax)o and v be a random coin. We associate to (t,r)
the set S(t,r) of users that at any point in time up to round t, had access tor, i.e.,

S(t,r) = {u € [max] | T € Der(pub, ST, ", (M )o<r<t: uea,» (B imo) }
Further, we define the associated set system S, in round t as

Si :={S C [nmax| | there exists useful coinr: S = S(t,r)}.

In the following we will show that (S;); (or rather a subset that we will define later)
satisfies the properties required in the combinatorial model of Section 4.2.1. Before,
though, we give a brief comparison to the associated set system used in Section 3.4.1.

Remark A.1.2. In Section 3.4.1 we also consider a symbolic model for CGKA and
associate a set system to useful secrets, with the aim of proving lower bounds on
the communication complexity of the group recovering from corruption over a certain
number of rounds. In that work, a set S(t,r) associated to some useful secret r
intuitively correspond to the users who have access to r in round t. In this work, in
turn, we work with S(t,r) corresponding to the set of users who in any round up to t
had access to r, be it from their internal state or because it was one of the random
coins they sampled while generating a replacement operation.

Our definitional choice has two effects. On the one hand, we are no longer able to
connect the evolution of the set system from S;_1 to S; to the number of ciphertexts
that were sent in round t, but have to work with the weaker concept of ciphertexts
sent from the beginning of the experiment until round t (which, however, is still strong
enough to obtain meaningful bounds). On the other hand, while the approach of
Section 3.4.1 was only able to guarantee that a set S added to S; in round t must have
been covered by a union of sets in S;_1 and that the cost of this operation in terms of
ciphertexts essentially matched the size of the union, in this work we can guarantee the
existence of sets in S;_1 whose union exactly matches S. This allows us to connect
the number of ciphertexts sent in order to add a set to the set system, to a cover with
respect to the set system of the previous round. The latter is necessary to be able to
apply the Bollobas Set Pairs Inequality.

The connection between the derivation rules of the symbolic model and the sets
introduced in Definition A.1.1 is similar to the one we proved for the case of multicast
encryption in Lemmas 4.3.2 and 4.3.3. In the case of CGKA we state the results and
defer the proofs to Appendix A.2.
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Lemma A.1.3. Let r be of type random coin and useful at time t € [tiax]o, and u a
user such that uw € S(t,r). Then

1. there exist ' and i € {1,2} such that PRG(r'); = r, ¥’ is useful at time t and
ue S(t,x), or

2. there exist ¥’ and associated data ad such that PRF(r', ad) = r, t’ is useful at
timet and uw € S(t,x’), or

3. there exist r1 and ry such that dPRF(ry,r3) = r, at least one of ry and ry is
useful at time t, and u € S(t,r1) N S(t,r2), or

4. r € ST,  UUL_,RE, or
5. there exists ¢ = ep(-) 0 ...0e4(-) o...0ey(r) where e; = PKE.Enc(r;,-) or

e; = Sy, (+) such that

a) ¢ € pubU U< vee, M,
b) for all i such that e; = PKE.Enc(pk,, -) there exist random coins r; such
that pk, = PKE.Gen(r;),

c) if e; = PKE.Enc(pk,,-) and i > g + 1, then r; is not useful at time t,
d) there exists i € {0,...,h} such that e, = PKE.Enc(pk;, -),

e) e, = PKE.Enc(pk,, ") and r, is useful at time t, and

f) for all i such that e; = PKE.Enc(pk,, -) it holds that u € S(t,r;).

Lemma A.1.4. Let r be of type random coin and useful at time t € [tyaxo, and u a
user such that w € S(t,r). Then there exists a sequence {r1 4, ..., Ty, ut} Such that

6. for all i the secret r;,; is useful at time t and u € S(t,x;,4),
7. Toput =T,

8 114 €ST;'UUL_,R:, and

9. forallie{1,...,¢,— 1} one of the following is true

a) PRG(r;,+) = (r1,r2) for some ry, ro such that either r;11,: = 1 or
Titiut = T2, OF
b) there exists ad such that PRF(x; .+, ad) = riy1.44, oF

c) there exists r;, , such that u € S(t,x;, ;) and dPRF(r; ., T}, ;) = Tiy1ut
or
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d) there exists a ciphertext c;,+ € pub U Uz<;. ye ¢, Mg such that

Ciut =¢€o(-)o...0e4(-)o...0ep(Tit1ut)

where all properties of Case 5 are satisfied and r;,, = r, satisfies that
ey = PKE.Enc(pk,, -) and pk, = PKE.Gen(z,).

Observe that {,, depends on u,t and r, so in some cases we make this explicit and
write £, or just (. if r is clear from context.

Following the same approach as in Section 4.3.1, we define a graph G, = (V}, &) for
t € [tmax — 1]o using the sequences from Lemma A.1.4 for the group key k’. Namely,
the set of nodes V; corresponds to the elements of the sequences {k{ ;... X%} .}
associated to the group key k' and each user u € S(t,k"), and the set of edges &
consists of all pairs of the form (ki , ki, ).

Property 9c can lead to two edges in the graph G, if both inputs r;,,; and r],, are
useful at time ¢. If this happens, then we make the same choice for all users’ sequences
in order to make sure that one dPRF pre-image does not result in two edges in &;. This
is possible since u € S(t, i) NS(t,15,4)-

Before studying the properties of this graph, we introduce a modification of any
CGKA protocol such that the graph associated to the modified protocol has properties
analogous to the ones of Lemma 4.3.4. This approach was already used in [AAB*21].
If CGKA is a CGKA scheme we define a new CGKA scheme CGKA’ by substituting
any random coin in r € Uyepn] (ST U Up<r<tyan RY) by r' = PRG,(%) for some
new random coin . The modified protocol CGKA’ preserves the communication cost
of CGKA. If r is useful at time ¢ in an execution of CGKA, then r’ is useful at time ¢
with respect to the same execution of CGKA'. Therefore CGKA' preserves correctness
and security. Moreover, the additional random coins T used in CGKA' satisfy the
property that there exist unique u € [nyax] and —1 < ¢ < .« such that for all L >t
it holds S(,%) = {u}. This shows that the value of the function Cost(t) defined in
Section 4.2.1 is also preserved by CGKA'.

We refer to the edges (k. ki, ., ) that satisfy Properties 9a, 9b or 9c as trivial
edges, whereas those that satisfy Property 9d are called communication edges. Now
we discuss the properties of the graph G, captured in the result below. For a proof we

refer the reader to Appendix A.2.

Lemma A.1.5. Let CGKA be a correct and secure CGKA scheme. Consider an
execution of game SEC®KA on input (Namaxs tmaxs Go, o) and (uy, Ay, D;)m3 such
that D; C Gy_q, uy € Gy_1\ Dy, and A; C [nmax] \ (Gio1 UULZY, Dy) for all t € [tay].
Let t € {0,... tmax — 1} and k' denote the group key at time t output by CGKA.

154



Then the following properties of the graph G, associated to the same execution of the
modified protocol CGKA' are true:

10. For every u € S(t,k'), the node k! , , has no incoming edges and ki, , # ki ,,
for all w # v. Actually it holds that S(t, k!, ;) = {u}.

11. For every node ki, , there exists at most one node r such that PRG,(r) =
k;,, for some j € {1,2}, or that PRF(r,ad) = k{,, for some ad, or that

PRINA
dPRF(r,r') = ki, , for some r' (where ' may not be in V).

12. There exists at most one user u in S(t,k") such that for every 1 <i < /{, — 1
the edge (T;uts Tit1ut) iS trivial.

13. If Dyy1 # 0, then for every uw € S(t,k") \ Dy11, there exists j,, such that
1 < jut < Luy and for the corresponding edge (¥, &, ,11.,:) € & there
exists a user v € Dyyq such thatv € S(t, k§u7t+1,u’t) and for allw € D, 1 we have
w ¢ S(t, X%, ). Moreover, j,, will denote the least integer in {1,...,ly; — 1}

with this property.

A.1.2 Lower Bound on Batched Replacements

Lemma A.1.6. Consider an execution of game SEC ®KA with respect to a correct and

secure continuous-group-key agreement scheme CGKA on input (numax, tmax, Go, Uo),
(ut,At,Dt)iiT‘ such that Dt Q Gt—l; U € Gt—l \ Dt, and At Q [nmax] \ (Gt—l U
L1 Dy) for all t € [tna]. Let (S;)ims be the associated set system as defined in

Definition A.1.1 and

St:{SESt

dr such that S = S(t,r), r is useful at time t and
Bry, 1y such that dPRF(ry,ry) =1 and S(t,r;) N S(t,ry) = S(t,xr) |-

Then it holds that

(i) Gy €8, forall t € [tmaxo,
(i) S C Gy for all S € S; and, in particular, S C G for all S € S,

(iii) |pub|+3fme M| > 1/3-3ims< Cost(t), where Cost(t) is the cost function defined
in Section 4.2.1 with respect to S;, namely:

Cost(t) = SizeMinCov_( Gy, S;—1 U {{u} 1w € G¢}) — 1
+{S €8 1:SND;#0 and |S| > 1}].
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For the proof we refer the reader to Appendix A.2, but we observe that the lower bound
in Property (iii) only relies on counting ciphertexts not public keys. Lemma A.1.6 shows
that it is possible to apply Theorem 4.2.4 to set system (S,;)i# and therefore we
obtain the following bound on the communication complexity of batched replacements
in CGKA schemes.

Corollary A.1.7. Let n < Ny and tma be in N and (d,)im3° such that d, < n for
all t. Consider an execution of game SEC ®KA with respect to a correct and secure
CGKA scheme CGKA on input (Nmax, tmax, Go, o) and (ug, Ay, Dy)im%x with |Go| = n,
where for all t the set D; of removed users is sampled uniformly at random from
the set {D C Gy_1 | |D| = d:}, and u; and A; can be arbitrary according to the
restrictions u; € Gy_1 \ Dy and Ay C [nax] \ (Gi—1 UUL, D,) respectively. Then it
holds that

tll]ax
E [|PUb’ + > M|
t=0

] tmax n
> — diln | —
—3; tn(dt)’

where the expectation is taken over the choice of (Dy);. In particular, if d, = d for all
t, then

t In(2
B flpol + 35 > 2105 ().
t=0

A.1.3 Extending the bound to Key-updatable PKE.

In [BDR20] the authors in their symbolic model additionally include key-updatable
public-key encryption (kuPKE)* and broadcast encryption (BE) in the considered
building blocks. In the following we will argue that the lower bound for CGKA proven
in Section A.1.2 also applies to schemes additionally taking kuPKE into account.

Key-Updatable PKE. A scheme kuPKE = (kuPKE.Gen, kuPKE.Enc, kuPKE.Dec,
kuPKE.Upd) specifies the following. As is the case for PKE, kuPKE.Gen receives as
input a secret key sk (of type r) and returns the corresponding public key pk. Encryption
algorithm kuPKE.Enc(pk,m), on input a public key pk and message m, returns a
ciphertext c (of message type). Decryption algorithm kuPKE.Dec(sk, c), on input a
secret key sk and ciphertext c, returns a message m. The update algorithm kuPKE.Upd
receives as input associated data ad as well as either a public key pk or a secret key sk
and returns an updated public key pk’ or secret key sk’, respectively. We require that
the updated keys are distinct symbolic variables from the ones input to kuPKE.Upd.

“This primitive implies hierarchical identity based encryption (HIBE) in the random oracle model
if we use as associated data a hash of the identities. By allowing the use of kuPKE we strengthen our
lower bound.
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The rules for the entailment relation with respect to kuPKE are

Mt pk = Vad : M - kuPKE.Upd(pk, ad) (A.3)
M F sk = Vad : M F kuPKE.Upd(sk, ad) and M - kuPKE.Gen(sk)

i.e., from a key one can obtain its update under every associated data, and regarding
security and correctness

dsko, ad,, . ..,ads_1 and M+ (c, sk,) : (A.4)
¢ = kuPKE.Enc(pk,,m),
pk, = kuPKE.Gen(skg),s > r > 0,
Vi € [s — 1]y : pk,;,,; = kuPKE.Upd(pk;, ad;),
Vi € [r — 1o : skip1 = kuPKE.Upd(sk;, ad;)
= MFm,

saying that a message encrypted under a public key that was updated several times can
be recovered from its ciphertext if one is able to derive at least one of the preceding
corresponding secret keys in the update chain.

Extending the lower bound to kuPKE. In the following we will argue that the lower
bound of Corollary A.1.7 also holds if one additionally allows for kuPKE to be one of
the considered building blocks. The intuition behind this is that the update mechanism
of secret keys in kuPKE can be emulated by applying a PRF to the secret key. Note,
however, that using this update mechanism update public keys can only be derived if
one also has access to the corresponding secret key. Thus our argument proceeds in
two steps. In the first for a particular execution of the security game we essentially
move every update operation kuPKE.Upd applied to a public key pk to the point in
time where the public key was generated from its corresponding secret key. In the
second step we are now able to replace kuPKE by PKE and PRF applications as every
algorithm using kuPKE.Upd on a public key has access to the corresponding secret key.
To prove that our bound carries over we have to argue that these modifications preserve
correctness, security, and leave the cost, i.e., the number of ciphertexts, unchanged.
Formally, we obtain the following.

Corollary A.1.8. Let n < Nyay and tmay be in N and (d;)™3* such that d, < n for all
t. Let CGKA be a correct and secure CGKA scheme using PKE, kuPKE, PRG, PRF,
dPRF, and secret sharing as building blocks. Consider an execution of game SEC“KA
with respect to CGKA on input (Nmax, tmax, Go, Uo) and (ug, Ay, Dy)imax with |Go| = n,
where for all t the set D, of removed users is sampled uniformly at random from
the set {D C G, | |D| = d;}, and uy; and A; can be arbitrary according to the
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restrictions u; € Gy_y \ Dy and Ay C [nuax] \ (Gi—1 UULZY Dy) respectively. Then it
holds that

1 tmax n
>N d,In () ,

324G
where the expectation is taken over the choice of (Dy);. In particular, if d; = d for all
t, then

tmax
E [|pub| 3w
t=0

b In(2
E [\pub\ + Zw] > n:()) )t dlog (Z)
t=0

Proof. Consider the modification to the derivation of symbolic variables in secu-
rity game SECC®** of Figure A.1 with respect to CGKA, (Tmax: tmax; Go, Uo), and
(ug, Ay, Dy)im3 defined as follows. Whenever one of the algorithms CGKA.Setup,
CGKA.Init, CGKA.Repl, CGKA.Proc, or CGKA.Key makes a call to pk, <— kuPKE.Gen(sk)

for some secret key skq do the following:

- Parse the remainder of the security experiment for all chains of associated
data used to update pky, i.e., all ady, ..., ad,, ; such that there are symbolic
operations pk;,, ; <= kuPKE.Upd(pk, ;) for i € [(;]o where we define pk, ; = pk,
for all such j.

- In the code move the execution of all update operations kuPKE.Upd(pkm.7 ad; ;)
to the lines immediately after the call to kuPKE.Gen(sk).

- Add all public keys to the outputs of the CGKA operation that the call to
kuPKE.Gen occurred in, i.e., to pub (but not ST, ) for CGKA.Setup, to M, and
ST, for CGKA.Init, to ST, for CGKA.Proc, and to M; and ST,, for CGKA.Repl.
Moreover all public keys in (M)}, are included again in M; to guarantee that
users added to the group later also have access to them.

Note that this change does not affect the number of ciphertexts sent throughout the
security game and that it preserves correctness. The lower bound in Property (iii) only
relies on counting ciphertexts not public keys, so if it holds for the modified protocol
and the number of ciphertexts is preserved. Indeed, all algorithms are still able to derive
all the required symbolic variables, in particular the group keys, since they only learn
about public keys at an earlier point in time, either as it was included in the public
parameters, a public message, or because the particular user added it to their state at
an earlier time (we may assume that public keys never get deleted from users’ states
since this does not affect the set of secrets one is able to derive as we will argue below).
Further, as the modification did not change any secret symbolic variables, all users
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must still derive the same group key as required in lines 11 and 31 of the security game.
We now argue that including additional kuPKE public keys in the set

My := (pub, (M) =0, ((8Ty)tr= 1, (R)ir—o uefmmac\ )

leaves the set of symbolic secrets that can be derived from M; unchanged. This, in
particular, implies that the modification preserves security, namely we have k' ¢ Der(M;)
for all ¢ as required in Lines 13 and 33. To see this, note that a public key pk can
only be updated to other public keys, be used as a message and encrypted, or be used
to encrypt a messag. In the latter case the encrypted message has to be derivable
from M; as well, and in turn does not yield additional secrets if later decrypted (in case
the corresponding secret key sk is derivable from M;). Finally note that by definition
of the change users' initial states still only contain variables of type random coins.
Concluding our argument, that the modification does preserve correctness and security
of the execution of the security game.

We now argue that after this modification we may see the use of kuPKE in the
security as a variant that uses a modified syntax which simply sees all updates to
public keys as being part of kuPKE.Gen. Accordingly, this modified kuPKE syntax uses
algorithms kuPKE.Enc,,,q and kuPKE.Dec,,,q that behave as in normal kuPKE, an
update algorithm kuPKE.Upd, .4 that on input a secret key sk and additional data ad
returns updated secret key sk’ (but no longer accepts public keys as input), and a
key generation algorithm kuPKE.Gen,,.q that on input skq and chains of associated
data (ad;;)icje,)o.jelx) returns corresponding public keys pk, and (Pki,ﬂz‘e[ﬁﬁl],je[k}-
Plugging his into the rules for the entailment relation given in Equations A.3 and A.4
they now read as

MFE sk = V(adi7j)i€[gj]07j€[k] ME kUPKE.Geand(Sk, (adi7j)i€[gj]0,j€[k]), (A5)
M F sk = Vad : M+ kuPKE.Upd,, 4(sk, ad)

and

3sko, (ad;j)icle,)o.jefk) and MF (c, sk, ;) : (A.6)
(pkys (Pki,j)ie[éﬁl},je[k]) = kuPKE.Genyoa(sko, (ads j)icle)o.jer)), G +1 > 8 > 1 >0,
c= kuPKE.Encmod(ka’j,
Vi € [r —1]p : skit1,; = kuPKE.Upd,,.4(sk;, ad,; ;)

= MF m.

m) for some j € [k],

In a final step, we now argue that the kuPKE with modified syntax can be realized
in the symbolic model from PKE and PRF as follows. Algorithms kuPKE.Enc,,,q and
kuPKE.Decy,,q are replaced by their counterparts PKE.Enc and PKE.Dec, secret keys
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are updated as kuPKE.Upd,,,,4(sk, ad) = PRF(sk, ad), and kuPKE.Genyoq(sk, (ad;j)ic(e;]o.jlk])
first sets pk, = PKE.Gen(sky), then for all j € [k] and all i € [¢;] iteratively computes

sk;+1,; = PRF(sk;;, ad; ;) and Pk = PKE.Gen(sk;41 ;) , where we set Pk, ; = Pk,

for all j. Its output is (pky, (Pk;, ;)ic(¢;]jex))- Note, that due to the application of the

PRF updated keys differ from their not updated counterparts, as required. Further we

will now argue that the construction satisfies the three rules regarding the entailment

relation. The rules in Equation A.5 follow immediately from the syntax of PKE and

PRFs in the symbolic model. Regarding the third rule, assume that M I (c, sk, ;) with

the properties listed in Equation A.6. Then by construction it must be the case that

Skr,j = PRF(, adr—l,j) O-:--0 PRF(, Cld()d)(Sk[),j),

and
pks,j = PKE.Gen o PRF(, ads_lyj) O---0 PRF(, ad07j)(Sk07j).

Thus given sk, ; one can compute sk, ; from sk, ; by applying PRF(-,ad; ;) for i €
[s,...,7 — 1] (if r = s no PRF applications are necessary) and it holds that pk, ; =
PKE.Gen(sk, ;). In turn, one obtains m from c by using the derivation rule modeling
correctness and security of PKE, which concludes the argument that modified kuPKE
can be constructed from PKE and PRFs.

This in particular implies that replacing the modified kuPKE scheme in the security
game by PKE and PRF preserves correctness and security. Now, the corollary follows
by applying Corollary A.1.7 and observing that the modification using only PKE and
PRFs leaves the number of ciphertexts sent during the game unchanged. O]

A.1.4 Regarding the Use of Broadcast Encryption as
Additional Building Block.

The bound by Bienstock, Dodis, and Rdsler [BDR20] additionally allows for the use of
broadcast encryption (BE), which essentially allows to register from a master secret-key
so called user secret-keys in a way that allows the creation of ciphertexts with respect to
a master public-key and a set R which in turn can be decrypted by all registered users
that are not in R. In this section we recall the definition of BE and then briefly argue
that it allows for the construction of ME with constant communication complexity.
Thus, while we consider it an interesting open question whether our bound for CGKA
can be extended to also include BE as a building block, the proof would require an
approach substantially differing from ours.

A broadcast encryption scheme BE = (BE.Gen, BE.Reg, BE.Enc, BE.Dec) specifies the
following. Algorithm BE.Gen on input a master secret-key msk of type r returns the
corresponding master public-key mpk of public-key type. Registration algorithm BE.Reg
can be used to register a secret key for a particular identity that is modeled by a
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non-symbolic identifier w € N. On input (msk, u) it returns the user’s secret key sk,
which we require to not be equal to msk. The encryption algorithm BE.Enc(mpk, R, m)
on input the master public-key, a set of excluded users R C N, and a message m returns
a ciphertext ¢ of message type. Finally, decryption algorithm BE.Dec on input (sk, c)
returns a message m. The rules for the entailment relation are that from a master secret
key one can derive all users’ secret keys, i.e.,

MF msk = Vu € N : M+ BE.Reg(msk, u),

and that from a ciphertext encrypted under a master public key one can recover the
underlying message given access to the secret key of at least one user that was not
excluded, i.e.,

Ju ¢ RAME (c,sky) :
c = BE.Enc(mpk, R, m),
mpk = BE.Gen(msk),
sk, = BE.Reg(msk, u)
= MFm

We now briefly describe how one can use BE to construct a multicast encryption
scheme ME that allows for batched user replacement with constant per-round communi-
cation complexity. ME.Setup(nmax; r) generates a master secret key msk = BE.Gen(r)
and then sets the initial state of each user u € [ny.x] to sk, = BE.Reg(msk,u).
To initialize a group Gy, algorithm ME.Init samples a random secret k, and re-
turns the control message BE.Enc(mpk, [nmax] \ Go,ko), and similarly replacing a
set D, of users by users A; is done by sampling key k; and sending the control mes-
sage BE.Enc(mpk, [nmax] \ Gi,k;). Note that all group members at time ¢ have access
to the group key, since they were not excluded from the recipient set, and that further,
that even if all non-group members collide they are not able to derive k;, as they are
not able to derive at least one of the sk, for u € G; (here we use that removed users
are never added back to the group). Finally, note that each round a single ciphertext is
sent.

A.2 Proofs of Section A.1

A.2.1 Proofs of Appendix A.1.1 (Lemmas A.1.3, A.1.4
and A.1.5)

The approach we follow is essentially the same as in the case of multicast encryption
(Lemmas 4.3.2, 4.3.3 and 4.3.4) and account for the differences between the two
primitives.
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Proof of Lemma A.1.3. If r admits a PRG pre-image r’, r’ must be useful at time ¢
since r is useful at time ¢. Therefore we have two possible cases depending on whether
ue S(tr). IfueS(tr), wearein Case 1. If u ¢ S(t,r’), one of the following
holds:

- r € pubUST, " UUp<si<s. we G, My UUL_y R and the fact that r is useful implies
that r € ST ' UU!_,R..

- There exists a ciphertext ¢ € pub U ST, U Up<y<t ueq, M U Uj—o R, of the
form described in Case 5 such that condition (f) holds. By assumption ST;*
only contains symbols of type random coins, so ¢ € pubU Up<y<¢: ueg, M- The
usefulness of r implies that there must exist ¢ € {0, ..., h} such that ¢; is an
encryption under a public key with an associated secret key that is useful. This
shows (d) and (e). Condition (c) is just a matter of choice.

If r does not admit a PRG pre-image, we proceed to consider whether there exist r’
and associated data ad such that PRF(r’, ad) = r. If this is the case, r' must be useful
at time ¢ since r is. Depending on whether v € S(¢,r’) we have two possible cases.
If uw e S(t,r'), we are in Case 2. If u & S(¢,r’), then we are in Cases 4 or 5 by the
same argument as in the case of PRG pre-images. If r does not admit neither a PRG
pre-image nor a PRF pre-image, we proceed to consider whether there exist r; and
ry such that dPRF(ry,rs) = r. In this case at least one of r; and ry must be useful
at time ¢ since r is. If u € S(t,r1) N S(t,rs), then we are in Case 3. Else we are in
Cases 4 or 5 by arguing as in the case of PRG pre-images. O

Proof of Lemma A.1.4. Let r < r and Seq + (). Repeat (r,Seq) < f(r,Seq) until
r = STOP where:

if we are in Case 1, do (r,Seq) < (¢, {r} U Seq),

if we are in Case 2, do (r,Seq) < (¢, {r} U Seq),

f(r,Seq) = < if we are in Case 3 and r; is useful, do (r, Seq) < (z;, {r} U Seq),
if we are in Case 4, do(r, Seq) < (STOP, {r} U Seq),

if we are in Case 5, do(r, Seq) < (r,, {r} U Seq).

This process terminates since it is required that only a finite number of symbolic
derivations is needed in order to derive the symbolic outputs of the CGKA algorithms
from their symbolic inputs. By construction, all properties are clearly satisfied. O]

Proof of Lemma A.1.5. First of all, we observe that in the modified protocol CGKA'
a random coin r € ST;' U U\_,RY sampled in some round can only be derived by
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the user v and it remains a useful secret until ©w € D;. Moreover, it cannot have any
incoming edges in the graph G, by construction of the modified protocol CGKA’. By
Property 8, k! ,, € ST,* UU},_yRL, so this proves Property 10.

Property 11 follows directly from the properties of the symbolic model.
Property 12 is a direct consequence of the two previous properties.

Property 13 follows from the observation that the node k,, ,;, = k' satisfies the
condition that v € S(¢,k") for all users v € Dy, and the node k; ,; satisfies the
second condition (by Property 10). Since D;,; # () by assumption, there must exist an
edge with the required property. O

A.2.2 Proofs of Appendix A.1.2

The proof is essentially the same as the one given in the case of multicast encryption
for Lemma 4.3.5, but adapted to the CGKA setting.

Proof of Lemma A.1.6. We start proving Property (ii). Let S = S(t,r) € S; and
u € S. By definition of S(t,r),

and since r is useful at time ¢,

r ¢ Der (pub7 (Mt/)ilz()’ ((STFU/)?:—].? (Rz)ilzo)ue[nmax]\Gt) ?

Thus u € G; as claimed in Property (ii).

Now we prove Property (i). By correctness there exists a group key at time ¢, k’, such
that k! = CGKA.Key(ST%) for all users u € G;. Therefore G; C S(t,k"). By security

kt ¢ Der (pub7 (Mt/>§/=07 ((STZ)g:fl? (RZ>§/=0)ue[nmax}\Gt) Y

so S(t,k") C G; and k' is useful at time ¢. This shows that S(¢t, k') = G, € S;. It
remains to prove that G, € S; as claimed in Property (i). Let's assume that there
exist ry, Ty such that dPRF(ry,r2) = k%" and S(¢t,r1) N S(t,ra) = S(t,k") = G;. The
fact that k is useful at time ¢ implies that there exists i € {1,2} such that r; is
useful at time ¢. By Property (ii) it must hold that S(t,r;) C G;. By assumption
S(t,r1) N S(t,ra) = S(t, k") = G, so we also have G, C S(t,r;). Therefore
S(t,r;) = Gy;. By repeating this process we can find a secret r that is useful at
time ¢ and that satisfies the properties that S(t,r) = G, and fir;,rs such that
dPRF(ry,r2) = r and S(t,r1) N S(t,r2) = S(t,r). This completes the proof of
Property (i), i.e., G; € S,.
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Finally, in order to prove Property (iii), it suffices to observe that the graph G, from
the modified protocol CGKA' satisfies the same properties according to Lemma A.1.5
than the ones we needed in the multicast encryption setting from Lemma 4.3.4. This
shows the cost inequality for CGKA’ and this protocol preserves the cost of the original
protocol CGKA as well as the value of the function Cost(t), which in turn proves
inequality(iii) for CGKA. O
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APPENDIX

Supplementary material for
Chapter 5

B.1 Formal Security Definition

For the definition of the PKI functionalities see Figures B.1 and B.2.

The reader may find a pseudo-code description of the ideal functionality Fcgka in
Figures B.3, B.4, B.5 and B.6.

The helpers used to describe Fcgka can be found in Figures B.7, B.8, B.9, B.10 and
B.11.

The reader may find the definition of the predicates safe(c) and inj-allowed(c, u) in
Figure B.12.

B.2 Protocol Details

B.2.1 Formal description of MLS

In this section we provide pseudocode for the CGKA underlying MLS. Our protocol
description closely follows the one of [AJM22], more precisely the one of protocol
Insider TreeKEM (ITK), a CGKA introducing fixes to a prior draft of the MLS protocol
that were later adapted into the standard. As the focus on this work is on the impact
of blanking on the protocol's communication complexity, makes the same simplifying
assumptions. l.e., we focus on the CGKA part of the protocol and do not include its
secure messaging layer, assume a fixed protocol version and cipher suite, and omit
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features like metadata protection and the additional proposal types PreSharedKey,
Relnit, Externallnit, GroupContextExtensions and external proposals. As a minor
difference we use the parent hash mechanism as defined in the IETF standard [BBR*23]
that slightly differs from the one used by ITK.

The protocol is defined with respect to the following primitives:

a public-key encryption scheme PKE = (PKE.Gen, PKE.Enc, PKE.Dec) with key
pairs (pk, sk),

a signature scheme SIG = (GenS, Sign, Vrfy) with key pairs (svk, ssk),

a message authentication code MAC = (MAC.Tag, MAC.Ver),

a key-derivation function the use of which is modeled as hash functions Hq, Hs,
and

a hash function H.

Protocol state. We list the content of users’ states, as well as the intuition behind
additional values computed throughout the protocol execution in Table B.1.

Interaction with KS and AS. Users interact with the key service and authentication
service via the following.

fetch-ssk-if-nec is used to retrieve (and potentially update) a user's secret signing key
(see Figure B.13).

get-sks is used to fetch the secret keys of key packages when joining a group (see
Figure B.2).

fetch-kp: fetches a user's key package from the KS (See Figure B.2).
validate-kp is used to validate key packages (See Figure B.13).

Gen-kp generates a key package (Figure B.13).

Ratchet tree state and modifications. The state of nodes in the protocol’s
underlying ratchet tree is listed in Table B.2. The table further list functions returning
particular properties of the tree, as well as functions implementing changes to the
ratchet tree.
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state

st.grouplD the group identifier
st.ep the current epoch
st.id the user's leaf identifier
st.T the user's view of the ratchet tree
st.tHash tree hash of st.T
st.ssk the user's current secret signing key
st.cert-SPks the signature verification keys associated to each user’s id
st.pendUpd a list of pending updates

st.pendComm

key schedule stored in state

a list of pending commits

st.appSec the current epoch’'s CGKA group key
st.interim-tranHash the interim transcript hash for the following epoch
st.memKey membership key used to frame protocol messages
st.initSec the next epoch’s initialization secret

additional values

comSec commit secret generated by rekey-path
joinerSec secret for added group members, derived from initSec, comSec
confKey key to tag confirmed transcript hash

conf-TransHash hash encoding operations performed so far

Table B.1: Users' state in MLS.

Protocol algorithms. The group creation, commit, process, join and key-recovery
algorithms of MLS can be found in Figure B.14. Its proposal algorithm, contrasted
against the one of MLS-Cutoff, is in Figure B.15. The algorithms make use of helper
functionalities rekey-path, apply-rekey (both in Figure B.17), and apply-props. The
latter is in Figure B.18, contrasted against its MLS-Cutoff variant.

Further, the protocol employs several additional helper functionalities. While these play
an important role in deriving the key schedule and ensuring consistency and authenticity
of protocol messages, they do not play a role in modifications to ratchet tree's state,
which is the main focus of this work. Thus for formal definitions of these functions we
refer to [AJM22], providing only an overview on their roles below.

- init-epoch on input a user's state st returns a copy st’ of the state with incremented
epoch st’.ep = st.ep + 1 and empty list of pending updates and commits.

- derive-keys on input state st, pending state st’ and commit secret comSec first
computes the joiner secret joinerSec from comSec and initSec. From this it
computes confirmation key confKey, application secret appSec, membership
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public state of node v

v.index index of the node
v.pk public PKE key
v.pHash parent hash value
v.unm unmerged leaves
v.svk signature verification key (if v is leaf)
v.cred credential (if v is leaf)
v.kp key package v.kp = (v.pk, v.svk, v.cred) (if v is leaf)
private state of node v

v.sk secret PKE key
tree state

root(T) root of the tree
leaves(T) returns the leaves of T
T.public public part of the ratchet tree
Vig leaf associated to leaf identity id
id(v) leaf identity of node v
path(v) direct path from v to the root
fil-path(v) filtered direct path from v, to the root
Ica(u,v) least common ancestor w.r.t filtered paths of leaves u, v
ind-Ica(u, v) index (from root) of the least common ancestor w.r.t filtered paths of leaves u, v
Res(v) resolution of node v
roster(T) returns list of leaf IDs

modifications to tree

init-tree creates ratchet tree of size 1
assign-kp(T, id, kp) assigns leaf associated to id key package kp
add-leaf (T, id) assign id leftmost free leaf, doubles size of T if necessary
truncate(T) removes right half of T if it contains no populated leaves
blank-leaf (T, v) calls blank(v) for leaf v
blank-path(T, v, 7) calls blank(v;) for v; € path(v) with j > i
set-as-unmerged(T, vg) sets v.unm <, {vg} for all v € path(vp)
merge-leaves(T, vy) sets v.unm < @ for all v € path(vy)

Table B.2: Ratchet tree state and functions modifying the ratchet tree.
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key memKey, and updated initialization secret initSec. The latter three are
stored in st’, and the function’s output is (st’, confKey).

derive-epochKeys on input pending state st’ and joiner secret joinerSec computes
confKey, appSec, memKey, and initSec in the same way as derive-keys and
returns (st’, confKey, joinerSec).

sign-commit receives as input the state st and value C' that contains hashes of
the applied commits and the UpdPath object. It returns a signature o on the
concatenation of C' with the group context, id, epoch, committer leaf id.

set-int-transHash on input pending state st’ and confirmation tag confTag com-
putes the interim transcript hash interim-tranHash as a hash of the confirmed
transcript hash stored in st’ and confTag. It stores the resulting value in st’.

set-conf-trans-hash on input state st, pending state st’, sender id id-snd, C', and
signature o as above computes the confirmed transcript hash conf-TransHash
as a hash of the latter three values and the interim transcript hash stored in st’.
The confirmed transcript hash conf-TransHash is stored in st’.

compute-confTag on input pending state st’ and confirmation key confKey returns
a MAC confTag of the confirmed transcript hash conf-TransHash contained in
st’.

verify-confTag on input pending statest’, confirmation key confKey, and confir-
mation tag confTag verifies the tag.

frame-prop frames proposal P = (‘type’, ad) by signing and MACing (under the
membership key memKey) P together with group context, group id, epoch, leaf
id of the sender.

unframe-prop on input state st and framed proposal pmsg, verifies signature and
MAC tag and returns P as well as the sender id.

frame-comm on input state st, confirmation tag confTag, signature o (as in
sign-commit), and membership tag memTag frames the commit by appending
group id, epoch, and id of the committer.

unframe-comm on input state st and framed commit cmsg, verifies the con-
tained signature and MAC tag. If both verify it returns the sender’s id, C', the
confirmation tag, signature, and the membership tag.
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B.2.2 Formal description of MLS-Cutoff

We provide a formal description of protocol MLS-Cutoff. It is defined with respect
to public key encryption scheme PKE, Signature scheme SIG, message authentication
code MAC, hash function H, and a key-derivation function the use of which is denoted
by H; and Hy. The protocol is parameterized by cutoff parameter i..;. The protocol
shares most algorithms with MLS differing only in two aspects:

MLS-Cutoff generates proposal messages in a different way. Its proposal algo-
rithm CGKA.Propcan be found in Figure B.15 (right).

MLS-Cutoff uses a different method of applying proposals to the ratchet tree. l.e.,
algorithms CGKA.Com and CGKA.Proc make use of the subroutine apply-props
of Figure B.18 (right).

All remaining aspects are handled as in MLS. l.e., the protocol has the same user
state (except for storing the cutoff bound in st.i., that remains unchanged throughout
the protocol execution), uses CGKA.Create, CGKA.Com, CGKA.Proc, CGKA.Join,
and CGKA.Key as defined in Figure B.14, and makes use of the subroutines listed
in Appendix B.2.1 and Figures B.17 and B.13. Note that when rekeying paths while
applying updates MLS-Cutoff calls apply-rekey with option copySt = true. This means
the parent hashes contained in each update proposal are verified with respect to a tree
resulting from applying the modifications to st.T instead of the pending tree T’. Thus,
the contained key package verifies if the update message was honestly generated, which
implies the parent hash was computed with respect to such a tree.

Security of MLS-Cutoff.

Proof of Theorem 5.5.1. We are able to closely follow the security proof for ITK
in [AJM22]. The proof is divided into two parts. First a sequence of hybrids shows that
a version of the MLS protocol (MLS") that has a different parent hash securely realizes
Fceka With a slightly different version of the safe predicate denoted safe®. The second
step consists in showing that using the actual parent hash guarantees and the actual
safe predicate satisfy the following property: if safe(c) = true, then no node in the
ratchet tree of the epoch that corresponds to ¢ contains an exposed key pk.

We argue that both steps can be adapted to the case of MLS-Cutoff. We consider the
following hybrids:

- Hybrid Hy: Real world.
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- Hybrid H;: Instead of the protocol as in the real world, now we consider a dummy
functionality Fpymmy that simply routs its inputs and outputs through a simulator
S; that executes the protocol.

- Hybrid Ho: Fpummy is substituted by the ideal functionalities Fas, Fks and Fceka
with the only difference that Fceka uses as predicates safe(c) = false and
inj-allowed(c, id) = true. The simulator S, still executes the actual protocol.

- Hybrid H3: now Fceka uses the actual predicate safe®. The simulator S5 proceeds
as before except that it only sets applications secrets when safe™(c) = false.

- Hybrid H,4: Ideal world. The difference with the previous hybrid consists in also
using the actual predicate inj-allowed. The simulator &, is the same as Ss.

Clearly the first two hybrids are indistinguishable. Let's argue that H; and H, are
indistinguishable. Despite the fact that in MLS-Cutoff update proposals are created
differently, we still frame the proposals in the same way and this guarantees consistency
by the same argument as in the proof for MLS.

Concerning Hs and Hj3 the only change in the argument that has to be made corresponds
to the fact that rekey-path is also used in proposals. Therefore the GSD graph also
contains nodes and edges corresponding to these new keys just as is the case for
commits in [AJM22].

The indistinguishability of hybrids 3 and H, follows from the argument made
in [AJM22]. Therefore it just remains to show that: if safe(c) = true, then no
node in the ratchet tree of the epoch that corresponds to ¢ contains an exposed key pk.
Here we make use of the fact that keys ending up in the ratchet tree after processing
commits to update proposals were never encrypted under keys being concurrently
updated. In the inductive step we have to consider an additional case, namely, that in
which the node v for which v.pk has been exposed is set as part of proposal that is
included in some commit ¢ and the user who generated the commit is a user outsider
v's subtree (in the ratchet tree T that corresponds to that commit). We denote by id.
the leaf of the party that generated the commit c.

It may be the case that the parent hash of v, pHash,, cannot be verified by using the
parent hash of its parent v.par in T as it would be the case when w.par is blanked.
However, all nodes contained in the ratchet tree are parent hash valid, as defined in the
MLS standard, which uses a slightly modified parent hash definition compared to ITK.

However the node at which the path of v to the root and the path of id. to the root
merge contains a commitment to the value of pHash, (by definition of par-hash-cochild)
which can be verified and this is done by verify-treeState. n
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Initialization
00 Registered, Exposed +— 0, SSK[x*, *] +— L, RndCor[*] +— good
Input register-spk from a party u

01 if RndCor[u] = good then (svk, ssk) <5 GenS()

02 else
send rnd to the adversary and receive r

(svk, ssk) <— GenS(r)
05 send (sample-ssk, u) to the adversary and receive (svk, ssk)

06 if RndCor[u] # good then Exposed < {svk}
07 SSK[u, svk] < ssk
08 Registered < {(u,svk)}
09 send (register-spk, u, svk) to the adversary
0 send svk to u

Input (verify-cert, v, svk) from a party u
11 Send (v,svk) € Registered to u
Input (get-ssk, svk) from a party u
2 Send SSK[u, svk] to u
Input (delete-ssk, svk) from a party u
13 SSK[u,svk] « L
Input (register-spk, u, svk) from the adversary

4 if (%,svk) ¢ Registered then Exposed <— {svk}
5 Registered < {(u,svk)}

Input (expose, u) from the adversary

16 Exposed < {svk | SSK]u,svk] # L}
Send SSK|u, | to the adversary

Input (CorrRand, u, b) from the adversary where b € {good, bad}
¢ RndCor[u] « b
Input (exposed, u, svk) from Fks

19 Exposed < {svk}
20 Send SSK{[u, svk] to the adversary

Input (has-ssk, svk, u) from Fcgka

21 Send SSK[u, svk] # L to Fcgka

Figure B.1: Functionality Fas (parametrized by a key generation algorithm for a
signature scheme GenS) and the ideal functionality Fas. Yellow lines (') are only
executed by Fas while cyan lines (') are only executed by F)s.
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Initialization
00 SKI#,*],SVK « L, RndCor[#] + good
Input (register-kp, svk, ssk) from a party u
01 if RndCor[u] = good then (kp,sk) s Gen-kp()
02 if kp # L then return
03 else
04 send rnd to the adversary and receive r
05 (kp,sk) < Gen-kp(r)
if kp # L then return
07  send (exposed, u,svk) to Fas
08 send ssk to the adversary
09 send (sample-sk, u, svk, ssk) to the adversary and receive (kp, sk, ack)

10 if =ack then return
if RndCor[u] # good then
2 send (exposed, u, svk) to Fas
5 SK[u, kp] < sk, SVK]u, kp] < svk
4 send (register-kp, u, svk, kp) to the adversary
15 send kp to u

Input get-sks from a party u
6 Send {(kp, SK[u, kp]) | SK[u, kp] # L} to u
Input (fetch-kp, v) from a party u

17 send (fetch-kp,u,v) to the adversary and receive kp
18 sendkp to u

Input (delete-sk, svk) from a party u
9 SK[u, kp] - L
Input (expose, u) from the adversary
20 Send SK[u, %] to the adversary
Input (CorrRand, u, b) from the adversary where b € {good, bad}
21 RndCor[u] <— b

Figure B.2: Functionality Fks (parametrized by a key generation algorithm for key
packages Gen-kp) and the ideal functionality Fjs. Yellow lines (') are only executed
by Fks while cyan lines (') are only executed by Fks.
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Initialization

00 Ptr[], Node[*], Prop[*], Wel[] <— L
01 RndCor[*] < good

02 HasKey[x] « false

03 rootCtr < 0

Input (create, SVk) from Ucreator Used only once

s req Node[rootg] = L
05 req valid-vsk(ucreator; SVK)
06 Orig < Ucreator
07 mem 4 {(Ucreator, SVK) }
08 Node[rooty] +— create-root(orig, mem, RndCor|orig])
09 HasKey[ucreator] < true
10 Ptrlucreator] < T00tg

Figure B.3: Initialization of Fcgka.
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Input (propose, act) from u

00 req Ptrlu] # L

01 send (propose, u, act) to the adversary and receive (p, svk,, ack)
02 if —reg-correct-prop(u, act) then req ack

03 if act = (upd, svk) then assert valid-vsk(u, svk)

04 if act = (add, v) then act + (add, v, svk,)

05 if Prop[p] = L then

06 Prop[p] < create-prop(Ptr[u], u, act, RndCor|[u])

07 else consistent-prop(p, u, act, RndCor|u])

08 if RndCor[u] = bad then send (exposed, u, svk) to Fas

09 return p

Input (commit, P, svk) from u

10 req Ptrlu] # L
11 send (commit, u, P,svk) to the adversary and receive (¢, w, ack, rt)
12 if —reg-correct-commit(u, P, svk) then req ack
13 fill-props(u, P)
4 assert valid-vsk(u, svk)
5 mem < members(c, u, P, svk)
6 assert mem # L A (u,svk) € mem
17 if Node[e] = L A rt = L then
18 Nodelc] + create-child(Ptr[u], u, P, mem, RndCor[u])
19 else
20 if Node[c] = L then ¢ + root,,
2 else ¢ « ¢
22 consistent-commit(c’, u, P, mem)
23 if ¢ # ¢ then attach(c, ', u, P)
24 assert w # L if and only if 3p € P: Node[p].act = (add, *)
25 if w # L then
26 assert Wellw] € {L,c}
2 Wel[w] < ¢
28 assert cons-invariant A auth-invariant
29 if RndCor[u] = bad then send (exposed, u, Node[u].mem[u]) to Fas
30 return (¢, w)

Figure B.4: Proposals, commits and process of Fcgka-
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Input (process, ¢, P) from u

00
01
02
03
04

05

21

22

send (process, u, ¢, P) to the adversary and receive (rt,orig’,svk’, ack)
if —reg-correct-proc(u, ¢, P) then req ack
fill-props(u, P)
if Node[c] = L A rt = L then
mem < members(Ptr[u], orig/, P, svk’)
assert mem # L A inj-allowed(Ptr[u], u)

6 else

if Node[c] = L then ¢ + root,,
else ¢ ¢

v < Node[c'].orig

svk, < Node[c'].mem[v]

mem <— members(Ptr[u], v, P, svk,)
assert mem # |

valid-succesor (¢, u, P, mem)

if ¢ # ¢ then attach(c, ¢, u, P)

5 if 3p € P: Prop[p].act = (rem, u) then Ptr[u] + L

else
assert © € Node[c].mem
Ptrlu] + ¢
HasKey[u] + true
assert cons-invariant A auth-invariant
(*, PropSemantics) < apply-props(c, Node[c].pro)
return (Nodec].orig, PropSemantics)

Input (join, w) from u

23
24
25
26
27
28
29

30

send (join, u,w) to the adversary and receive (¢, orig’, mem’, ack)
req ack
¢ + Wel[w]

6 if c = L then

if Node[c'] # L then ¢+ ¢
else
rootCtr < rootCtr + 1
C $— 700t 00tCtr
Node[c] + create-root(orig’, mem’, adv)
Wel[w] < ¢
Ptrlu] < ¢
HasKey[u] < true
assert © € Node[c].mem A cons-invariant A auth-invariant
return (Node[c].mem, Node]c].orig)

Input key from

38
39

40

req Ptrlu] # L A HasKey[u]

if Node[u].key = L then set-key(Ptr[u])
HasKey[u] « false

return Node[Ptr[u]].key

Figure B.5: Process, join and key in Fcgka-
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Input (expose, u) from the adversary

00 This input is not allowed if 3¢ such that Node[c].chall A —safe(c)
01 if Ptr[u] # L then
02 Node[Ptr[u]].exp <y {(u, HasKey[u])}
03 update-stat-after-exp(u)
04  send (exposed, u, Node[u].mem[u]) to Fas
05 send get-sks to Fks and receive SK and SVK.
6 for each kp such that SK[u, kp] # L A SVKJu, kp] = svk do
for each ¢ such that 3p € Nodelc].pro: Prop[p].act = (add, u, svk) do
8 Node[c].exp +—y {(u, true)}

0
0
0

Input (CorrRand, u, b) from the adversary where b € {good, bad}
09 RndCor[u] + b

Figure B.6: Corruptions in Fcgka-

Helper create-root(u, mem, stat)

00 return new node with par < |, orig < u, pro <~ L, mem < mem, stat < stat
Helper create—prop(c, u, act, stat)

01 return new proposal node with par < ¢, orig < u, act <— act, stat < stat
Helper create-child(c, u, P, mem, stat)

02 return new node with par < ¢, orig < u, pro < P, mem < mem, stat <+ stat
Helper fill-props(u, P)

03 for p € P such that Prop[p] = L do

04  send (propose, p) to the adversary and receive (orig, act)
05  Prop[p] < create-prop(Ptr[u], orig, act, adv)

Figure B.7: Helpers for creating new nodes in Fcgka-
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Helper valid-vsk(u, svk’) Helper apply-props(c, u, P, svk)

00 svk < Node[Ptr[u]].mem[u] 20 req Node[c] # L A (u,*) € Node[c].mem

01 if svk # L A svk = svk’ then return true 21 req Vp € P: Prop[p] # L A Proplp].par = ¢

02 send (has-ssk, svk’, u) to Fas and receive ack 22 G < Node[c].mem

03 return ack 23 G+ G\ {(uy,%)}

Helper set-key(c) ;1 g:u{gu k)3

04 if —safe(c) then 26 for each p € P such that Prop[p].act = (upd, %) do
send (key,u) to the adversary and receive k 27 (v, (upd, svk’)) < (Prop|[p|.orig, Prop[p].act)

06 Node[c].key + k, Node[c].chall « false 28 requeG\L

07 else Node[c].key <=5 K, Node[c].chall - true 29 G <+ G\ {(v,%)}

oA /

Helper update-stat-after-exp(u) 1 g:j g}q}f’ svk)}

0g for each p such that Prop[p] # L and 32 for each p € P such that Prop[p].act = (rem, %) do
Prop[p].par = Ptr[u] and 33 (v, (rem,v")) < (Proplp].orig, Prop[p].act)

10 Proplp].orig = u and 34 requeG AV eEG\L

11 Prop[p].act = upd 35 G+ G\{(v,*)}

12 do Prop[p].stat < bad 36 for each p € P such that Prop[p].act = (add, %) do

13 for each ¢ such that Node[c] # L and 37 (v, (add, ', svk,)) < (Propl[p].orig, Prop[p].act)

14 Node[c].par = Ptr[u] and 38 requeG AV ¢G

15 Node[c].orig = u 39 Gy {(W,svky)}

16 do Node[c].stat <— bad 40 PropSemantics < ((Proplp)].orig, Prop[p].act): p € P)

Helper members(c, , P, svk) 41 return (G, PropSemantics)

17 (G, %) + apply-props(c, u, P, svk)
18 if (G, *) = L then return L
19 else return G

Figure B.8: Other helpers for Fcgka.

Helper consistent-prop(p, u, act, stat)

00 assert Prop[p|.orig =u A Prop[p].act = act A Prop[p|.par = Ptr[u]

Helper valid-succesor(c, u, P, mem)

01 Node[c] # L A Node[c].mem = mem A Node[c].pro € { L, P} A Node|c].par € {L, Ptr[u]}
Helper consistent-commit(c, u, P, mem)

02 assert valid-succesor(c, u, P, mem)
03 assert RndCor[u] # good A Node[c].orig = u

Helper attach(c, ¢, u, P)

04 assert ¢’ # root
05 Node[c].par < Ptr[u], Node[c].pro <— P, Node|c] «+— Node[c'], Node[c] +— L
06 for each w such that Wel[w] = ¢ do Wel[c] < ¢

Figure B.9: Consistency helpers for Fcgka-
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Helper req-correct-prop(u, act)

00 if act = (rem,v) then

01 return v € Node[Ptr[u]].mem

02 else if act = (upd,svk) then

03 return valid-vsk(u, svk)

04 else return false

Helper req-correct-commit(u, P, svk)

05 return apply-props(u, P,svk) # L A valid-vsk(u, svk)

Helper reg-correct-proc(u, ¢, P)

06 return Node[c] # L A Node[c].par = Ptr[u] A Node[c].pro = P A
Node[c].stat # adv A Vp € P: Prop|p].stat # adv

Figure B.10: Correctness helpers for Fcgka.

Helper auth-invariant

00 return true iff
0 Ve if Node[c].stat = adv then inj-allowed(Node[c].par, Node[c].orig) and
02 Vp if Prop[p].stat = adv then inj-allowed(Prop[p].par, Prop[p].orig)

Helper cons-invariant

03 return true iff

04 Ve such that Node[c].par # L it holds that

05 Node[c].pro # L and Vp € Node[c].pro: Prop[p].par = Node[c].par
and Yu such that Ptr[u] # L: u € Node[Ptr[u]].mem

and the history graph contains no cycles

Figure B.11: Invariant helpers for Fcgka.
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safe(c)

00 safe(c) = true if and only if =((*, true) € Node[c].exp V can-traverse(c))
inj-allowed(c, )

01 inj-allowed(c, u) = true if and only if Node[c].exp € Exposed A know(c, ‘ep’))
know(c, u) = true if and only if

02 1) state-directly-leaks(c, u) V

)
3 2) (Node[c].par # L A —secrets-replaced(c,u) A know(Node[c].par,u)) V
04 3) 3¢: (Node['].par = ¢ A —secrets-replaced(c’,u) A know(c,u))
state-directly-leaks(c, u) = true if and only if

05 1) (u, *) € Node[c].exp V

06 2) JrootCtr: (root,eercyr is ancestor of ¢ A Jsvk € Exposed: (u,svk) €
Node[c].mem) V

07 3) (u,*) € Node[c].mem A secrets-injected(c, u)

secrets-injected(c, u) = true if and only if

08 1) (Node[c].orig = u A Node]c].stat # good) V

09 2) 3p € Node[c].pro: (Prop[p].act = (add, u,svk) A svk € Exposed) Vv

10 3) 3p € Node[c].pro: (Prop[p].act = (upd, *) A Prop[p|.orig = u A Propl[p].stat #
good)

secrets-replaced(c, u) = true if and only if

11 Node[c].orig =u V (3p € Node[c].pro:
12 Prop[p].act € {(add,u), (rem,u)} V (Prop[p].act = (upd,*) A Prop[p].orig =
u))

know(c, ‘ep’) = true if and only if
13 Node[c].exp # @ V can-traverse(c)
can-traverse(c) = true if and only if

14 1) (Node[c¢].par = L A Fsvk € Exposed: (x,svk) € Node[c].mem) V
15 2) 3p € Node[c].pro: (Prop[p].act = (add, u,svk) A svk € Exposed) Vv
16 3) leaf-welcome-key-reuse(c) V

17 4) (know(e,*) A (c=root. V know(Node[c].par, ‘ep’)))
leaf-welcome-key-reuse(c) = true if and only if

18 Ju Ip € Node[c].pro:

19 1) Prop[p].act = (add, u) A

20 2)3c: cis ancestor of ¢ A (u,*) € Node['].exp A

21 (A" in the path between c and ¢ such that secrets-replaced(c”, u))

Figure B.12: Predicates safe(c) and inj-allowed(c, u).
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Helper fetch-ssk-if-nec(st, svk)

00 if vsiq.svk # svk then

01 send (get-ssk, svk) to Fas and receive ssk
02 else ssk < st.ssk

03 return ssk

Helper validate-kp(st, kp, id, pHash)

04 parse (id’, pk, svk, pHash’, o) <+ kp
05 req id = id" A pHash = pHash’
06 if svk ¢ st.cert-SPks]id] then
send (verify-cert, id, svk) to Fas and receive b
08 reqb
09  st.cert-SPks[id] < {svk}
10 req Vrfy(svk, o, (id’, pk, svk, pHash’, o))
| return st

Helper Gen-kp(id, svk, ssk)

12 (pk,sk) <5 PKE.Gen()

13 o « Sign(ssk, (id, pk, svk, pHash))
14 kp « (id, pk, svk, pHash, o)

15 return (kp, sk)

Figure B.13: Helper functions for the interaction with KS and AS.

181




Algorithm CGKA.Create(svk) Algorithm CGKA.Proc(cmsg, PMSG)

00 require st = L A % = Ucreator 36 (id-snd, C, confTag, o, memTag) < unframe-comm(st, cmsg)
01 st.T < init-tree 37 if id-com = st.id

02 st.grouplD « {0,1}" 32 (st/,PMSG',upd, rem, add) <« st.pendComm(cmsg)

03 st.appSec < {0, 1}~ 29 require PMSG' = PMSG

04 step<+ 0 40 st< st

05 st.interim-tranHash < ¢ 41 return

|
4
06 try st.ssk « fetch-ssk-if-nec(st, svk) 42 parse (proplds, UpdPath) < C'
07 (kp,sk) < Gen-kp(svk, ssk) 13 require proplds(¢) = H(PMSG(%)) for all
08 id(leaves(T)) + H(pk) 14 st’ < init-epoch(st)
09 assign-kp(T, vig, kp) 45 try (st’,upd, rem, add) < apply-props(st, PMSG)
10 Vig.5k < sk 16 require id-com ¢ rem A id-com ¢ upd
17 if st.id € rem
Algorithm CGKA.Com(st, PMSG) 28 require MAC.Ver(st.memKey, memTag)
\ st L
11 st’ < init-epoch(st) 50 else

12 T st T 51 (st’,comSec) < apply-rekey(st,
13 try (st’,upd, rem, add) < apply-props(st, PMSG) st’, id-com, UpdPath, 0, False)
14 require (st.id,-,-) ¢ rem A (st.id, -, -) ¢ upd
15 try (st’, comSec, UpdPath, pathSec)
< rekey-path(st’, st.id, viq.svk, 0)

52 st « set-conf-trans-hash(st, st’, id-com, C, o)
3 (st/, confKey, joinerSec) < derive-keys(st, st’, comSec)
require verify-confTag(st’, confKey, confTag)

16 proplds < () 55 st < set-int-transHash(st’, confTag)
17 for pmsg € PMSG: 56 st st/
18 proplds <— H(pmsg) 57 return ((upd, rem, add), id-snd)

19 C' < (proplds, UpdPath)
20 0 « sign-commit(st, C)
21 st’ + set-conf-trans-hash(st, st’, st.id, C, o)
22 (st’, confKey, joinerSec) «— derive-keys(st, st’, comSec) 5& parse (encGrpSec, Grplnfo) < wmsg

Algorithm CGKA.Join(wmsg)

23 confTag «— compute-confTag(st’, confKey) 59 parse (GrpInfoTBS, o) < Grplnfo
24 if rem # () 50 parse (st.grouplD, st.ep, st.tHash, st.conf-TransHash,
25  memTag < MAC.Tag(st.memKey, C) st.interim-tranHash, st.confTag, id-com) «+— GrplnfoTBS
6 else memTag + L 61 require SIG.Vrfy(vig.com-SVk, o, GrpInfoTBS)
27 cmsg <+ frame-comm(st, confTag, o, memTag) 62 try verify-treeState(st)
28 if add # () 63 try fetch-ssk-if-nec(st, vt iq.svk)
o (st’,wmsg) < comp-wmsg(st’, 64 kbs < get-sks
,add, joinerSec, pathSec, confTag) 5 (joinerSec, pathSec) < (L, 1)

30 else wmsg +— L 66 for e € encGrpSec
31 st’ « set-int-transHash(st’, confTag) 67 parse (h,c) e
32 st.pendComm(cmsg) « (st’, PMSG, upd,rem,add) 63  for (kp,sk) € kbs
33 return (cmsg, wmsg) 69 if h = H(kp)

7 v.sk < sk
Algorithm CGKA Key 1 require vseia-kp = kp

2 parse (joinerSec, pathSec) +— PKE.Dec(sk, ¢)

34 (k,st.appSec) < (st.appSec, L) 73 if s; = pathSec # L

35 return k 4 a < st.T.ind-Ica(vsid, Vid-com)

5 (v1,...,v) < fil-path(v)
76 forie{l—a,.. . -1}
(pk, v;.sk) «+ PKE.Gen(Hsy(s;))
require pk = v;.pk
i1 < Hi(s:)
80 (st,confKey) « derive-epochKeys(st, joinerSec)
81 require verify-confTag(st, confKey, confTag)
82 return (roster(T), st.id)

Figure B.14: Algorithms CGKA.Create, CGKA.Com, CGKA.Proc, CGKA.Join,
CGKA.Key shared between MLS and MLS-Cutoff. For subroutines rekey-path,
apply-props, comp-wmsg, see Figure B.148B.18, B.13, respectively.



Algorithm CGKA.Prop(op, ad) (used in MLS)

00 T« st.T
01 if op = ‘upd”
02 try st.ssk < fetch-ssk-if-nec(st, svk)

04 (kp,sk) < Gen-kp(svk, ssk)
05  pmsg < frame-prop(st, (‘upd’, kp))
st.pendUpd(pmsg) < (ssk, sk)
07 if op = (‘add’):
08  parse u < ad
09  require u ¢ roster(T)
0 send (fetch-kp, u) to Fks and get kp,
try validate-kp(kp,)
2 pmsg <« frame-prop(st, (‘add’, kp,))
13 if op = ‘rem”:
14 parse u < ad
15 require u € roster(T)
pmsg < frame-prop(st, (‘rem’, id-rem))
7 return pmsg

Algorithm CGKA.Prop(op, ad) (used in MLS-Cutoff)

18 T st.T
19 if op = ‘upd”:

20
21

22

try st.ssk < fetch-ssk-if-nec(st, svk)

st’ < init-epoch(st)

(id-own, svk) < (st’.id-own, Vig_own-SVK)

try (st’, -, UpdPath, pathSec) <+ rekey-path(st’,
id-own, svk, St.icut)

pmsg « frame-prop(st, (‘upd’, UpdPath))

st.pendUpd(pmsg) < (ssk, v/ sk, pathSec)

id-own*

26 if op = (‘add’):

parse u < ad

require u ¢ roster(T)

send (fetch-kp,u) to Fks and get kp,
try validate-kp(kp,)

pmsg < frame-prop(st, (‘add’, kp,))

32 if op = ‘rem”:

parse u < ad
require u € roster(T)
pmsg < frame-prop(st, (‘rem’, id-rem))

36 return pmsg

Figure B.15: Generating proposals in MLS (left) and protocol variant MLS-Cutoff
(right). Differences between the protocols are marked in yellow ( ) and cyan ( ). In

H !/
line 25 vjy_oun
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is to be understood as the issuing user’s leaf with respect to st’.




Algorithm set-tHash(st’)

00 T« st’.T
01 st’.tHash <« tree-hash(T’, root(T"))

Algorithm tree-hash(T’, v)

02 if v is leaf
03 return H(v.index, v.kp)
04 else
05  IHash <« tree-hash(T’, left(v)
06  rHash < tree-hash(T’, right(v))
07  return H(v.index, v.pk,
v.unm, v.pHash, IHash, rHash)

Algorithm set-pHash(st’, id)

08 T+ st.T

09 Vg < Viq

10 parse (vy,...,v) < fil-path(vy)
11 vg.pHash < ¢

12 forj=£—-1,...,0

14 return st/

Algorithm par-hash-cochild(T’, v, u)

15 oriRes < Res(u) U (u.unm \ v.unm)
6 copy T'to T”

17 for v € v.unm

18 blank-path(T"”, v")

19 for w € path(v”)

20 w.unm < w.unm \ {v"}

21 origSibTreeHash < tree-hash(T”, u)

Algorithm verify-treeState(st’)
23 T« st'.T

24 require st’.tHash = tree-hash(T’, root(T’))
25 forve TV

26 if v not blank A v not leaf

27 I + par-hash-cochild(v, left(v))

28 14— par-hash-cochild(v, right(v))

29 require (left(v) not blank A left(v).pHash =) v ...
-+ -V (right(v) not blank A right(v).pHash = {)

30 M+ ()

31 forv e TV

32 if v not blank A v is leaf

33 require id(v) ¢ M

34 M« {id(V)}

35 try st’ < validate-kp(st’, v.kp, id(v), v.pHash)
36 return st’

13 wj.pHash « par-hash-cochild(v;1, sib(v;))

22 return H(v.pk, v.pHash, origSibTreeHash)

Figure B.16: Helper functions set-tHash, set-pHash, and verify-treeState, used to

authenticate the ratchet tree's state.
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Algorithm rekey-path(st’, id, svk, 7)

3 (Ul, ..

T «st'. T
UpdPathNodes «+ ()
pathSec « ()

., vg) <+ fil-path(vig)

(vj.pk,v;.sk;) <= Gen(Ha(s;))

C«()
Vsip < Sib(’l}jfl)
for w € Res(vgip) U vgip.unm:

C < ¢y = PKE.Enc(w.pk,s;)
UpdPathNodes < (v;.pk, C')
pathSec < (s;)

ifi=0
comSec < s
else comSec = L

18 merge-leaves(T’, vig)
9 set-pHash(T’, viq)

Algorithm comp-wmsg(st’, add, joinerSec, pathSec, confTag) ©°

) try fetch-ssk-if-nec(T’, svk)

(kp, sk) < Gen-kp(id, svk, ssk, v.pHash; s¢)
require vy = L

3 id(Uid) — H(kp)
4 assign-kp(T’, H(kp), kp)

Vig.Sk < sk

set-tHash(T")

UpdPath < (UpdPathNodes, kp)
return (T’, comSec, UpdPath, pathSec)

29 ths < (st’.grouplD, st’.ep, st’.tHash,

st.conf-TransHash, st’.interim-tranHash,
st’.T.public, st’.confTag, st’.id)

30 o < Sign(st’.ssk, ths)

31 Grplnfo < (tbs, 0))

32 encGrpSec < ()

33 for (-,id-add, svk) € add

54

25
59

a < ind-lca(vsy id, Vid-add)
¢ + PKE.Enc(vig.add-pk, (joinerSec, pathSec(? — a)))
encGrpSec <+ (H(vid.add-kp), €)

! return (st’, wmsg)

Algorithm apply-rekey(st, st’, id-snd, UpdPath, i, copySt)

38

40
41
42
43
44
45
46
-
48
49

T «st' T

19 parse (UpdPathNodes, kp) <— UpdPath

(v1,...,v) < fil-path(T, vsria)
(v, ..., vp) < fil-path(T’, vig.sng)
parse ((pky,C1),. .., (pk,,, Cin)) < UpdPathNodes
forie{1,...,m}
vl.pk < pk;
a < ind-lca(vst.id, Vid-snd)
if i > a:
comSec < L
else
parse (Cy)w — Cr_qg
if vy € vp_,_q.unm:
w 4 vy
else:
m < max(m’ € {0,...,¢ —a} | v, not blank)
w 4— v,
Sp—q < PKE.Dec(sky, ¢y)
forj=0—a+1,....0' —
sj < Hi(sj-1)
if 7 < /¢
(pk;,sk;)  Gen(Ha(s;))
v).sk < sk;
require vj.pk = pk;
ifi=0
comSec < s;
else comSec = L
merge-leaves(T’, vig)

6 st’ « set-pHash(T’, viq)

if copySt = False

try validate-kp(st”, kp, id-snd, st”.pHash)
else

st” < init-epoch(st)

T « st".T
(v, ... vp) < fil-path(T”, vig-sna)

forie{l,...,m}
v .pk < pk;
merge-leaves(T”, viq)
st” + set-pHash(T", vig)
try validate-kp(st”, kp, id-snd, st”.pHash)
require Vy(kp) = L

9 id(vigsna) < H(kp)

assign-kp(T’, H(kp), kp)
set-tHash(T")
return (st’, comSec)

Figure B.17: Helper functions rekey-path and apply-rekey used to rekey users’ paths.
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Algorithm apply-props(st, st’, PMSG) (used in MLS)

00 (upd,rem,add) < ((),(), ()
01 fetch T/ + st’.T
for pmsg € PMSG:
((‘type’, ad), id-snd) <+ unframe-prop(st, pmsg)
if ‘type’ = ‘upd’:
require (id-snd, -) ¢ upd A rem = () A add = ()

02

try validate-kp(st’, ad, id-snd, ¢)

assign-kp(T’, vid-snd, ad)
if st’.id = id-snd

parse (ssk, sk) < pendUpd(pmsg)
10 Vid-snd-SK <— sk
st’.ssk «— ssk

blank-path(T, vig-snd; 1)

13 svk < leaf(T’, id-snd).svk
require vhp) = L
15 id(vid—snd) — H(kp)
16 upd < (id-snd, ‘upd’, svk)
else if ‘type’ = ‘rem’:
18 require id-rem := ad # id-snd A Vig_rem # L
19 require (ad,-) ¢ upd A add = ()
blank-leaf (T’, Vig_rem)
blank-path(T’, vig_rem, 1)
T’ < truncate(T’)
rem < (id-snd, ‘rem’, id-rem)
else if ‘type’ = ‘add’:
5 try st’ < validate-kp(st’, ad, unew, €)
id-add < H(ad)
add-leaf(T’, id-add)
set-as-unmerged(T’, id-add)
add < (id-snd, ‘add’, vig.add-SVK)
else return L
31 return (st’, upd, rem, add)

Algorithm apply-props(st, st’, PMSG) (used in MLS-Cutoff)

32 (upd,rem, add) < ((), (), ()

33 fetch T/ + st'.T

34 for pmsg € PMSG:

((‘type’, ad), id-snd) < unframe-prop(st, pmsg)

if ‘type’ = ‘upd’:
require (id-snd, -) ¢ upd Arem = () A add = ()
if st’.id # id-snd

(st’,-) < apply-rekey(st, st’, id-snd, ad, st.icyt, true)
if st’.id = id-snd
parse ((pky;-), - -, (Pky_j,,,. ) kp) < ad
assign-kp(T’, Vid_snd, kp)
parse (ssk, sk, pathSec) < pendUpd(pmsg)
Vid-snd-SK <— sk
st’.ssk < ssk
parse (v1,...,v;) < path(id-snd)
for j=1,...,0 — sticy
(v;.pk, vj.sk) < (pk;, pathSec(7))
19 blank-path(T’, vig-snd; £ — St.leut + 1)
. ’U[) — path(vid_snd)
for j=1,...,0 — sticy
52 if v; € Veal
53 blank(v;)

5 ‘/col “—u {’Uj}
55 svk < leaf(T’, id-snd).svk
require vhp) = L
id(vid—snd) — H(kp)
upd < (id-snd, ‘upd’, svk)
else if ‘type’ = ‘rem’:
require id-rem := ad # id-snd A Vig_rem # L
require (ad,-) ¢ upd A add = ()
blank-leaf (T’, vig_rem)
blank-path(T’, vig_rem, 1)
T’ < truncate(T’)
rem < (id-snd, ‘rem’, id-rem)
else if ‘type’ = ‘add”:
try st’ < validate-kp(st’, ad, unew, €)
id-add < H(ad)
69 add-leaf(T’, id-add)
‘ set-as-unmerged (T, id-add)
add < (id-snd, ‘add’, vig.add-SVK)
else return |
73 return (st’,upd, rem, add)

parse (vy, ..

71

Figure B.18: Helper function apply-props for MLS (left) and MLS-Cutoff (right).
Differences between the protocols are marked in yellow () and cyan ().
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APPENDIX

Declaration of the use of Generative
Al Tools.

In this thesis, generative Al tools, specifically Gemini Flash 3.5, have been used to
detect typos and rephrase some paragraphs in order to improve clarity. The author
accepts full responsibility for all content submitted.
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